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Agile Networks Providing
Unmatched Intelligent Defense
| By Swift Liu, President of the Enterprise Networking Product Line, Huawei Enterprise Business Group

O

ur new information era is characterized by the exciting transition from single-node to
cloud computing, from fixed-line to mobile Internet, from discrete to Big Data, and from
the physical to the virtual world. Worldwide, we enjoy 24/7 mobile access regardless
of enterprise network boundaries. Cloud computing technologies enable on-demand service
provisioning at lightning speed, and social network technology has turned precision marketing
into reality.
New services require cost-efficient, agile network platforms that express high elasticity and
availability. Software-Defined Networking (SDN) architectures are proving an optimal solution to
bolster network performance.
Security threats are at the very top of the concerns to be considered in this new era. At pace
with network environments becoming more complex, so too, the sophistication, and effectiveness
of security attacks is also growing. Huawei is acting on the understanding that traditional
solutions are a weak match for the cyber security threats that industry and government face today.
In 2013, Huawei launched the world's first agile network architecture based on SDN concepts
to incorporate efficient and intelligent defenses predicated on Big Data technologies.
Based on deep expertise accumulated over the past decade, Huawei provides a full range of
security solutions designed to protect customers from network attacks:
• Huawei's Cloud Security Center and Reputation System is a powerful addition to our customers'
security protection solutions.
• Huawei security users can query the historical reputation information of unknown IP addresses,
websites, and files in real time.
• Huawei's cloud sandbox technology detects potential threats for preventing Advanced Persistent
Threat (APT) attacks.
• Huawei incorporates Big Data analytics into our DDoS attack detection technology. Our users
collect and analyze end-to-end network data that is used to build 60-dimension models to identify
and prevent DDoS attacks.
• Huawei data center solutions pool and manage security resources through proprietary SDN
controllers that allow resources to be scheduled on-demand.
• The Huawei Next-Generation Firewall (NGFW) controls network traffic based on application,
user, time, content, threat, and location data to prevent enterprise network threats.
• In 2014, Huawei will launch security plug-card accessories to complement our Agile Switches.
Huawei is committed to providing ICT customers with agile network products that deliver
unmatched end-to-end security capabilities! ▲

1

Inside

Inside

2

Comment
P1

Agile Networks Providing Unmatched Intelligent Defense

News
P4

Enterprise News and Announcements in Q1, 2014

Features
P6

Software-Defined Networks at the Crossroads

The move to software-based switching will require new thinking and new ways to
structure your software. >>

P10 Network Agility for Ultimate Security

Agile networks enable customers to ensure service accessibility along with superb service
quality in the ICT era. >>

P16 Big Data Security Analytics, an Enterprise Primer

Enterprise organizations have been moving toward Big Data security analytics because
their security data is growing so large and complex. >>

Focus

P24 DDoS Defense and Big Data

Huawei is the first anti-DDoS solutions provider to apply Big Data technology
to DDoS detection and prevention. >>

P28 APT Defense in the BYOD Era

As APT attacks become more complex and pervasive, solutions must scale to
the threat and integrate both sandbox and Big Data detection technologies. >>

P30 NGFW: Enterprise Network Guardian

Huawei delivers a secure, friendly, and reliable threat prevention system for
new ICT environments. >>

P34 Huawei Agile Switches: A Must-Have for Your
Agile Networks

The Huawei S12700/S9700/S7700 Agile Switches integrate NGFW cards,
providing ease of deployment and high efficiency in protecting agile campus
networks against attacks. >>

Ecosystem

P38 High Performers in IT: Defined by Digital

A key reason high performers develop agile systems is to open more degrees of
freedom for their organizations. >>

Success

P42 Minsheng Bank Delivers Best-of-Class
Mobile Financial Services
P44 Alibaba Creates Viable, Secure
Internet Cloud Platform

P20 Attack Defense: A Prolonged Confrontation

Information security assurance is a dynamic process full of prolonged offensive and
defensive confrontations. Faced with intense complexity from new types of attacks, we
need to innovate security technologies in response. >>

Publisher:

P22 SDN-Based Cloud Data Center Security

ICT Insights Editorial Board,

SDN addresses the needs of cloud data center security, while simplifying security policy
configuration management and reducing O&M expense. >>

Huawei Enterprise

To read or download ICT Insights in electronic form, visit
http://enterprise.huawei.com/cn/about/e-journal/ict
To subscribe to ICT Insights, contact the Editorial Board.
Email: ICT@huawei.com
Address: H2, Huawei Industrial Base, Bantian, Longgang, Shenzhen 518129, China
Tel: +86 (755) 28780808

Yue B No. 13154
Copyright © Huawei Technologies Co., Ltd. 2014.
All rights reserved.

Editors:
Catherine Du
Harry Xie
Alice Li
King Wang
Simon Locke
Pauline Zhang
Gary Taylor

Hansen Peng
Feng Zhu
Dong Zhang
Scott Jamar
John North
Linda Hudson
Carolyn Austin

No part of this document may be reproduced or transmitted in any form or by any means without prior written
consent of Huawei Technologies Co., Ltd.

NO WARRANTY
The contents of this magazine are for information purposes only, and provided "as is." Except as required by
applicable laws, no warranties of any kind, either expressed or implied, including but not limited to, the implied
warranties of merchantability and fitness for a particular purpose, are made in relation to contents of this
document. To the maximum extent permitted by applicable law, in no case shall Huawei Technologies Co., Ltd
be liable for any special, incidental, indirect, or consequential damages, or lost profits, business, revenue, data,
goodwill or anticipated savings arising out of or in connection with any use of this document.

3

News

News

4

Enterprise News and
Announcements in Q1, 2014

Huawei, in close collaboration with HGST,
Inc., a world-leading hard disk vendor,
one of the first storage providers to
Nov 10-14 became
support 6 TB hard disks filled with helium
gas. The Ultrastar®He6 drive offers 23
percent lower idle power per drive, plus 49 percent better
watts-per-TB.
2013

Huawei and Seagate launched the "Kinetic"
hard disk with IP interfaces. A significant leap
Nov 24 forward in scale-out storage architectures,
the Seagate Kinetic Open Storage platform
simplifies data management, improves
performance and scalability while lowering Total Cost of
Ownership (TCO) of average Cloud infrastructures by up to
50 percent.
2013

2014
Huawei and Imperial
College London announced they are to colJan 27 laborate and jointlyinvest in a data science
lab. The Imperial College – Huawei
Data Science Innovation Laboratory
w ill b r i n g t o g e t h e r e x p e r t s f r o m
across Imperial's faculties and Huawei
researchers to harness data science
research and develop new applications
in fields such as smart cities, energy and
healthcare.
2014

Huawei has submitted a
superior SPC-1 Result
at 1,005,893.43 SPC-1
Jan 27 IOPS™ on its OceanStor
18800 Enterprise Storage
System. The latest SPC-1 benchmark
result shows Huawei's solid footprint in
the enterprise storage field, following its
mid-range and entry-level series storage
products.
2014

2014

Jan 15

Huawei attended CeBIT
Preview in Munich,
Germany. CeBIT is the
world's largest ICT exhibition and this is the

fourth consecutive year that Huawei will be participating in this international event. Huawei
Enterprise provided an overview of some of the most innovative enterprise ICT solutions that
it would be showcasing at CeBIT 2014, including agile network infrastructure, big data and
eLTE broadband trunking systems. In addition, Huawei will share its business performance
from 2013 as well as future business strategies.
2014

Jan 9

Huawei and Bombardier Transportation, a global leader in rail technology,
have successfully demonstrated integrated rail security solutions on a rail test
track in Zmigrod, Poland. The rail security solutions demonstrated combines
broadband data capabilities of Huawei eLTE wireless rail communication
system with Bombardier’s on-board rail security portfolio and wireless
gateway solution.

2013
2013

Dec 23
2013

Dec 9

2013

Dec 5-6

The CableLabs Certification Review Committee approved Huawei's test result
for the Distributed Cable Modem Termination System (D-CMTS), developed
in compliance with China's Data over Cable Service Interface Specification
(C-DOCSIS). Currently, Huawei is the only D-CMTS vendor to have passed
the DOCSIS 3.0 test.
The Huawei OceanStor 9000 Big Data Storage System broke another record
in the SPECsfs2008 benchmark test conducted by SPEC. According to test
results, the OceanStor 9000 outperformed its counterparts by a factor of 3, to
become the new performance leader in the storage industry. This marks the
fourth time that one of Huawei's storage products has ranked first in testing,
with previous No. 1 rankings granted in 2009, 2011, and 2012.
At TechEd 2013 in Beijing, Huawei exhibited its leading products, including
cloud computing, data centers, servers, and storage systems. Huawei also
launched the FusionCube + SQL Server Database Integration Solution.
Compatible with Microsoft's SQL Server databases and applications, the

Huawei solution provides enterprise customers with new IT applications
and management models to deliver simpler and more efficient IT solutions.

2013

Nov 26

Huawei and APT Satellite Holdings Limited held a
workshop in Hong Kong themed "Simplicity and Stability
– Embracing Opportunities and Challenges in the Cloud
Era." Huawei shared its experience in cloud data center
build-outs with 150 customers and guests from the Asia
Pacific region.

The Golden Award for excellent performance and quality
industrial design was presented to Huawei at the 14th China
International Exhibition on Public Safety and Security, for
Nov 22 the IPC5811-WD-Z20 Intelligent Video Survellience, High
Definition IP Camera – with wide-dynamic range, a highspeed dome, and network connectivity. The award represents the highest
honor granted in the Chinese public safety and security industry.
2013

Huawei held the 1st Global Power Industry ICT Summit
in Chengdu, China. With the theme "Innovative ICT
for Smart Grids" Huawei attracted over 300
Nov 13-14 Infrastructure
electricity industry experts from China, Europe, Africa,
and the Middle East to share its experience in leveraging Big Data and cloud computing technologies for enhancing the
development of IT systems for electricity companies.
2013

2013

Nov 5

Huawei unveiled its Agile Network Solution, and the
world's first agile switch – the Huawei S12700 – at the
Gartner Symposium/ITxpo 2013 in Barcelona, Spain.
At this global IT event, Huawei interacted with major
European IT customers and media to share its latest research
achievements for campus and data center networks.

Huawei made a return appearance to GITEX
TECHNOLOGY WEEK in Dubai, which
is the most influential ICT exhibition in
Nov 20-24 the Gulf Region. Following the theme of
"Connecting Business Opportunities in A
Better Way," Huawei demonstrated innovative products and
solutions for assisting enterprise customers who must meet
the challenge of ICT transformation.
2013

At the 20th ITS World Congress Tokyo 2013,
Huawei exhibited its Smart Transportation
Together with customers, industry
Nov 14-18 Solution.
experts, and partners, Huawei explored the
future of Smart Transportation. Together,
each party brought insight to the discussion of how advanced
IT infrastructure and innovative communication technologies
are driving the development of Smart Transportation.
2013

Huawei held the Huawei Storage Technology
Summit 2013, during which storage experts
23 keynote speeches on topics
Oct 14-15 delivered
across the range from new storage media,
controllers, algorithms, storage system architecture, and packaged solutions. More than 200 technologists, engineers, and business leaders met and exchanged ideas at the summit.▲
2013
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Software-Defined Networks
at the Crossroads
| By Scott Shenker, Ph.D., Electrical Engineering and Computer Sciences,
College of Engineering, University of California, Berkeley

Scott Shenker
Scott Shenker
is a professor
in the Electrical
Engineering and
Computer Sciences
Department at UC
Berkeley. He is also
the chief scientist
and the leader of
the New Initiatives
Group at ICSI, where
he was a founding
member of the ICSI
Center for Internet
Research.

The move to
software-based
switching will not
be trivial or fast.
It will require new
thinking and new
ways to structure
your software.
This transition
is changing
the nature of
the networking
industry. It is
faster innovation,
more competition
and better
customer
experience.>>

I

'll begin with a few thoughts about the invention of SDN, and what we think now after five years of
research and development.

Today's Control Plane: No Abstractions

We are driven to solve this problem because
networks are hard to manage, i.e. it takes an order of
magnitude more sys admin help for a single switch
than for a single computational node. Compared to
other things we have in computer science, it is very
hard to evolve a network with the addition of new
functionality.
We understand that building systems that work
well requires the problem being broken into modules
based on abstraction.
The data plane operates on nanosecond time
scales and is completely local. The control plane
is how the forwarding state is configured, whether

algorithmically or manually. The time scale is tens
of milliseconds to days, and the information has to
come from the outside world. It is inherently nonlocal.
This layering is why the Internet is so successful,
and enables independent innovation at every layer. If,
say, you had a new optical technology that you just
put into the network, everything else in the stack will
remain exactly the same without having to rewrite
the entire networking stack. This is why the Internet
architecture has survived a six or seven order of
magnitude change in speed, scale, and diversity of
uses with almost no modification.
As a community we have the data plane ab-

stractions right. On the other hand, the need for
SDN has arisen because the control plane is just a
bag of protocols built without reusable abstractions.

SDN is "Layers" for the Control Plane

Our definition of SDN uses two control plane
abstractions: 1) a global network view that provides information about the network that is implemented by, 2) a network operating system using
a forwarding model like OpenFlow, that runs on
servers placed in control of the network. This is
a major change in the paradigm, as the control
mechanism is now nothing more than a graph
algorithm that uses a network operating system API.
Networks are now much easier to manage and
evolve. The data plane is completely handled in
the switch, and the control plane is now running on
servers in the network using commodity hardware
and third party software. It also allows for the
control plane to be tested independent of the
underlying hardware, making networking look a lot
more like the rest of the IT industry.
We continue to find new, advanced kinds of
modularity. We thought the control program would
compute the configuration of the forwarding state
for all network switches. We thought the data plane
was fairly simple, and that switches were relatively
homogenous in role and function.
Control programs are how operators express
their network requirements and policies, however,
the control program should not be in charge of
implementing those requirements. The short answer
is that one of the goals for modularity is to push
complexity into the reusable portions of the system
and simplify the things that have to be written on a
per application basis.
We are introducing a new, purely logical virtual
topology abstraction and a new SDN layer. The
logical switches can be operator configured to
express flow entry requirements and policies. The
SDN network hypervisor layer translates those
requirements to the physical switch that can be
thought of as a compiler for virtual topology.
We have made it much easier to write the control
program. We have also made it a lot harder to write
the compiler, but compilers are always hard to write.

Virtualization is the Killer App for SDN

The new layer is a network hypervisor and its virtual
topology. Control programs are written depending
on the topology and the job to be done, then the
network hypervisor compiles the virtual topology
onto the global view of the physical network, and
the network operating system carries this down to
actual physical switches.
The upshot is that virtualization is the killer-app
for SDN. A multi-tenant data center, a Rackspace
or Amazon, has lots of customers who are moving
their network to the cloud. In order for the data
centers to specify the virtual topologies that meet
their policies and requirements, the network
hypervisor must compile many thousands of low
level configurations that satisfy each tenant's
individual requirements. Changing thousands of
virtual networks dynamically is not something that
could be done before SDN. Virtualization adds
value by making it easier to manage the network.
This is what people are paying money for.
More generally, the idea is that virtual topologies
are just logical networks that do forwarding, When
extended to include higher level functionalities like
authentication, these virtual topologies are able
to express application level semantics about who
is allowed to talk to who, and allow the network
hypervisor to enforce these policies at the network
level.
Operators can now abstractly express their requirements and the network hypervisor has complete freedom about how to implement those
desires. This is going to be important.
We began by thinking that switches are relatively
homogenous in role and function. Current networks
use the packet header for both the host talking to the
network and packets talking to routers or switches.
The first thing a switch says when a packet arrives
is, "Where does the host want me to send this?"
Secondly, each switch says, "Use the first answer
to look to my forwarding stations to figure out the
delivery path."
SDN gives us a clean, completely programmatic
way for the operator to control the network, but
nothing to separate the host network from the packet
router interface. The packet header is still used to

We are introducing
a new, purely
logical virtual
topology
abstraction and a
new SDN layer. The
logical switches
can be operator
configured to
express flow entry
requirements
and policies. The
SDN network
hypervisor layer
translates those
requirements to
the physical switch
that can be thought
of as a compiler for
virtual topology.>>
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look at it at every router or switch along the way.

An MPLS Approach to SDN

MPLS labels are important for distinguishing
between the edge and the core of the network.
When a packet hits the first top switch, the edge
router asks, "What is the host trying to do?" then
adds a label that is only meaningful within the
network. The interior of the network need not look
at the packet header at all, it just says, "From now
on, the MPLS label is enough for me to know how
to forward this packet."
Five years ago we should have incorporated
MPLS into SDN, meaning we should have had edge
routers looking at the full packet header and insert
an MPLS label into the packet to be read by the core
switch fabric. This is what we are doing now.
This MPLS scenario creates a clearly separated
modular network where each job is done only
once: the host interface is handled completely at
the edge, the packet router interface is handled by
the labels in the core, and the operator interface is
handled by SDN.
One of our claims about the edge-core split is
that the core can just focus on packet delivery.
That is, if I want to block access control or do
isolation, I can do all that at the edge. The core
must obviously handle packet delivery, including
multicast and QoS, but other than that the edge can
do everything else.
Once simplified, we now tell the core, "You
have just one job, to get the packets edge to edge.
You do not need to understand anything else and
will do a much better job."
Imagine that once you have this edge-core
split, why not push the edge all the way to the
host? It will require some trusted hardware and
software on the host, sort of on the host network
interface card, and will require a lot of interesting
distributed systems and security issues, but one
could imagine actually building networks where
they never saw anything but labels generated in the
hosts themselves.
Once upon a time the network was entirely
comprised of hardware switches. Whereas, today,
software switches are quite common. Our second

The MPLS
scenario creates a
clearly separated
modular network
where each job is
done only once:
the host interface
is handled
completely at the
edge, the packet
router interface
is handled by
the labels in the
core, and the
operator interface
is handled by
SDN.>>

radical claim when implementing this edge-core
network is that all of the edge switches are software
switches.
Data centers are already using the V switch and
the hypervisor. Large ISPs, like Verizon, AT&T,
and Deutsche Telekom look at the total amount
of bandwidth crossing their borders, and you ask
how much would it cost to buy enough cores to
do all that forwarding? Turns out the answer is
one hundred and fifty thousand dollars, not even
the price of one mid-range router. When looking
at other examples of enterprise networks, I do not
see any setting where it is infeasible to do software
forwarding at the edge.
I understand that there is a two order of magnitude difference in speed to the advantage of
hardware forwarding versus software forwarding.
My point is that the edge forwarding requirements
can be matched with software, and that we would
be better off with the increased flexibility of
software at the edge. We do not need software
switching in the core as the core is just doing labelbased forwarding, and hardware is great for that.
The long-term opportunity of software switching
at the edge opens the door to architectural evolution
and diversity. Only the software at the edge knows
the inter-domain protocol. Everything internally is
protocol agnostic, i.e. changing architectures, like
from IPv4 to IPv6, becomes just a change to the
SDN control program. It is that simple.
Domains can run much architecture in parallel.
Supporting these architectures in parallel on the
host is conceptually radical, but the changes that
need be made are embarrassingly simple and easily
within our technical range. It is just a question of
convincing people that it is worthwhile to do.

Middle-boxes as Common as Switches

And finally, we have always understood that the
network data plane is plain and simple. We do not
believe this any longer.
The myth of the Internet data plane is that its
only job is to provide best-effort delivery. The
reality is that there are many middle-boxes or
network appliances used to augment the data plane
that do all sorts of stuff, including firewalls, LAN

optimizers, gateways, VPNs, load balancers, and
intrusion detection. The data plane is not simple
at all. When looking at small, medium, large, and
very large networks, the number of middle-boxes is
comparable to the number of routers and switches.
There are four important facts to remember. First,
most packets are touched by several middle-boxes
that look at each packet and make decisions, like, "I
do not like the contents of this packet, I am going
to drop it," or "I am going to look at this packet
and see if somebody is attacking me," or "I am a
firewall and I am going to control connections."
Second, middle-boxes are typically deployed at
the edge of the network. Third, they typically, but
not always, employ x86 processing. And, fourth,
the things they do to packets are more complicated
than what is done to simply forward the packet.
If you accept these four facts, there is one
absolutely inescapable conclusion: SDN should
improve middle-box functionality, at the edge, in
software.

Why is Software Forwarding Better?

Software at the edge represents a radical shift
from hardware to software. Hardware networks
go back to being "dumb pipes" as they were in

the beginning when there were no middle-boxes.
Everything interesting happens in software, at the
edge, under the control of SDN.
This is the truly disruptive nature of SDN.
SDN establishes this nice control plane modularity
where switches, network operating systems, and
control programs all have their own jobs. Virtualization
has decoupled the control program from the physical
network. Expressed as a virtual topology, the SDN
platform has full control over how to implement its
desires by saying "Let me put the functionality at the
edge, and just do forwarding in the core."
The move to software-based switching will not be
trivial or fast. It will require new thinking and new
ways to structure your software. New products will
emerge, like high port-density software switches that
are not really available today. New players will be
needed to fill these types of market niches. The move
is already underway. If you are concerned about
latency, you can calculate the present-day delays
imposed by middle-boxes. All we are saying is you
want to take advantage of the trend to generalize
your functionality, as is happening with virtualized
data centers. This transition is changing the nature of
the networking industry. It is faster innovation, more
competition and better customer experience.▲

Originally presented on May 15, 2013 at Stanford University Department of Electrical Engineering Computer System
Colloquium Spring 2012-2013 http://www.stanford.edu/class/ee380/.

There are four
important facts
to remember:
1) Most packets
are touched by
several middleboxes; 2) Middleboxes are typically
deployed at
the edge of the
network; 3) They
typically employ
x86 processing;
4) The things they
do to packets are
more complicated
than simply
forwarding the
packet. If you
accept these four
facts, there is
one absolutely
inescapable
conclusion: SDN
should improve
middle-box
functionality,
at the edge, in
software.>>
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| By Qiang Zhang, Security Product Mgmt. Dept. of the Networking
Product Line, Huawei Enterprise Business Group

Qiang Zhang

Agile networks
enable customers
to ensure service
accessibility
along with superb
service quality in
the ICT era.>>

C

hief Information Officers (CIOs) and Chief Technology
Officers (CTOs) of global Fortune 500 companies
often cite security concerns as the biggest impediment
to incorporating Bring Your Own Device (BYOD), social
networking, and public cloud technologies in core business
processes. As IT automation becomes increasingly common in
the enterprise, users have become increasingly less patient with
old school network models, especially in the area of security.
Traditional assurance measures required CIOs and CTOs to
balance service availability while preventing major security
incidents. New trends, such as mobility, cloud computing,
social networking, and Advanced Persistent Threats (APTs)
have made it a greater challenge to maintain this balance.
In this era of ICT-led transformation, the battle for continuous innovation and customer loyalty depends on improvements in the integration of security designs with networking
schemes. Support for mobility, social networking, and cloud
services requires a cost-efficient network platform with high
elasticity and availability. Software-Defined Networking
(SDN) has proven ideal for ensuring network performance.
Nevertheless, many vendors provide SDN-based solutions
without including an enhanced security platform, preferring

11

In this era of ICT-led
transformation, the
battle for continuous
innovation and
customer loyalty
depends on the
ability to integrate
security designs
with networking
schemes.>>
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instead to keep a more traditional approach to
network security threats in the SDN era. We
believe that reusing an old paradigm to solve a
new set of issues is risky. Likewise, solutions
without network security assurance integrated
for active protection of networks from APTs,
Distributed Denial of Service (DDoS) attacks,
unknown malware, and zero-day attacks.
Without network security assurance, enterprise
customers are unwilling to take the risk of
opening mobile computing and social networking
technologies to key business processes, thereby
forcing themselves to invest heavily in private
clouds to gain security. The alternative is the
reliance upon networks based on a traditional
TCP/IP architecture, which is inherently open,
vulnerable, and untrustworthy. In this era of ICTled transformation, the battle for continuous
innovation and customer loyalty depends on

the ability to integrate security designs with
networking schemes.
Huawei provides SDN-based Agile Networks
with integrated networking and security
designs. This design mindset sets Huawei's agile
networks apart from traditional TCP/IP-based
networks that block vulnerabilities by default
and provide "best-effort" security assurance.
Huawei's Agile Network Solution enables all
elements – from devices to networks and data
centers – to automatically detect vulnerabilities
in the environment and respond with security
policies matched to service type. The Huawei
SDN solution intelligently combines security
reputation, Big Data, sandboxing, and other
technologies to detect and prevent unknown
threats. The Huawei SDN-based solution is ideal
for ensuring network controllability, availability,
and trustworthiness.

Controllability

Huawei's Agile Network Solution:
• Enables security devices to detect vulnerabilities across different dimensions in
the enterprise ICT environment, i.e. user,
application, content, location, time, and
type of threat.
• Provides central controllers to manage
and schedule security devices in the same
way that networking devices are managed
and scheduled.
These features enable system administrators
to define and detect almost anything in the
network, including users, departments,
services, and content. Administrators are
able to control access based on time zone,
location, importance of data, and threat
damage level. Huawei's Agile Network
Solution even monitors the quality of
service provisioned to key business processes and employees. The overall result is
a superior network experience backed by
strong service and support.
Huawei's Agile Network Solution
identifies more than 6,000 applications,
the most in the industry. The solution
tracks information such as organizational
structure, recognizes more than 100 file
types, and quickly finds the physical locations of user devices through the Huawei's
device agent and Access Point (AP)
products.

Service Availability

A network cannot ensure service availability without security assurance and
scalability attributes.
Huawei's Agile Network does not isolate
security gateways into separate nodes;
rather, they are horizontally and vertically
virtualized to form security gateways.
This virtual system is a security resource
pool whose central controller is in charge
of scheduling security resources across
the network. Functionally, the goal is to
manage access based on organizational

Huawei's security
cloud technology
delivers high
scalability to ensure
service availability.
At a macro level,
it expands the
security profile of the
physical gateways
into a single, virtual
gateway. At the micro
level, it expands
the granularity of
the interactions –
both physical and
virtual.>>

structure or location. Likewise, security
firewalls can be virtualized across the
network into multiple systems using programmatic policy and session management. With abundant security resources,
an agile network can guarantee service
availability anytime, anywhere. For example, when an employee travels from
country A to country B, an agile network
will automatically capture the movement
and assign the correct security gateway in
country B to control the user's access and
resources.
Huawei's security cloud technology
delivers high scalability to ensure service availability. At a macro level, the
security cloud technology expands the
security profile of the physical gateways
into a single, virtual gateway that sees
and protects the entire network. At the
micro level, the Huawei security cloud
technology expands the granularity of the
interactions between service handlers,
CPUs, interfaces, and security gateway
features, exchanges, and routers – both
physical and virtual.

Trustworthiness

The mantra of traditional networking
is "Trust no one." For example, access
requests from "untrusted" domains are
forbidden by default. This traditional
security approach required that security
definition libraries be refreshed as new
viruses and worms were identified. Among
the problems through this era was that
system administrators were unable to identify new threats in advance.
A new generation of trust management
capabilities has allowed the design of
Huawei's agile security networks to quickly detect unknown threats:
● From Reactive to Proactive
Prevention
Instead of adopting characteristic-based,
coarse-grained prevention profiles after a

13
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threat occurs, Huawei helps customers deploy global
blackhole and honeynet systems that comply with
the privacy and statutory requirements of each local
jurisdiction. The purpose of these systems is to collect
data concerning security incidents and provide samples
to create reputation reference data by IP address, URL,
and file name and type. Objects with low reputation
levels are further isolated for additional checks.
This process does not delay the majority of services.
Statistics show that Huawei's systems are eliminating
more than 90% of all security threats with these
measures.
● From Technology-Centric to CustomerCentric
Huawei's sandbox technology for Portable Executable
(PE), mobility, and web scenarios is particularly
effective in defending against APT attacks launched
through malware. Suspicious objects filtered by
the reputation system are added to the sandbox for
emulation analysis, with the goal of the analysis process
to determine if the isolated object is malicious or
threatening. Huawei incorporates security technologies
into its products and deploys them across customer
networks or clouds, reducing response time, when
security incidents like Red Code, Nimaya, and CIH
occur, from minutes down to seconds. Huawei's sandbox
technology is particularly effective in defending against
APT attacks launched through malware.
● Leveraging Big Data Technology
Huawei leverages Big Data technologies, including data
collection and correlation analysis, to defend enterprise
private networks and IT systems. In particular, our
long experience in analyzing threat dynamics taught
us that human-induced threats must be prioritized
over executable code or attack floods. Human-induced
threats, whether originated internally or externally,
are something that traditional security solutions do
not address effectively, and for which viable solutions
are uncommon. The following example illustrates
the important utility of using Big Data to profile and

Huawei is at
the forefront of
vendors for Big
Data analytics
with the ability to
deliver custom
security solutions
that meet the
needs for each
enterprise
customer. >>

A new generation of trust
management capabilities has
allowed the design of Huawei's
agile security networks to quickly
detect unknown threats, including
of changing from reactive to
proactive prevention, transiting
from technology-centric to
customer-centric, and leveraging
Big Data technology.>>

analyze "human-induced" internal
network traffic: After authentication, a
user accesses and downloads important
files according to user permissions before logging out of the system. Several
minutes later, the same process repeats.
However, the Big Data system finds
something unusual: the first request
was initiated from remotely outside the
company, in Beijing, but the second request was initiated from Silicon Valley.
If the network system controller rules out
the possibility that the user used an agent
server for the first session, the Big Data
system can then determine if the access
is unauthorized, and if so, to deny the
second access attempt, and generate an
alarm. If it is impossible to rule out the
possible interaction of agent servers due
to complex network conditions, the Big

Data system will query the department
information system. If analysis results
show that the user is from the wireless
department and attempting to download
files of the device department, the policy
manager of the Big Data system would
have cause to deny access for the second
access attempt. The Big Data system can
even be linked to the company's travel,
attendance, Human Resources (HR),
and Customer Resource Management
(CRM) systems to determine which city
the employee is located, whether the
employee is on leave, intends to resign,
or is participating in a major project.
Huawei is at the forefront of vendors
for Big Data analytics with the ability
to deliver custom security solutions
that meet the needs for each enterprise
customer.▲

15

Features

Features

16

Big Data Security Analytics,
An Enterprise Primer
| By Jon Oltsik, Senior Principal Analyst at ESG (Enterprise Strategy Group)

Jon Oltsik
Jon Oltsik is an ESG
senior principal
analyst and the
founder of the firm's
Information Security
and Networking
services. With 25 years
of technology industry
experience, Jon is
widely recognized as
an expert in threat and
security management
as well as all aspects of
network security.

Enterprise
organizations
have been
moving toward
Big Data security
analytics for
a number of
years. Because
their security
data is growing
so large and
complex that it
becomes difficult
to process
using existing
security analytics
tools. Security
analytics is now
seen as a Big
Data problem.>>

A

few years ago, many security industry experts speculated as to whether Big Data technologies
would be required for security analytics. As of 2014, there is no longer any debate. In fact,
enterprise organizations have been moving toward Big Data security analytics for a number of
years. Security analytics is now seen as a Big Data problem because of:
• The growing volume of security
data. Security data collection and analysis focused on traditional data sources
like network perimeter devices such
as firewalls and Intrusion Detection
Systems/Intrusion Protection Systems
(IDS/IPS) as well as users, devices,
applications, and cloud computing. ESG
research indicates that 86% of enterprise
organizations collect substantially more
or somewhat more security data today
than they did two years ago.
• Security data is retained for longer
periods. Driven by compliance requirements, lower storage costs, and the
frequency of security investigations,
large organizations are keeping security
data online for longer periods of time.
In fact, 21% of enterprise organizations
keep the security data they collect online
for a substantially longer period of time
than they did two years ago.
• A multitude of security analytics
needs. Security data is used to analyze
activities and metrics associated with
risk management, incident detection/
response, regulatory compliance, and
investigations/forensics. It is not unusual
for a security analyst to engage in more
than a dozen security investigations simultaneously.
These and other factors make Big Data
security analytics an increasingly important requirement for enterprise organizations.

Big Data technologies are usually associated
with the "4 Vs:" Volume, Velocity, Variety,
and Veracity. From a security perspective,
Big Data security analytics tools must be
built for: scale, analytical flexibility, and high
performance.>>

Big Data Security Analytics
Defined

Big Data security analytics can be
defined as a collection of security
data sets so large and complex that
it becomes difficult to process using
existing security analytics tools. As described above, this is the exact situation
occurring at large organizations where
traditional security analytics and
legacy Security Information and Event
Management (SIEM) tools simply can't
keep up with the growing security data
volume.
Big Data technologies are usually
associated with the "4 Vs:" Volume,
Velocity, Variety, and Veracity. From a
security perspective, Big Data security
analytics tools must be built for:
• Scale. Big Data security analytics
solutions must have the ability to collect,
process, and store hundreds of terabytes
(if not petabytes) of data.
• Analytical flexibility. Big Data security analytics solutions must provide
security analysts with the ability to
interact, query, and visualize security
data for multiple types of investigations.
• High performance. Big Data security analytics must be built with
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Real-time security analytics platforms are
really designed and tuned for one purpose –
analyze large amounts of data to detect security
incidents as soon as possible. The best solutions
can provide analysts with granular details about
malware sources, targets, and the scope of
attacks.>>

extremely high-performance computer
architectures to collect and process
massive amounts of data, run analytic
algorithms and accommodate complex
queries.

Big Data Security Analytics
Platforms

Aside from the general characteristics
described above, ESG believes it is
useful to think of Big Data security
analytics in terms of two types of platforms:
1. Real-time Big Data Security
Analytics Platforms
Real-time Big Data security analytics
solutions generally feature:
• A highly distributed architecture.

Real-time Big Data security analytics
solutions are built upon distributed
data collection appliances. Individual
"collectors" are responsible for collecting, processing, storing, and enriching local security data (i.e., adding
metadata to enhance raw data with
security context).
• High-speed stream processing
engines. Aside from collecting data,
distributed appliances are also responsible for high-speed stream processing of local data sets. Stream processing is used to accommodate the
high I/O rate needed to process massive
amounts of security data (i.e. logs, flows,
packet capture, etc.)
• Specific types of data feeds. Realtime security analytics solutions are
finely tuned to understand and interpret
activities associated with data like
logs, network flows, and/or IP packets.
Real-time Big Data analytics may also
process security intelligence data feeds
for IP address reputation, web threats, or
malware profiles.
Real-time security analytics platforms
are really designed and tuned for one
purpose – analyzing large amounts
of data to detect security incidents as
soon as possible. The best solutions can
provide analysts with granular details
about malware sources, targets, and the
scope of attacks.
2. Asymmetric Big Data Security
Analytics
Asymmetric Big Data security analytics
solutions are designed for the analysis
of massive volumes of structured and
unstructured data. In this way, asymmetric Big Data security analytics can
look at data across long periods of
time to establish baseline behavior and
detect anomalies. Asymmetric Big Data
security analytics solutions are also
designed for a multitude of data queries

with the assumption that analysts may have no idea what
they are looking for, where to start, or how to proceed.
To provide flexible analytics on massive volumes of
security data, asymmetric Big Data security analytics
solutions tend to include:
• A multitude of data feed types. Asymmetric Big Data
security analytics solutions take in standard security data
like logs, flow data, and IP packet capture but enterprises
will enhance these with a wide variety of additional data
feeds like transactions, e-mails, user click streams, botnet
harvesting, attacker data, web logs, etc.
• A centralized architecture. Asymmetric Big Data analytics solutions tend to be centrally located in data centers
or Security Operation Centers (SOCs). Usually, asymmetric
Big Data security analytics platforms consume data via batch
updates or Extract, Transform, and Load (ETL) operations.
• Emerging big data technologies. Many asymmetric
Big Data security analytics solutions utilize Big Data
technologies such as Hadoop, MapReduce, Mahout, and Pig.
Technologies like Hadoop provide a technical foundation
for asymmetric Big Data analytics because they are include
a Hadoop Distributed File System (HDFS) and indexing
system (MapReduce). These technologies provide horizontal
scalability for storage and processing of extremely large
security data sets.▲

Asymmetric Big Data
security analytics
solutions are designed
for the analysis of
massive volumes
of structured and
unstructured data.
They are also designed
for a multitude of
data queries with
the assumption that
analysts may have
no idea what they are
looking for, where
to start, or how to
proceed.>>
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Attack Defense:
A Prolonged Confrontation
| By Zhibin Zheng, Senior Director of Huawei ICT Planning & Consulting Dept.

Zhibin Zheng

"

Good always triumphs over evil." This old saying comes to mind
when we talk about the fight between evil and justice. In the
information security world, the relationship between attackers
and defenders is likened to that of spear and shield. For the spear, the
sharper, the better – with the best ones able to pierce through any armor.
For the shield, the sturdier, the better – with the most resilient ones able
to resist any and all spears. Similarly, information security assurance
is a dynamic process full of prolonged
offensive and defensive confrontations.
According to the statistics collected
from multiple security authority institutions, at least 80% of computers connected to the Internet are being or have been intruded upon. Today, we
no longer ask who has been attacked by hackers, but who has not!
As a leading vendor participating in the information security industry,
Huawei is committed to producing effective "shields." We plan and
design for success in the defense against cyber attacks. Our goal is to
eliminate or suppress the impact of such risks, and provide the resources
necessary for attackers to be identified and punished.

New Threats with New Characteristics

We live in a new information era where security threats are rapidly
growing in diversity and effectiveness. Attackers have changed their
purpose, from showing off hacking skills to seeking economic benefits.
Some attacks, such as the Stuxnet and Flame viruses, have gone so far
as to target certain countries for political reasons. Cyber attacks in the
new era display the following attributes:
• Illegal industry chain: Driven by economic benefits, attackers link all
attack capabilities to form a complete supply chain of illegal activities
that enable and support large-scale cybercrimes to occur in an organized
and open manner. Attackers who operate within the industry chain have

seen their attack capabilities improve significantly over
time.
• Increased attacks to mobile devices: In recent years,
smartphones and tablets have gained enormous popularity and
generated a vast user base. In addition to devices, platforms
that allow users to download a wide variety of applications
are thriving. Smart mobile devices and application platforms
have both fallen victim to large-scale hacking.
• Growing APT attacks: Advanced Persistent Threats
(APTs) are new types of attack that have recently emerged.
APT intrusions are especially vicious business espionage
attacks whose purpose is to access the core information of a
specific entity. With clear targets and malicious intent, APT
attacks may remain undetected for long periods of time,
and may be committed on a continuous basis when well
organized. Some APT attacks have even been sponsored by
governments and, needless to say, are quite formidable.

New Security Technologies in Response to
Challenges

Faced with intense complexity from these new types of
attacks, Huawei is striving to deliver new solutions. Based
on attack analysis, we are innovating security technologies
in response these emerging threats:
• Maintain a global view and promote systemic approaches: With a global view, it is possible for all stakeholders to jointly develop comprehensive response and
prevention capabilities. We seek to obtain the latest
threat information by collecting data concerning various
attack profiles; by automatically analyzing and manually
evaluating this data, we are building
different types of reputation databases to
combat malware, malicious URLs, phishing
websites, spam, Trojan Horses, Zombies,
website viruses, and compromised content.
We are improving the quality of our global
security reputation systems by constantly

updating these databases.
• Detect attacks through Big Data mining: Big Data
mining technology is used to glean high-value information
from massive volumes of data. In the context of security
systems, we are using Big Data analysis to detect attacks;
for example, with pattern matching we are able to resolve
macro trends from past attacks to predict and prevent
future attacks.
• Detect unknown attacks with sandbox technology:
Sandboxing is an analytics technique used for dynamic
simulations. The goal is to detect and isolate malicious
programs into a virtual environment. Sandbox techniques
are used to detect, tag, and test abnormalities in email
attachments, shared documents, and websites in a virtual
environment. When test results show harmful abnormalities, we are able to separate and prohibit any threats
that match the isolated profiles.
• Build a trusted system based on identity authentication and encryption: Identity authentication and
encryption technologies are a must-have when building
a trusted system in a network environment. Specific
activities include establishing public key infrastructures,
adopting efficient security encryption technologies such as
encryption algorithms and data security protections, and
developing identity authentication and eID technologies.
• Seize dominance in cyberspace: It is important to define
cyber boundaries between countries, and to implement transglobal cyberspace control strategies. ICT manufacturing
enterprises are obliged to devote their efforts to escalating
their security research results and developing advanced IT
technologies that effectively support the cyberspace control
activities of their customers.
Information security assurance is a continuing process in
which attackers and defenders vigorously struggle against
one another. Ensuring information security is something
about which we must achieve progressive innovation, both
now and into the future.▲
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SDN-Based Cloud Data Center
Security
| By Dong Zhang, Enterprise Networking Marketing Execution Dept., Huawei Enterprise Business Group

Dong Zhang

SDN addresses
the needs of
service reliability
and user
experience in
data centers,
especially in
relation to cloud
data center
security, while
simplifying
security policy
configuration
management and
reducing O&M
expense.>>

A Data Center Security Administration
Scenario

"Our data center provides thousands of services,
and each of them is carried over many modules that
need to interact. An incredible number of access
control policies (westbound or eastbound) must
be configured, which is extremely complex and
exhausting."
– Xiao Fan, Security Platform Administrator for a
hypothetical data center company
The Data Center Company (DCC) is a large
Internet enterprise in China. DCC owns and operates
a cloud data center that provisions leased and hosted
server services. As services are added or updated, the
security policies for servers, Virtual Machines (VMs),
and network settings must also be provisioned.
The process of changing security policies is extremely time-consuming for Xiao Fan. Data center
access control for northbound and southbound interfaces must be configured at the aggregation points
and edges. Laterally, eastbound and westbound
security policies must be configured within the data
center to isolate services between tenants, to address
specific security demands of the same tenant, or to
carry a specific service between modules.
Each switch in the DCC data center, on average,
executes over 3,000 east-west access control
policies. Specific services may traverse over 100
network devices within the local data center network,
between the core, aggregation, and access layers.
Operationally, the scheduled turnaround time for
updating these 300,000 (3,000 control policies × 100
network devices) security policies is three hours.
It is not unusual for Xiao Fan to receive multiple,
complex policy change work orders per day. Finetuning security policies can often take days or weeks.
Once set for fully automated operation, the DCC
threat detection platform will immediately divert
threat-like traffic to security devices for proper
processing. However, it is often the case that security

devices will be deployed in bypass mode, both to
minimize network delay and because false alarms
are expected when a service goes online for the first
time. In these circumstances, switches and routers
have to be manually configured to isolate the threat.
The routinely long period for policy tuning is a major
budget factor and source of tension for impatient
customers.
A higher degree of centralized security policy
control is a desirable next step.

SDN: Simplifying Security Management
in Cloud Data Centers

DCC's top priority is to ensure fast, reliable, and
user-friendly access within the context of a wellmanaged data center network. As cloud computing
and virtualization technologies become the norm,
data center customers are demanding a best-inclass user experience, ultra-high capacity, as well as
dynamically automated central management. The
goal of Software-Defined Networking (SDN) is to
address these demands, in part, by simplifying the
human factors, and therefore the cost, for security
policy configuration and management.
The very origins of SDN are based in a 2007-era
Stanford University security policy research program
named Ethane. Ethane used a central controller to
define security policies based on network traffic,
and applied these policy rules to various devices to
manage security for the entire network.
The Huawei Cloud Data Center Security Solution
is evolving towards SDN. Striking the optimal
balance between network latency and defense, we
virtualize the pool of network security devices –
firewalls, Intrusion Prevention Systems (IPSs), antiDDoS, and Web Security Gateways (WSGs) – to
eliminate the performance bottleneck.
When the threat detection platform detects threatlike traffic, the administrator only needs to specify
security policies with the SDN controller. The SDN

controller then schedules the policies and distributes them
to the associated switches within the data center network.
Threat-like traffic is diverted to the security defense pool
for processing by the appropriate filtering and defense
mechanisms. Different security policies will trigger
different security mechanisms based on a combination of
possible dynamic resource assignments.
DCC provisions leasing and hosting services in its cloud
data center. For tenants in the governmental or financial
sectors, their servers have to be isolated using firewalls
to comply with industry regulations. The firewalls in the
security defense pool address the isolation requirements.
Only the traffic of these clients is diverted to the firewalls
for defense and the traffic of other clients is forwarded as
usual.
The following example illustrates the automatic security
resource scheduling process. We begin by assuming that a
tenant wants an effective defense for their web service:
• The data center administrator sets security policies based
on the user's requirements.
• The data center controller maps user or user group
information by service IP address. The controller maintains
the full map of the data center network to quickly find the
access switch and the port associated with a specific IP
address.
• The data center controller delivers a traffic distribution
policy and updates all forwarding entries on the access
switch so that the target traffic is forwarded to the WSG
in the security defense pool. The controller instructs the
firewall to tag and filter the web traffic from the specific IP
address.
• When receiving traffic from user, the firewall identifies
the protocols used by the traffic, filters and scans the web
data traffic for viruses. Normal traffic is forwarded as
usual.
The SDN controller is the "brain" in the Huawei Cloud
Data Center Security Solution. When the data center
network or services running on the network change, the
administrator need only schedule the new task on the
controller, independent of the number of switches, routers,
or security devices involved in the change. The controller
converts the tasks into policies, including IP addresses,
access controls, forwarding routes, and security defenses,
and applies the policies to network devices. The Huawei
Cloud Data Center Solution changes the traditional mode
of deploying security devices device-by-device, layer-by-

The Huawei Cloud Data Center Solution changes
the traditional mode of deploying security
devices device-by-device, layer-by-layer, and
creates a centralized security defense pool that
reduces CAPEX.>>

layer, and creates a centralized security defense pool that
reduces Capital Expenses (CAPEX).
Now more than ever, security policies can be set easily
and flexibly, and are highly customizable. The policy
setting process does not require the specification of IP
addresses or ports. The threat defense scheduling process
is managed centrally, and the policies auto-distributed.
This approach is designed to adapt to fast changes in
services and networks. As the administrator needs only to
interact with the controller, staff workload is minimized,
complex configurations are fine tuned more easily, and
Operating Expenses (OPEX) reduced.
With the help of Huawei's SDN-based Cloud Data
Center Security Solution, DCC is seeing the benefits
of improved management quality and, needs no longer
worry when services go online or offline, and Xiao
Fan has unprecedented freedom to focus on productive
administration instead.▲
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DDoS Defense and Big Data

| By Winston Zuo, General Manager, Huawei Security Products

A
Winston Zuo

Huawei is
the first antiDDoS solutions
provider to
apply Big Data
technology to
DDoS detection
and prevention.
Huawei leads
the industry
in eliminating
covert DDoS
attacks disguised
as normal access
requests.>>

s the Internet continues to grow and prosper, hacker attacks continue to increase in severity and
frequency. Since the year 2000, when Web 2.0 Internet applications first came onto the scene, the
motivation behind Distributed Denial of Service (DDoS) attacks has shifted from exhibitionism to
vicious attacks on industry. As Internet bandwidth has expanded, so too has the scale and frequency of DDoS
attacks. For example, in March 2013, European anti-spam company Spamhaus experienced multiple 300 Gbits/s
DDoS attacks, the largest such attacks in history.

DDoS Trends Challenging Attack
Defense Technologies

Typically, DDoS attacks originate from mock
sources, such as Synchronize (SYN) flood, User
Datagram Protocol (UDP) flood, and Domain Name
Service (DNS) flood, and are carried out by zombie
hosts. The more bandwidth the attack consumes, the
bigger the threat to network infrastructure. When
DNS servers are paralyzed a wide range of network
services will be blocked or broken.
Source attacks that target specific applications,

such as HTTP flood attacks against e-commerce
websites and web games, require a TCP connection
between the zombie host and servers targeted for
attack. To avoid detection, hackers reduce the attack
traffic rate so that the attack footprint resembles a
legitimate request.
In Q2 2013, the largest anti-DDoS Service Provider
(SP), Prolexic released the Prolexic Quarterly Global
DDoS Attack Report, stating that 17% of DDoS
attacks produce over 60 Gbits/s traffic. These heavytraffic DDoS attacks are the easiest to detect, but

require the highest processing performance to
affect the necessary rapid response; otherwise, the
network links will become jammed, completely
flooded, while security devices deployed on the
access side are failing. Blocking such attacks
requires the deployment of super-large capacity
prevention systems on the upstream side of the
network. Until the recent arrival of cost-effective
flow analysis technology, these super-largebandwidth DDoS attacks were best handled
by commercial anti-DDoS SPs. We have now
entered the era where these high performance
tools are now available for enterprises. Effective
enterprise anti-DDoS systems must be based
on high-performance hardware platforms with
a minimum 100 Gbits/s defense capacity, or
the defense device itself will likely become the
network bottleneck.
Application-layer DDoS attacks are more
difficult to detect and counter because they
emulate the syntax and traffic characteristics
of legitimate clients and access requests.
DDoS attacks against the application layer
involve carefully selected targets that threaten
service availability through the use of slow,
prolonged attacks, and dispersed attack sources.
Although server addresses may remain reachable, ultimately these services will become
unavailable.
Because DDoS attack detection systems rely
on traffic models for attack detection, the better
the traffic model the higher the probability of
detecting attacks. The difficulty in detecting
light-traffic attacks is that the small numbers
of attack packets are concealed in massive
volume of legitimate network access packets. An
example challenge to traffic model accuracy is a
scenario with an average of 10 Gbits/s of access
traffic, and a DDoS attack against a mobile web
application that generates 250 Kbits/s of peak
traffic (50 Queries Per Second (QPS) with a 600byte average packet length). The vulnerability
exists when a selected target continues to request
access to resources that that are tied up by timeconsuming database searches. The first order
result is that the attacked Uniform Resource

Identifiers (URIs) may fail to respond to requests
of other users.
In traditional flow-detection technology, the
traffic-sampling ratio will typically be set to
10,000:1 to reduce the impact of flow logs on
route-forwarding performance. A 250 Kbits/s
attack on a 10 Gbits/s access circuit, accounts
for a mere 1/300,000th of the incoming traffic,
which in a 10,000:1 sampling regime makes
it very unlikely that attack packets can be
extracted, ergo, the lighter the attack traffic, the
more difficult for a flow analysis device to detect
changes in baseline traffic.
A further challenge to detecting low volume
DDoS attacks is that application layer attacks
strongly resemble legitimate access requests, and
that even with increased sampling rates, flow
analysis is unsuitable for detecting application
layer attacks because QPS analytics are not
included in the access traffic model. Mitigating
this type of attack using traditional prevention
systems can only limit the connections of
legitimate access sources.

DDoS Defense Technology Based on
Big Data Analytics

As an industry-leading anti-DDoS solutions
provider, Huawei is the first vendor to apply Big
Data technology to the detection and prevention
of covert DDoS attacks disguised as normal
access requests.
● Why Big Data?
At the 2013 RSA Conference, Art Coviello, RSA
Executive Chairman explained, "Intelligence
driven security is being increasingly adopted by
the industry, and promises a radically different,
much more effective model of security using
Big Data thinking and technologies. When
we comprehensively understand the context
of normal behavior of people and the flow of
data over networks, we are able to transcend
the reactive models of the past to more clearly
and quickly spot even the faint signal of any
impending attack or intrusion in the midst of an
increasingly noisy environment." Making this
view a reality requires a prevention system able

Application-layer
DDoS attacks are more
difficult to detect and
counter. They involve
carefully selected
targets that threaten
service availability
through the use of
slow, prolonged
attacks, and dispersed
attack sources.>>
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Detection and
response to
application layer
attacks requires
precise, multidimensional traffic
models. Service
access traffic models
describe the status
of a network when it
is not being attacked,
and attack traffic
models are generated
in response
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abnormalities.>>

Focus

Focus

26

to completely and accurately describe the various
traffic models of a protected network. Only in this
way can attacks be found and handled quickly.
Specifically, the prevention system needs to copy
all traffic of the protected network and implement
a comparative, packet-specific, statistical analysis
using Big Data.
Detection and response to application layer
attacks requires precise, multi-dimensional traffic
models. Service access traffic models describe the
status of a network when it is not being attacked,
and attack traffic models are generated in response
to perceived abnormalities. To avoid misjudging
legitimate traffic – such as QPS surges during
China's November 11, 2013 Cyber Monday –
a URI traffic model, including the HTTP GET
packet rate of the target IP address, can be used to
analyze the incoming queries.
Covert and effective, slow attacks exploit
session and application defects such as TCP retransmission timeouts, TCP sock stress vulnerability, encrypted SSL-DoS/DDoS, slow HTTP
header vulnerability, and HTTP POST requests.
Detection of these attacks is dependent on traffic
model descriptions in the source and session
dimensions.
Huawei possesses an expert attack prevention
team of over 300 engineers. With the ability

to monitor and analyze security incidents from
around the world in real-time, the team constructs
a data model and related analysis algorithms for
each new type of DDoS attack to ensure a high
detection rate.
● Capture and Analysis
• Complete traffic captures: A core precept of
Big Data is accurate analysis based on comprehensive data sets. Using a bypass model, Huawei's
Anti-DDoS Solution analyzes all traffic entering
a protected network to ensure the generation of
a complete network traffic baseline for attack
detection analysis. Data center peripheral protection mechanisms only capture traffic entering
the data center.
After copying the traffic from the protected
network on Day One, Huawei's anti-DDoS
solution generates traffic models at Layers 3,
4, and 7 in over 60 dimensions then conducts
a dynamic service access correlation analysis.
Next, an attack defense policy is automatically
generated, typically in one week. The system
continues the learning cycles on an ongoing basis
and updates the attack detection thresholds for
traffic model and application service changes.
Protecting a 10-Gbits/s access channel requires an
anti-DDoS platform able to process up to 756 TB
of data for every DDoS threshold.

• Correlation analysis: Huawei's Big Data
anti-DDoS Solution uses high-performance
multi-core CPUs in parallel. For each learning
cycle, inbound traffic is divided into multiple
streams at each interface board, and each
stream is directed to a microprocessor core.
Using MapReduce, the Big Data system
models more than 60 traffic dimensions as
layered data structures. After analyzing the
traffic models by packet type, the system
records the analysis results in corresponding
data structures.
With the first correlation analysis completed,
the now continuous attack detection process
begins. The incoming packets of Layers 3,
4, and 7 are parsed in one-second intervals.
Fine-grained statistics are collected about the
packets in over 60 dimensions and compared
to the preset detection thresholds. When the
indication thresholds are exceeded, network
traffic is considered abnormal and the prevention process responds within seconds of
detection. Once an attack has continued for
five minutes, the upper limit for inbound
traffic is immediately increased to 20 Gbits/s
as a second-level response to mitigate latency.
The Huawei anti-DDoS system relies on
a high-performance hardware platform to
capture all traffic, and a multi-dimensional
statistical analysis to quickly respond to
network-layer, application-layer, and sessionlayer attacks, as well as various slow attacks.
If these requirements are met, the incidence
of misjudged DDoS attacks is significantly
reduced.
● Precise and Responsive
The precision of the attack detection is
determined entirely by the granularity of
the learning model, for which Huawei's
anti-DDoS system prioritizes three aspects:
protected network segments, protected target
IP addresses, and source IP addresses.
Statistics collected about the network,
session, and application layers are further
broken down into PPS, BPS, QPS, and
access ratio metrics. Detection accuracy and

To resist DDoS
attacks that look
like legitimate
user access
requests, DDoS
attack detection
based on Big Data
must provide
high precision
in detection and
prevention along
with rapid response
capabilities to
protect the user
experience.>>

misjudgment rates are further improved by
analyzing the top "N" access source IP addresses
plus the resources accessed within the network,
session, and application layers. Top "N" traffic
models addresses and resources are established
to quickly detect attacks and test prevention
results. Huawei's unique technology combines
session-based, multi-dimensional statistics with
behavioral analysis technology to implement
correlation analysis and prevent slow attacks.
The anti-DDoS system also establishes a
service access IP reputation mechanism in the
session dimension. When attacks are detected,
the IP reputation mechanism is used as a whitelist to quickly forward service access traffic to
up to 40 million IP addresses, enough to sustain
traffic during a DDoS attack.
To resist DDoS attacks that look like legitimate user access requests, DDoS attack detection based on Big Data must provide high
precision in detection and prevention along with
rapid response capabilities to protect the user
experience.

Proven Performance

November 11, 2013 was Cyber Monday in
China, the largest online shopping day in
history. Website traffic at Alibaba.com peaked
at several terabits per second. During this
peak period, the Alibaba business system was
targeted with multiple rounds of DDoS attacks
ranging from 500 Mbits/s to 20 Gbits/s. Each
round of attack was blocked by Huawei's antiDDoS traffic cleaning solution within two
seconds, with zero misjudgments.
By ensuring uninterrupted business operations for Alibaba on this critical sales day, the
competitive advantages of the Huawei antiDDoS solution were clearly shown.
Huawei's Big Data Anti-DDoS Solution
continues to be deployed in data centers the
world over, preventing tens of thousands of
attacks every day and earning high praise for
its security capabilities and protection against
business interruptions and lost customer revenue.▲
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APT Defense in the BYOD Era
| By Shouwen Hu, Security Product Mgmt. Dept. of Networking Product Line, Huawei Enterprise Business Group

M
Shouwen Hu

As Advanced
Persistent
Threat (APT)
attacks become
more complex
and pervasive,
solutions must
scale to the
threat and
integrate both
sandbox and Big
Data detection
technologies.>>

ore than just supporting enterprise business, IT is driving business growth through office efficiency
improvements like cloud computing and Bring Your Own Device (BYOD) innovations. It follows
that the more IT integrates more new technologies, the more critical and complicated security will
become to the enterprise. Chief Information Officers (CIOs) and Chief Information Security Officers (CISOs)
are continually plagued by the need to balance IT efficiency and security. The risks and hazards of APT attacks
are only aggravating the situation.
Major security incidents within the past two years
point out the importance of these concerns.

APT: New Challenges

In July 2010, attackers hacked into the Iranian
nuclear facilities in Natanz using new vulnerabilityexploiting worm software, causing postponement
of the Bushehr Power Plant launch. The follow-up
investigation suggested that the attack originated in
the U.S. and was aimed at enrichment facilities.
In March 2013, several South Korean banks
suffered an APT attack by hackers using social engineering and malware, which led to a near-collapse
of information systems. The follow-up investigation
indicated that the attack was conducted over a period
of at least eight months by North Korean hackers. As

many as 1,500 attacks affected 48,000 computers,
and a total of 76 malware infections were embedded
by hackers.
Unlike traditional attacks, APT attacks target the
core interests of a country or an enterprise. Differing
in purpose, organization, and resource investment,
APT attacks are targeted and continuous. The defense
against APTs is comparable to going to war against
another army. APT security is an ongoing battle.
Statistics show that 80% of APT attacks are being
carried out using malware, and, according to China's
National Computer Network Emergency Response
Technical Team (CNCERT), malware attacks on
mobile devices increased 25-fold from 2011 to 2012.
Given the increased proximity of BYOD mobility
and premises defense, APT attacks are expected to

Office, Web, and image files). A basic sandbox
system can detect 70,000 files each day, with an
identification rate up to 99% and a response time
of approximately 30 seconds.
The Huawei APT
BYOD protections include Mobile Device
solution is an
Management (MDM) and Network Access Control
optimized single(NAC). Even with these controls, APT attacks can
node defense
still penetrate networks. If, for example, a mobile
framework that is
device downloads malware from a social network,
combined with Big
the malware may penetrate the enterprise Intranet
Data analytics for
through Wi-Fi or VPN channels. Huawei's Mobile
the network and
Application Management (MAM) solution works
nodes. Our solution
with the Huawei's BYOD Security Solution
offers customers
to manage access to mobile applications. By
a vulnerability-free
analyzing abnormalities in BYOD computers
APT
detection
and
and mobile devices throughout the network, the
Huawei Vulnerability-Free APT
response
capability
Big Data behavior analysis system can precisely
Defense Solution
that removes
identify APT activity.
Huawei's APT defense platform performs a
obstacles to
Emergency response and control are more
correlation analysis of network and node absecurity, efficiency,
important. Huawei's APT solution includes both
normalities for global detection, response, and
and better business
local and global APT response control, i.e., if a
control.
performance.>>
security gateway detects a threat at a network
The components of the Huawei APT solution
layer – scanning intrusion, port theft, command
include a gateway, security client, cloud system,
and control channel, malicious Web access,
sandbox, and Big Data analytics. The gateway
phishing email, or malicious file download – the gateway takes
manages network APT detection and blocking; the cloud and
immediate action to eliminate the risk. This action provides only
sandbox technology expand the gateway's detection capability to
local control, as other network nodes or devices may be under
include signature detection, reputation filtering, and detection of
attack from the same source. With Big Data analytics, a security
unknown files; the security client provides BYOD protection and
administrator can rapidly locate the APT attack pathways, as well
APT controls; and Big Data analytics serve as the APT defense
as infected and potentially infected devices, block attack channels
center, performing global correlation analysis and detection and
through gateway control, and isolate (take offline) or restore
global anti-APT security control.
infected BYOD mobile devices.
The security gateway performs multiple checks on incoming
data. Data packets arriving at Next-Generation Firewall (NGFW)/
Intrusion Protection System (IPS) security gateways go through
APT Outlook
host reputation filtering at the IP layer, followed by IPS scanning
In the coming years we can expect APT attackers to further
detection and signature database detection filtering. After data
increase the sophistication of their methods in order to bypass
packets pass AV signature filtering by the security device, the
sandbox detection, including lengthening the latent period of
system performs web reputation, file reputation, blacklist, greylist,
malware, using one-off malware, and creating malicious Web
and whitelist filtering. Unidentified files are checked into the
pages.
sandbox, and malicious file behaviors identified. Zero-day attacks
The Huawei APT solution is an optimized single-node defense
are curbed with timely cloud system updates to host reputation,
framework – including leading gateway detection and controllers,
web reputation, file reputation, IPS intrusion, and AV databases.
sophisticated sandbox technologies, and advanced BYOD security
Sandbox technology is essential for the detection of malicious
solutions – that is combined with Big Data analytics for the
files. Huawei supports a wide variety of sandbox technologies
network and nodes. Our solution offers customers a vulnerabilitythat combine static and dynamic techniques using approximately
free APT detection and response capability that removes obstacles
300 threat characteristics for unknown files (Windows PE, PDF,
to security, efficiency, and better business performance.▲
intensify.
APT attackers employ multiple attack methods, including social engineering, network
reconnaissance, phishing websites, phishing
emails, malware carried by mobile devices,
identity theft, network port theft, and traffic
encryption. Successfully executed, APT attacks
bypass traditional firewalls, Intrusion Prevention
System (IPS)/Intrusion Detection System (IDS),
and Anti-Virus (AV) systems. An effective
defense must detect all APT attack actions and
pathways, not just malware. Without a comprehensive approach, each network remains
vulnerable.
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NGFW: Enterprise Network
Guardian

| By Yingxuan Lv , Security Product Mgmt., Networking Products, Huawei Enterprise Business Group

Yingxuan Lv

Huawei delivers a
secure, friendly,
and reliable
threat prevention
system for
new ICT
environments.>>

N

ext-Generation Firewalls (NGFW) have started a revolution in the security gateway market. In
addition to focusing on the three most basic firewall functions – access control, threat prevention,
and security management – Huawei is addressing the challenges of changing network environments,
changes that complicate access control, create dilemmas in passive threat prevention, and increase
management costs associated with traditional security policy deployments.

Challenge 1:
Network Environment Changes

Four recent trends dominate ICT development:
mobility, social networking, cloud computing,
and Big Data. To illustrate, Facebook's financial
report for Q1, 2013 confirms that monthly active
Facebook users reached 1.11 billion, one-sixth of

world's population. Over 751 million of those users
access Facebook with mobile devices, a year-overyear increase of 54%. And, according to a survey
by Dimensional Research, over 55% of enterprises
interviewed cite mobile security as their prime
concern when evaluating mobility technologies;
71% of those surveyed believe that mobile devices

increase security incidents; and 47% acknowledge that large amounts of customer data are
stored on mobile devices.
As digital processing and ICT services
increase, and, with a maturing market for
Software-Defined Networking (SDN), network and security policies must change
frequently. As the primary protector of enterprise networks, the NGFW must adapt to
the ever-changing network environments to
provide robust and proactive protection. The
emergence of Bring Your Own Device (BYOD)
technology blurs network boundaries, making
the enterprise environment more open. Social
applications now transfer information easily
and conveniently. And, cloud computing
and virtualization are transforming the way
enterprises use information systems. These
changes cannot be easily identified by the
"application + user" model defined by the
NGFW.
Against this volatile background, the
NGFW must be able to dynamically sense environmental changes, implement accurate protection policies, and thwart attacks before
they intrude on the network. The accuracy of
the sensing methods used has a direct bearing
on the precision of protection. For instance,
the system must actively sense mobile device
types to implement access control, identify user rights and permissions correctly,
recognize risks in all applications and subapplications, distinguish service migration, and
modify policies accurately in a virtual machine
environment.

Huawei NGFW: Precise Control with
Context-Aware Sensing

The realization of more precise access control
is undeniably the most important function of
NGFWs.
Huawei's NGFW products offer customers
fine-grained access control in six dimensions
– application, user, time, content, threat, and
location – and can identify more than 6,000
types of network applications, including dif-

NGFW must be able
to dynamically sense
environmental changes,
implement accurate
protection policies, and
thwart attacks before
they intrude on the
network.>>

ferentiation between functions within the
applications. For example, we identify the textbased chat and audio communication functions
of LINE, and the upload and download rates of
the RapidShare web disk application.
Many applications use evasive technologies
to avoid identification and control, such as
port disguising, disorder, random fill-in, and
encryption, making it difficult for gateways
to identify applications that use only packet
feature codes. By extending Perl Compatible
Regular Expressions (PCRE), Huawei has
developed a PCREX language to serve as
the descriptive language for translating
application features into code that runs on
Huawei's Intelligent Awareness Engine
(IAE). Through techniques including packet
fragment reorganization, protocol interference
elimination, statistical identification, and
behavior identification, PCREX accurately
identifies a diverse variety of complex applications. Upgrading to PCREX, application
identification capabilities requires neither
software upgrade nor service interruption.

Challenge 2:
Dilemmas in Passive Threat Prevention

There are two common approaches for an
enterprise firewall to detect threats.
In the "conservative" approach, enterprises
enable all detection methods in the firewall
for maximum security. For enterprises facing
only small numbers of threats, this approach is
cumbersome and may greatly reduce detection
efficiency by triggering a larger number of
false alarms. As a result, IT administrators
spend considerable time and effort processing
extraneous alarm information, which adds
to management expenses, lowers firewall
efficiency, and compromises the service experience.
In enterprises using the "confident" approach, administrators enable only a few
detection modules to maximize efficiency.
Unfortunately, this approach will leave loopholes for attackers. For example, after a new
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Considering the
efficiency and
vulnerability of these
approaches, enterprise
systems can only be
as effective as the
security administrators
understanding of
potential threats in
balance with lowlatency service delivery.
Ideally, the systems are
configured to initiate
targeted prevention
processes that
dynamically adjust and
optimize this balance in
real time.>>
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application is deployed, hackers can intrude
on and attack the enterprise network because
security policies have yet to updated.
Considering the efficiency and vulnerability of
these approaches, enterprise systems can only be
as effective as the security administrators understanding of potential threats in balance with lowlatency service delivery. Ideally, the systems
are configured to initiate targeted prevention
processes that dynamically adjust and optimize
this balance in real time. An intelligent NGFW is
exactly the tool that provides the dynamic range
required for active prevention.

Huawei NGFW: Active Sensing

Huawei NGFW integrates the firewall with
the Intrusion Prevention System (IPS), AntiVirus (AV), and content-filtering functions. The
PCREX language is used to describe application,
IPS, and AV features, for 3-in-1 protection. The
Huawei NGFW platform includes these proactive
functions:

• Simulated loophole scanning of network
applications: Huawei NGFW analyzes applications on the live network and starts the application loophole scanner in a targeted manner.
Based on scan results, the NGFW deploys active prevention. In addition to comprehensive
prevention of attacks and intrusion, this scanning
method minimizes the impact of the NGFW on
enterprise services.
• Behavior whitelist based on intrusion simulation: Huawei NGFW simulates hacker
behavior and generates a whitelist to exclude
those behaviors. For example, the NGFW detects
the character length of user names and passwords
to calculate an overflow boundary length. The
generated whitelist includes behaviors within the
calculated length. The result is that intrusionblocking accuracy is improved. Intrusion simulations use a "blue force," or mock invasion,
approach; during which the degree of access is
strictly controlled to ensure no damage or loss to
business operations.

Huawei NGFW also utilizes a comprehensive
set of sandbox technologies – including portable
executable, web, and mobile phone scenarios –
to establish a security reputation database able
to quickly detect zero-day vulnerability attacks.

Challenge 3:
Overcoming High Management Cost
of Traditional Solutions

In an increasingly menacing security environment, the enterprises that succeed are those who
are proactive in their approach to specifying the
privileges and access credentials required for
each module, user, or program.
NGFW moves intrusion prevention from the
network layer to the application layer. With
thousands of applications, tens of thousands
of users, and typically 3,000 to 5,000 firewall
policies for a medium-sized enterprise, traditional reactive deployment will become extremely difficult.
IT administrators must be up-to-date in their
knowledge of application types and risks before
a new set of NGFW policies can be defined or
configured, with an expectation that deployment
engineering cycles can take weeks or months,
including consultations with application developers, inventories of users and roles, and
sandbox testing for balancing ingress filtering
and latency. Policy availabilities are typically
reviewed and fine-tuned in three or six-month
cycles.

Huawei NGFW: Agile Management,
Simple Deployment

With security attacks mounting, it would be best
if enterprises were to comply with the "principle
of least privilege," also known as the "principle
of least authority," and continuously adjust the
policies that are known to prevent attackers from
exploiting access channels. Most enterprises,
however, fail to adopt this principle.
Through third-party analysis and customer
questionnaires, Huawei has identified three
major concerns of enterprise CIOs regarding
NGFWs:

In an increasingly menacing security
environment, the enterprises that
succeed are those who are proactive
in their approach to specifying the
privileges and access credentials
required for each module, user, or
program.>>

• How are NGFW security policies implemented?
• How to know if NGFW application-based access
policies are correct?
• How can enterprises optimize NGFW firewall
policies?
Huawei's NGFW Smart Policy technology
answers each of these three questions effectively.
Employing artificial intelligence to generate scenario-specific templates to support the maintenance
of up-to-date protection policies, the Smart Policy
system recommends optimal policy sets based
on the unique requirements of the network traffic
environment. Actionable information is identified
and provided to personnel to, for instance, remove invalid or redundant rules. The result is a
streamlined process for saving management time
and money in complex policy environments and
reducing the Total Cost of Ownership (TCO) for
NGFW security devices.▲
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Huawei Agile Switches:
A Must-Have for Your Agile Networks
| By Bi Liu, Switch Product Mgmt. Dept. of the Networking Product Line, Huawei Enterprise Business Group

Bi Liu

The Huawei
S12700/S9700/
S7700 Agile
Switches
integrate
multi-service
virtualization
and incident
collaboration
solutions onto
Next-Generation
Firewall (NGFW)
cards. This
innovation
provides ease of
deployment and
high efficiency
in protecting
agile campus
networks against
attacks.>>

A

dvancements in Internet and Information Technology (IT) are providing a strong impetus to social
progress. On the flip side, these developments also create new vulnerabilities, including webpage
tampering, viruses, malware, unauthorized intrusions, data leakage, spoofs, denial of service attacks,
and other malicious exploits. Losses caused by cyber attacks and crimes committed on individual users
worldwide is estimated to exceed US$100 billion. In China, more than 257 million Internet users have fallen
victim to cybercrimes with direct losses totaling US$40 billion.
The popularity of smartphones and tablets and the
growing availability of wireless technology have
given rise to the Bring Your Own Device (BYOD)
trend. While it is clear that BYOD allows employees
to meet their own unique needs, it is also obvious
that personal mobile devices also pose a great
security challenge to enterprise business networks.

Limits of Traditional Approaches

Traditional cyber attacks are consistently one of
several forms: Address Resolution Protocol (ARP)
or Internet Protocol (IP) spoofing, Internet Control
Message Protocol (ICMP) flooding, Distributed
Denial of Service (DDoS) traffic attacks, or network
protocol attacks. Standard countermeasures include

defined security domains, traffic limiting,
and the setting of blacklists and whitelists.
However, as attacks grow in sophistication
(e.g., botnet-based DDoS), and attack tools are
increasingly accessible, our networks remain
vulnerable. Traditional approaches, such as
single-node protection and static protection,
are unable to effectively defend against attacks
due to the following constraints:
• Uneven application of best-practices due to
complex configuration requirements.
• Ineffective correlation analysis of suspect
data collected from separate nodes across the
network.
• Noncompliance with security laws and regulations.
• An expanding network boundary; requiring
ongoing investment to deploy security measures on an increasing scale.
The Huawei S12700/S9700/S7700 family
of Agile Switches is designed to remedy
these traditional limits by improving ease
of deployment and delivering excellent performance and low CAPEX.

Highlights of Huawei Agile Switches

● Multi-Service Virtualization
The Huawei Agile Switches S12700/S9700/
S7700 simplify security pathway planning
with an integrated multi-service virtualization
function. Specifically, the Agile Switches
virtualize switching systems at multiple network layers (access, convergence, and core
networks) into a single system, virtualize
security devices onto the remote virtual slot
(vslot) of that system, and establish tunnels to
connect the virtual system with the security
appliances. Through the tunnels, system administrators can transmit traffic data into the
central security resource pool for security
check, without having to deploy security devices in specific locations.
In a network, users are assigned different
permission rights and protection measures, and
the traffic distribution methods and security
pathways vary with individual users and

However, as attacks grow in
sophistication, and attack tools are
increasingly accessible, our networks
remain vulnerable. Traditional approaches,
such as single-node protection and static
protection, are unable to effectively defend
against attacks.>>

services. For example, the traffic data of user A
requires processing by firewalls and Intrusion
Prevention System (IPS), while the traffic data
of user B only needs processing by firewalls.
Adopting one-size-fits-all traffic distribution
policies are a recipe for either wasting overprovisioned security resources or lacking protection by omitting an available remedy. To
avoid either worst-case scenario, Huawei Agile
Switches enable smart traffic distribution
through the visualized orchestration of service tunnels. Post-processing, the security
devices return the traffic data back to the
Agile Switch through the original tunnels.
The on-board intelligence of the Agile Switch
will then determine the security components
that are required to meet the user or service
needs in accordance with policy. Through
smart distribution and orchestration, security
resources are allocated dynamically in an
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effort to improve overall resource utilization
and ensure all-around protection.
● Incident Collaboration
System administrators have a wide variety of
tools at their disposal to ensure smooth and
secure communications, including firewalls,
virus filters, intrusion detectors, device
managers, vulnerability scanners, behavior
audits, and other security assurance systems.
Nonetheless, administrators continue to face
a number of tough challenges:
• Information security silos: If not pooled,
the data generated by separate nodes cannot
be used to effectively determine security
incidents through correlation analysis. Static
security policies cannot ensure accuracy
and comprehensiveness when determining
whether an incident has happened.
• Quantity does not equal quality: Systems
reporting large numbers of alarms are impossible to mediate manually.
• Regulatory compliance: Enterprise networks must be managed in compliance with
the Sarbanes-Oxley Act, ISO27001, and
other security assurance laws and regulations.
Huawei Agile Switches S12700/S9700/
S7700 provide the following functions to
cope with the above listed challenges:
• Collecting security data: Security incidents are recorded in logs (e.g., ARP and
IP spoofing, ICMP flooding, route flapping,
and protocol attacks) and sent together
with MAC address, IP address, and access
port data to the network control center. The
original security data of the network is maintained.
• Collaborating with security systems:
When security incidents are detected, the
Agile Switches promptly report the information to the network control center.
After analyzing location, and MAC and IP
addresses of the incident, the control center
delivers blocking and separation policies to
the Agile Switches. Following the analysis,
the Agile Switches further collaborate with
the control center and network devices to

better thwart future attacks that meet the
captured profile.
• Controlling security policies: If security
measures are adopted on core or convergence
layers only, attacks and viruses are still able
to penetrate the access layer and infect the
entire network. Huawei Agile Switches can
deliver blocking and separation policies to
switches and Access Points (APs) on the
access layers, in order to block an attack
immediately after it happens to minimize
impact.
Equipped with these functions, the Huawei
Agile Switch family has proven its efficiency
in incident collaboration and security
assurance for agile campus networks.

Huawei Agile
Switches S12700/
S9700/S7700 provide
the following
functions: Collecting
security data,
collaborating with
security systems,
and controlling
security policies.
Equipped with
these functions, the
Huawei Agile Switch
family has proven its
efficiency in incident
collaboration and
security assurance
for agile campus
networks.>>

All-around Security Protection
with Agile Switches at the Core

BYOD and Web2.0 applications have blurred
network boundaries, and an increasing
number of security incidents are arising
from within the Wide-Area and LocalArea Networks (WANs and LANs). It is
not surprising that traditional approaches
for security device deployment at network
egresses or adjacent to key assets has proven
ineffective. System administrators are under
pressure to deploy security technology within
every service flow and at every server in
the core. Such brute force deployments are
inherently complex, inefficient, and costly.
Huawei Agile Switches come integrated
with security plug-cards, including NGFWs,
IPSs, and Aggregation Site Gateways
(ASGs), and provide a variety of functions,
such as Network Address Translation (NAT),
Internet Protocol Security (IPSec), Generic
Routing Encapsulation (GRE), Uniform
Resource Locator (URL) filtering, anti-spam,
anti-Distributed Denial of Service (DDoS),
and Anti-Virus (AV). With these plug-cards,
Huawei Agile Switches provide the following
capabilities:
• Detection for over 30 types of threats,
including spamming, audits, backdoor intru-

sion, malware, spoofs, Trojan Horses,
viruses, and worms.
• Support for nearly 50 protocols,
including Apple Filing Protocol (AFP),
AOL Instant Messenger (AIM), Dynamic
Host Configuration Protocol (DHCP),
Domain Name System (DNS), Simple
Network Management Protocol (SNMP),
Secure Sockets (SOCK), Secure Shell
(SSH), Telnet, and File Transfer Protocol
(FTP).
• Compatibility with approximately
1,000 threat prevention products from 400
vendors or institutes.
• Diversified log management functions,
such as log storage, backup, export, filtering, and query based on IP addresses,
time windows, and keywords.
• Provide attack trends and ranking
reports, real-time traffic calculations, and
ranking of major protocols.
Huawei Agile Switches are incorporated
with an x86-based Open Service Platform
(OSP) that enables scalable, high-speed

switching between networks. The Agile
Switches support Microsoft, SUSE, and
VMware operating systems. They also
combine features developed by Huawei
in conjunction with partner products,
including CheckPoint's IPS, Websense's
security gateways, and F5's load balancers.
The OSP provides USB interfaces, VGA
interfaces, and hard disks so customers
are able to customize their own features,
including security, network management,
and authentication.
We are in the era where Fixed/Mobile
Convergence (FMC) is the new standard for campus networks, and for
which Huawei Agile Switches S12700/
S9700/S7700 have been optimized. The
integration of multi-service virtualization
and incident collaboration solutions on
NGFW cards provide an unprecedented
platform for ease of deployment, operator
efficiency, and extensibility to protect agile
campus networks against all known forms
of attack.▲

Huawei Agile Switches
come integrated
with security plugcards, providing an
unprecedented platform
for ease of deployment,
operator efficiency, and
extensibility to protect
agile campus networks
against all known forms
of attack.>>
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High Performers in IT:
Defined by Digital
–

Insights from Accenture's fourth High Performance IT Research

Adopting agile to become agile
A key reason
high performers
develop agile
systems is to
open more
degrees of
freedom for their
organizations. >>

A key reason why high performers are eager to
extricate themselves from their legacy systems is
that they aim to open up many more degrees of
freedom for their organizations. In other words,
they are assiduously developing agile systems and
operations that enable their organizations to adapt
far more quickly.
Accenture's research finds that one in five high
performers have adopted agile methods across
the organization – that's six times what others do.
(See Figure 1.) The benefits? Their companies can
respond far faster to changes in their business,
sensing and dodging problems and jumping more

nimbly onto opportunities.
In essence, the high-performing teams are using
agile methods to build simple, elegant, and flexible
architectures that make it much easier to experiment
with new technologies, respond to changes without
the need to shut down systems, and add functionality
as required. Agile methods also mean making
incremental technological changes and quickly
learning from them, rather than committing time and
resources to massive monolithic rollouts. In addition
to building an agile architecture, high performers are
remodeling their portfolios of applications to respond
to volatility – not only to deal with increased market
disruption and uncertainty, but also to handle more

To what extent has your organization adopted agile
methods as an approach to delivering applications?
("Today" compared with "Target")
18%
55
9

46%
36
0

3%
48
28

29%
50
14

18

18

21

7

HIGH
PERFORMERS

OTHER
ORGANIZATIONS

We have adopted agile across our organization
We have used or are using agile on a few select projects
We are reading and evaluating
We do not use agile
Figure 1: One in five high performers has adopted agile methods across
its organization
interactions with partner organizations
and to handle faster changes to business models. Compared with other
respondents, high performers have
been better able to combat complexity
because they have successfully reduced
the numbers of applications in their
portfolios – while modernizing those
portfolios. (See Figure 2.) For example,
60 percent of high performers report that
they already have one global or regional
instance of their sales and marketing
applications compared with 18 percent
of other organizations. Moreover, 60
percent of high performers told us they
have recently upgraded their sales and
marketing applications, compared with
26 percent of other organizations. This
rationalized and modernized portfolio of
applications gives high performers the
flexibility to respond to business change

more swiftly.

The marriage of IT security and
business risk

Despite an increasing focus on securing
the growing digital business, IT departments struggle to keep pace with recent
advances in security technologies. Although respondents from most organizations believe they currently have the
right level of investment in compliance
and overall security, 45 percent concede
they have been under investing in cyber
security. There is a general understanding
that endpoint security is not enough, but
the move to active defense – staying one
step ahead of the attackers – isn't yet
happening on a broad scale.
Although security technologies are
maturing rapidly and communities are
forming to expose risks, the biggest

High-performing
teams are
using agile
methods to build
simple, elegant,
and flexible
architectures that
make it much easier
to experiment with
new technologies,
respond to
changes without
the need to shut
down systems, and
add functionality as
required.>>
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Please describe the security priorities for your organization:

High performers put
significantly more
emphasis on the
ability to anticipate
cyber threats and on
clarifying the security
governance model
and organization
structure than
do other IT
organizations. >>

problem is slow adoption of solutions that already exist. IT's core challenge:
get current with best practices in security while getting smarter about the
new active defense possibilities. Security is assuredly an area in which the
high performers far outpace other organizations in terms of priority. High
performers put significantly more emphasis on the ability to anticipate cyber
threats and on clarifying the security governance model and organization
structure than do other IT organizations. They are also twice as likely to give
high priority to defining an overall security strategy, improving their approach
to business continuity, defining a risk-based approach to security, and shoring
up their security controls associated with mobility. With improving the ability
to anticipate cyber threats as a top priority, high performers are further along
in responding to that challenge – and, indeed, in developing more effective,
more holistic security policies in general. Their CIOs are acutely aware of the
need to protect their organizations' intellectual property, product innovation,
and processes. (See Figure 3.) More than a quarter of the high performers
are expanding the scope of their security and risk management functions to
include intellectual property, product innovation, and processes – doing so
three times more than other organizations, according to Accenture's research.
(See Figure 4.)
In the high performers' mind, there is no point at which IT security ends
and business risk begins; high performers see the two blending together
seamlessly. Eight out of ten already track their organizations' operational risks
stemming from IT investments – notably those in digital technologies. Their
goal is to keep risks in check; 75 percent of high performers aim to continue

HIGH PRIORITY
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X2
24%

X3

62%

Improve our
approach to
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Figure 3: High performers view improving their ability to anticipate cyber threats and their
approach to business continuity as their highest security priorities

Figure 2: Compared with other organizations, high performers are more
disciplined in reducing the applications count in their portfolios
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Figure 4: High performers protect their IP, product
innovation, and processes
to lower their risk profiles in the short term. To that end, almost half of their security
organizations work hand in glove with the lines of business – four times more than
other organizations. And more than one-third of high performers measure the value
of security and track specific outcomes of incidents and breaches, attributing business
value to security. Only 5 percent of other organizations are doing that today.▲
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In the high performers'
mind, there is no point at
which IT security ends
and business risk begins;
high performers see the
two blending together
seamlessly.>>
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Minsheng Bank Delivers Best-of-Class
Mobile Financial Services

Huawei
AnyOffice Mobile
Security Solution
protects the
financial service
platform of China
Minsheng Bank
Corporation.>>

F

ounded in 1996, China Minsheng Bank Corporation (CMBC) is the first national joint-stock commercial
bank in China funded with private capital. With 32 branches and 590 outlets, CMBC's 2011 end-of-year
valuation totaled CNY2229.064 billion. Founded by CMBC, in 2012, the Asian Financial Cooperation
Alliance was established to foster the collaboration between 32 small- and medium-sized financial institutions.

As the user base of mobile smart devices continues
to surge, modern commercial banks are increasingly
reliant on innovative, user-friendly marketing
approaches to enhance customer satisfaction and
retention. Driving for continuous innovation, CMBC
has planned and built a mobile financial services
platform that combines the advantages of handheld
mobility and IT automation. CMBC required the
platform to support anytime-anywhere access
for individual and group marketing, secure data
transmission, and simple transactions. The ultimate
goal is to ensure that the CMBC mobile services
platform delivers a superior customer experience,
increased revenue, and builds brand equity.

Detailed Requirements of the Mobile
Financial Service Platform

The Bank expected its mobile financial service
platform to deliver the following:
• Mobile Marketing Platform: Mobile devices
rapidly transmit product promotion information to
marketing managers who then use the digital content
to visually demonstrate product highlights to clients.
• Mobile Card Issuance: Mobile devices can
quickly handle clients' credit card applications. Hand
written applications and prolonged processing are a
thing of the past.
• Small Loan Application: Bank employees are able
to quickly qualify small loan applications for clients,
with reduced wait times and zero paper.
• Mobile Office: Email innovations help bank
employees make effective use of their time for high
productivity and efficiency.
The Bank considered the following challenges in
incorporating use of mobile devices into its mobile
financial service platform:

• End-to-end information security: The private
data of bank clients must be stringently protected
from leakage and theft.
• Mobile device management: Difficulties in quick
mobile deployment; getting the right applications to
the right users; and certificate compliance for China
Financial Certification Authority (CFCA).
• Ease of use: Integration of mobile application
platform with Bank's internal promotion platform.

Advantages of Huawei AnyOffice Mobile
Security Solution

In response to the challenges faced by CMBC,
Huawei provided the AnyOffice integrated mobile
security solution. AnyOffice ensures security at
multiple levels – network, device, application, and
content – and delivers ease-of-use with unparalleled
scalability.
● End-to-End Information Security
• Secure data storage: Huawei's mobile security
sandbox creates separate storage zones in mobile
devices to separate banking data (i.e., small loan or
credit card applications) from the private data on the
employees' devices. This very robust banking data
defense capability is the product of a high-strength,
Huawei encryption algorithm.
• Secure data transmission: Huawei incorporates
its next-generation, application-level VPN technology that employs virtual protocol stacks, to
provide encrypted transmission tunnels for mobile
applications. Application-level encryption is effective
in protecting the banking data from tampering or
theft.
• Secure data protection: The Huawei AnyOffice
solution can remotely control devices. For example,
if a mobile device is lost or stolen, the Huawei
AnyOffice system will remotely protect the device

Huawei AnyOffice Mobile Security
Solution protects the mobile financial
service platform of CMBC at network,
device, application, and content
levels. >>

and its data through a number of means, including device
password reset, lockout, alarming, and all the way up to data
erasure.
● Simple Mobile Device Management
• Mobile device lifecycle: The Huawei AnyOffice
solution provides three functions to simplify mobile device
management: quick deployment, device control, and data
protection.
(1) Quick deployment: The Huawei AnyOffice solution
allows users to register assets with one click, including
automatic delivery of corporate configurations, such as WiFi, Access Point Name (APN), certificates, and enterprise
applications.
(2) Device control: The Huawei AnyOffice solution enforces
control policies on mobile devices and applications. If
a device has been jail broken or forbidden applications
installed, AnyOffice will deny access requests and corporate
configurations will be deleted from the device. Locationbased security controls are also available. For example,
AnyOffice automatically executes control measures if a
mobile device is taken out from a certain area or territory.
In addition, AnyOffice can audit the online behavior of
employees to monitor the misuse of mobile devices for nonwork purposes. The goal is for AnyOffice to help boost

employee work efficiency.
(3) Data protection: If a mobile device is lost or stolen by
an ex-employee, an IT department can remotely uninstall
business applications, erase or recover data, and unregister
the device.
• Zero adjustment to the network structure: Security is
guaranteed by deploying the Huawei AnyOffice solution
in the De-Militarized Zone (DMZ), without requiring any
change to the existing network structure.
● User-Friendly Mobile Security Applications
• Enterprise mobile portal: With the help of the
AnyOffice solution, CMBC built a unified mobile portal
with bank news, and small loan and credit card applications.
Bank employees have the advantage of efficiently accessing
resources through a unified portal.
• Single Sign-On (SSO): The AnyOffice architecture
supports enterprise-level SSO for secure application access.
This user-friendly feature means users do not have to
repeatedly enter passwords. The result is an improved user
experience.
● Highly Scalable
The Huawei AnyOffice boasts unparalleled scalability to
help the Bank support new applications and mobile office
automation systems.

Setting the Pace for Mobile Financial Services

Huawei AnyOffice Mobile Security Solution protects the
mobile financial service platform of CMBC at network,
device, application, and content levels. With Huawei's
AnyOffice solution, CMBC continues to improve its
position in the market as an innovative provider of mobile
financial services.
The AnyOffice platform provides superior experience
and improved service quality for internal and external users
alike.
The use of mobile devices has reduced the processing
time for credit card applications from over five days to less
than five minutes, and on average, more than 8,000 debit
cards are activated every day, including 4,000 by iPad users.
The shortened loan approval process has garnered a 98%
rate of customer satisfaction. For the bottom line, less time
translates directly to less cost: Considering that CMBC
handles 10 million application transactions annually, at
an average cost of CNY4.58 using manual entry with
associated materials and logistics, the Bank expects to save
CNY45.8 billion each year.▲
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Alibaba Creates Viable, Secure
Internet Cloud Platform

Alibaba, a
world-leading
e-commerce
company,
experiences over
100 malicious
intrusions
and cyber
attacks per day.
Huawei's antiDDoS provides
a solid defense
for Alibaba to
ensure smooth
and stable online
transactions.>>

T

he Alibaba Group, a world-leading e-commerce company, owns 25 divisions and 9 subsidiaries, with
business activities involving third-party payment, online transactions, a cloud computing platform,
to name just a few. In 2012, the e-commerce and payment platform of Alibaba processed an average
of 24 million transactions on a daily basis, with an annual transaction volume of CNY1 trillion, equal to that
of eBay and Amazon combined. On November 11, 2013, a one-day online shopping spree in China, Alibaba
processed over 188 million transactions, amounting to over CNY35 billion (more than four times U.S. Black
Friday online sales), with one-fourth of these orders placed through mobile devices. This set a new record for
Alibaba's transaction volume. In addition, as of November 2013, Alibaba's cloud computing platform, Aliyun,
now supports over 100,000 businesses. The large data processing and transaction volumes present tremendous
challenges for Alibaba's platform performance and reliability, making stability and security mission-critical.

Stringent Selection Requirements
Ensure Business Continuity

Alibaba suffers over 100 malicious intrusions and
cyber attacks daily, especially Distributed Denial
of Service (DDoS) attacks that create network
congestion and deplete system resources. Elaborately
planned, each DDoS attack is followed by an
immediate wave of critical exploits, including
network intrusion attempts and Trojan Horse attacks.
Choosing the anti-DDoS solution for Alibaba is a
mission critical decision that must meet rigorous
requirements and deliver comprehensive results.

● Quick Identification of DDoS Attacks and
Precise Protection
Alibaba customers are mainly Small and Mediumsized Enterprises (SMEs), online retailers, game
operators, and developers from whom Alibaba
requires high standards to maintain business
continuity. Likewise, the custom anti-DDoS solution
for Alibaba must meet a high standard for quickly
distinguishing malicious DDoS attacks from
legitimate access requests. The result for buyers and
sellers is a safer online shopping environment.
● High Performance and Flexible Expansion

As DDoS attacks flood Alibaba's cloud computing service with
solution successfully suppressed 64-bit SYN Flood attacks at a
massive botnet-driven requests, servers may fail to respond to
traffic rate of 20 Gbits/s, with application-level attack protection
legitimate requests, rendering them incapable of providing services
performance reaching 40 Gbits/s. This demonstrated that Huawei's
to users. In some cases, DDoS attacks may even cause service
anti-DDoS solution provided protection performance at twice the
discontinuity in data centers, potentially paralyzing the entire
rate of the industry average. The Alibaba security staff was further
cloud computing platform. As the gatekeeper of Alibaba's Aliyun
impressed to learn that, with additional interface cards, the Huawei
data centers, the anti-DDoS platform must fend off these attacks to
anti-DDoS platform could withstand attacks at 200 Gbits/s.
protect data center performance
It is interesting to note
and prevent bandwidth botthat, during the POC test, a
Voice of the Customer
tlenecks. The anti-DDoS proreal-world DDoS attack was
tection system must also anticonducted against Alibaba's live
cipate further scaling of the
network. In response, Alibaba
"Huawei's anti-DDoS solution protects us from over 40,000
Aliyun cloud computing platquickly deployed Huawei's antiDDoS attacks each year, equivalent to over 100 attacks
form to meet projected cusDDoS solution on its producper day and a maximum traffic rate of 100 Gbits/s. This is
tomer requirements over the
tion network in order to protect
a powerful and user-friendly system that provides precise
next three to five years.
their servers. As before, the
protection."
Huawei Anti-DDoS solution
● Rapid Deployment and
– Senior Security Manager for Alibaba Group
cleared the malicious traffic
Simple Operations
With over 100,000 businesses,
within two seconds, with no
the ability to seamlessly integrate DDoS security protection into
impact on user experience. Alibaba's security experts expressed
the existing self-service Aliyun cloud services platform is an
their high confidence with the comprehensive defense capability of
essential feature for a diverse community that includes enterprise,
the Huawei solution, and from that point forward, Huawei's antie-commerce, and gaming websites with widely varying traffic
DDoS solution has been a key component of Alibaba's network
volumes and demand.
properties.

Huawei Anti-DDoS Withstands Rigorous Testing

After multiple rounds of pre-screening, Alibaba ultimately selected
Huawei's anti-DDoS solution and initiated a lengthy Proof of
Concept (POC) test period. Using actual attack vectors collected
from the live network, Huawei's anti-DDoS solution managed to
deflect 100% of them. During this test period, Alibaba's experts
found Huawei's anti-DDoS solution easy to use, in particular
because of its tenant-specific protection strategy, traffic modeling
capability, and detailed report functions. As a result, Alibaba's
security experts were able to complete the test with minimal
support from Huawei.
During POC testing, Alibaba's security experts also simulated
normal live network traffic with simultaneous low-bandwidth
attacks (50 Mbits/s) under the guise of normal access requests.
Huawei's anti-DDoS solution identified this attack mode within
two seconds. Additionally, Huawei's anti-DDoS solution
demonstrated precise protection of critical HTTP services, and also
successfully suppressed attacks against mobile devices without
affecting the user experience.
Alibaba security experts also conducted performance pressure
testing. With two interface cards installed, Huawei's anti-DDoS

Proven Track Record of Huawei's Anti-DDoS
Solution

Alibaba has deployed Huawei's anti-DDoS solution at the access
points for multiple data centers on its live network. The Huawei
platform succeeds in suppressing over 100 malicious DDoS attacks
daily, and tens of thousands annually, with peak traffic exceeding
100 Gbits/s. Huawei's anti-DDoS solution automatically schedules
resources to clear attack traffic, so Alibaba security engineers need
only review the result logs as required.
The Huawei Anti-DDoS solution successfully defended the
Alibaba network and avoided an expensive crisis from multiple
DDoS attacks during China's November 11 massive cyber
shopping day. The results show that Alibaba set new records for
transaction volume (188 million), and transaction value (CNY 35
billion).
The report delivered the following day showed that Huawei's antiDDoS solution successfully protected Alibaba from multiple DDoS
attacks, with peak attack traffic exceeding 19 Gbits/s and minimum
attack traffic at 500 Mbits/s. By ensuring a reliable platform for
Alibaba's highest-ever day for online traffic volume, Huawei's antiDDoS solution has proven to be worthy of customer trust.▲
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Contributions and Feedback
To be an informative and inspiring magazine, ICT Insights needs
your continual contributions and feedback. Please feel free to submit
contributions for publication and provide suggestions and comments. The
editors greatly value your input.
Contact us by email: ICT@huawei.com
Call us: +86 (755) 28780808

We look forward to hearing from you.
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