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BYOD is here to stay,
deal with IT
By Patrick Zhang, President of the Marketing & Solutions Dept.,
Huawei Enterprise Business Group

E

nterprise IT buzz words have transitioned from "networking" to "cloud computing" and
now to "mobility". Adopting a mobility strategy enables enterprises to not only enhance
employee satisfaction, but also improve marketing, office, and service provisioning in order to
offer additional values to customers.
These benefits explain why mobile technology was ranked second, before cloud computing,
in Gartner's CIO Top 10 Technology Priorities in 2012. CIOs realize that mobile technology is
bringing unprecedented business value to enterprises, with the mobile office model represented
by Bring Your Own Device (BYOD) becoming a new style of working.
Many companies already reap the benefits of Mobile technology. Huawei, as well, began to
implement its own mobile office strategy in 2009, increasing office efficiency by 40 percent.
As a global company operating in more than 140 countries and regions, Huawei has more
than 500 representative offices, with a total workforce of 150,000 employees, and incorporates
business globalization and customer centricity into its corporate culture. As a result, as much
as 90 percent of its senior executives are frequently away on business trips, 70 percent of
marketing employees are busy visiting customers, and 80 percent of service employees are
working in the field. These employees need to instantly access emails, approve sales contracts,
report project progress, and deal with other urgent matters.
By leveraging its complete portfolio of smart devices, its experience in building carrier
networks, and its hands-on mobile office practice, Huawei is committed to further the
advancement of mobile solutions for more customers. Whether for work or life in general,
from any location or time zone, Huawei looks forward to helping more people enjoy the many
conveniences made possible by mobile technology.
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Early enterprise adopters find that BYOD and BYOA models can help them enhance productivity,
improve employee satisfaction and motivation, and reduce operating costs. >>

BYOD/BYOA Give Enterprises a Head Start
By Wang Yuming, Strategic Planning Manager, Unified Communications and Collaboration Product Line,
Huawei Enterprise Business Group

I

t is said that the world has been shaped by three
apples: Eve's knowledge gain after eating an
apple, Newton's discovery of gravity by watching
an apple fall from a tree, and Steve Jobs' revolutionary
Apple products. As a result of this last "apple" influence, people have become increasingly reliant on
mobile phones and tablets, both at work and in their
daily lives.
In the past, electronic devices and software were
usually first used in office environments before becoming popular with individual users. At present, however,
iPhones and iPads are reversing this trend through
unparalleled access to performance and applications
in North America, where IT usage is high, tens of
thousands of companies and academic institutions
using BYOD have concluded that this model offers
three major benefits.

Enhanced Productivity

Survey findings indicate that tablets (particularly
iPads) and smartphones (especially iPhones) are
driving the widespread adoption of BYOD, despite the

4

fact that Apple Inc. and other smart device makers did not
originally actively market the use of its products in the
enterprise arena. Rather, employees have learned which
tools make their work easier and more efficient.
Corporate applications on BYOD devices serve as
an efficient channel for instant communication among
employees, between enterprises and customers, and
between enterprises and suppliers. This channel is sure to
enhance enterprise key performance indicators, including
employee productivity, operating efficiency, and customer
satisfaction.
For example, an American healthcare agency employs
Unified Communication and Collaboration (UC&C)
technologies to enhance its operating efficiency by 40
percent. Employees using UC&C clients on their iPads
or Android-based tablets are just one click away from
a variety of communication methods, such as IP voice
call, instant messaging, voice or video conferencing, data
synchronization, file sharing, and cross-device dialogue
switching.
The flexibility and multimedia capabilities of smart
tablets also facilitate the agency's rescue services. For
example, staffers can use GPS to locate field personnel.
They can take photos with HD cameras and quickly
transmit images back to medical centers to prepare
for operations. Staffers can also use multi-point touch

technology to "bring" online experts into video-based
diagnosis conferences.
There is another huge success story: A North American
bank has reduced its average loan review cycle from one
or two weeks to four work days by enabling its customer
loan managers to access its network via their own iPads.
Equipped with the easy-to-use devices, customer loan
managers can quickly
submit customer loan
Employees
applications, view loan
tend to be m
ore satisfied
with persona
regulations, check and
l applications
on their own
devices rathe
review progress, discuss
r than with co
mplex, hardcontract clauses with sento-maintain co
rporate applic
ations.
ior managers via instant
messaging, or even initiate
videoconferencing from
customers' premises to engage colleagues from multiple
departments in discussions about the customer's loan
needs and solutions. Using the BYOD model, the bank
accelerates its business growth and enhances customer
satisfaction.

Improved Employee Satisfaction,
Motivation

Corporate software suites, processes, and devices
only produce the desired results when employees favor
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their use. Encouraging employees to adopt corporate
applications with a user experience equivalent to that of
social network sites or personal applications is likely to
win favor with employees, boosting utilization.
Also, employees tend to be more satisfied with personal
applications on their own devices rather than with
complex, hard-to-maintain corporate applications.
Traditional corporate applications store data in separate
locations, which restricts their data access. However,
new corporate applications and databases powered by
cloud computing technology can allow easy access from
more users and devices, including BYOD devices. By
combining BYOD devices with cloud computing services,
employees can have data at their fingertips, regardless of
their location.
For instance, China Telecom's Zhejiang Branch asked
more than 1,000 VIP customer managers to use Sina
Weibo (a Twitter-like microblogging service), Ecplive
(China Telecom's collaborative communications tool),
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and Tencent's QQ (an instant messaging application)
on their smartphones. Each of the customer managers
has attracted an average of 225 followers and kept
track of 308 customers on Weibo. In total, these
managers have released 2,263 Weibo posts. Owing to
these communication tools, customer managers have
become more active and efficient in marketing and their
interaction with customers. In 2011, the Zhejiang Branch
had the highest VIP customer retention rate inside the
China Telecom group.
China Telecom's Jiangsu Branch developed a broadband installation client. Installed on smartphones, the
client enables China Telecom employees to complete
a variety of tasks at the customer premises, including
service activation, bandwidth testing, port allocation,
diagnostic troubleshooting, location, work reporting, and
customer satisfaction feedback. Ninety-three percent of
employees report satisfaction using the client.

Reduced Operating Costs

But the biggest advantage of the BYOD model lies in
reduced costs for management, deployment, upgrading,
and hardware. Enterprises adopting the BYOD model no
longer have to pour money into procuring and replacing
office equipment. Rather, they need only provide
employees with subsidies, which are usually much lower
than the cost of procuring and replacing equipment.
BYOD also slashes the costs of using office equipment.

According to a survey of nearly 1,000 North American
enterprises that use the BYOD model, 50 percent ask
their employees to buy the device as well as pay the
phone bill, while 50 percent pay the phone bill and have
their employees buy the device.
When it comes to the total cost of ownership, userfriendly applications on BYOD devices are more costeffective than traditional corporate applications that
demand resource-extensive implementation. Moreover,
the user-friendliness of BYOD devices guarantees quick
mastery of functions and facilitates employees learning,
reducing training costs.

From BYOD to BYOA

The growing popularity of BYOD will also give rise
to a BYOA (Bring Your Own App) model for corporate
applications. So in addition to addressing cyber and
data security challenges posed by BYOA, enterprises
must tackle the difficulties in developing and managing
corporate applications. CIOs must weigh the options of
BYOD and BYOA utilities, such as personal applications
and cloud computing services like Dropbox and iCloud.
To resolve security challenges, some enterprises have
begun to develop specialized internal applications for
use on employee smartphones and tablets, including
office applications and enterprise communication and
collaboration tools. These internal applications deliver
a user experience similar to much-loved "apps" on

smartphones and tablets. Some enterprises
even develop application stores to control the installation of applications on
employees' mobile devices. A survey on
IT professionals shows that 66 percent
of 6,275 investigated companies plan to
develop their own application stores.
Like the Small Office and Home Office
(SOHO) model that enjoyed so much
popularity several years ago, the BYOD/
BYOA model places a high priority on
user-friendliness, enabling
employees to dramatically
increase productivity and
T h e g ro w in
g p o p u la ri ty
unleash their creativity.
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managerial challenges to IT
departments. CIOs therefore
need more now than ever, to
guide and manage BYOD
and BYOA in a way that best suits the
needs of employees for easy-to-use
devices, while mitigating risks posed by
the model. Only by embracing this model
can CIOs increase productivity and get
a head start in this fiercely competitive
market.
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Context Driven, Dynamic Access
Policy to Support Future BYOD/BYOT
By Ishita Majumdar, Senior Project Director, Huawei Inc.'s Innovation Center in
Santa Clara, USA
Dr. George Vanecek, Principal Research Scientist, Huawei Inc.'s Innovation
Center in Santa Clara, USA

T

he very nature of BYOD/BYOT
(Bring Your Own Technology)
means that personal devices are
used and cross in and out of multiple
independent IT policy domains. So, what
is the optimal balance between a-la-carte
freedom of the employees to protect
their privacy and access information in
various domains versus a single secure IT
domain?
If we look at the demand side, information will be accessed from every
corner of the world through public,
private, secure, and insecure networks;
and the "accessors" will range from
the executives and employees to the
contractors, partners, vendors, customers
and the general public. Employees will
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Only dynamic, transparent, and negotiable IT policies can help
enterprises, users, and their mobile devices trust each other to
achieve BYOD/BYOT. >>

also want to extend their consumeradopted behavior to the workplace. The
data they require will extend from textual
data to video to rich multimedia data.
If we assume the supply side will
meet these demands, then what are the
problems in designing effective BYOD/
BYOT capabilities? The basic challenges
are in deciding on the right methodologies
and technologies to standardize around
and strike the balance between unbridled
accesses versus tightly controlled uniform
access policies.
Let's consider a real example of how a
guest, James Brown, enters the Huawei
Campus in Santa Clara and how the
IT policy management system allows
James Brown to access the information

he needs. The scenario is an example
of a dynamic access policy design,
implementation, and management.
This is a three way trust between three
trust groups consisting of the user, the
user's mobile devices, and external
third-party controlled physical environments and networked services.
IT established static policies based
on certificate authorities, Public-Key
Infrastructure and location/context
blind policies is what blocks the wider
adoption of BYOD/BYOT.
For BYOD/BYOT to be adopted,
it needs to understand trust. Trust
between the three trust groups must
be constantly re-evaluated from
evidence collected through the
devices and infrastructure sensors
and relevant managed information.
Dynamically imposed policies need
to be continuously re-negotiated and
re-imposed based on the users' and
their devices' contexts, situations,
and intents. Referring to James again,
consider that from the IT's point-of-

view, whether James is to be trusted at
any given time is a question of where
he is, with whom he is, what context
he is in, and what his intent is.
From a truster's point of view, trust
is very situation dependent. Different
trust exists for different contexts, and
situations can be used to identify such
contexts. Is a user's context that of a
guest on a lab tour, an employee from a
different site, or a teacher lecturing? A
context refers to the circumstances for
one of the many situations for a truster
such that it can be fully understood and
assessed. Contexts differentiate between
truster's roles, uses, or configurations,
depending on whether the entity is a
person, a place, or a thing. But in general, a context is associated with a
pattern that is satisfied by specific
situations, and thus identifies a subset
of the entity's relationships between the
truster and any trustees.
Consequently, notions of situations,
contexts, intents, and trust can be
formalized and efficiently gathered,
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analyzed and exposed for use in real-time
within mobile devices and IT security
systems. Embedded trust agents can be
integrated with established IT policy
management systems to offer the means on
which to build BYOD/BYOT solutions.
In summary, a robust bilateral access
policy suitable for both users and enterprises can be realized if it is built on the
following mechanics:
● Dynamism – Future enterprise cannot have a one-size-fits-all static, role
based, IT policy which is uniformly
enabled irrespective of the end users and
their contexts. It needs to be intelligently
dynamic and recognize the end user and
their dynamic contexts, before assessing
his/her access capabilities.
● Negotiation – IT policies should be
negotiable between the user (and their
devices) and the enterprise. It cannot be
imposed upon a user without a bilaterally
negotiated and contextually agreed upon
preferences. That means the system should
take into account the user's privacy and
access needs before customizing an access
policy for him/her.
●Personalization – IT policies should be

able to determine the "person" behind the
user – either from enterprise directory data
or from public data based on a name input.
It should have the ability to authenticate
each user based on information it provided
and have an option to use personal referrals
as part of the validation process. This could
lead to a creation of a personal IT access
policy, created on-the-go based on the
individual person and not a generic user.
Future BYOD policies for enterprises
need to keep up and embrace the huge
innovation trends taking place in the
consumer space that are empowering
consumers much faster than enterprise
solutions can keep up. This holds especially
true in the adoption of public cloud
services. Authorized access to guarded
enterprise information has to be based on
intelligent decisions so that it can help
the end user with the right information
at the right time without jeopardizing
any proprietary and confidentiality
requirements. The policies themselves
should be transparent, negotiable and
quickly implemented to meet the user
demands and the future enterprise
technology demands.

A Day for BYOD

A

guest, James Brown, enters the Huawei Campus in Santa Clara and wants "access
into the guest Wi-Fi for public use, and the Huawei hosted Web-conference, while
allowing IT to guard against taking pictures or recordings". Sample IT policy
management system:
1. Identify James Brown's credentials and user category (e.g. employee, contractor,
partner, etc.).
2. Depending on James' role and authorization credentials, offer him and his device the
following accessibility options: Wireless (yes), Gmail (yes), Huawei eMail (no), Public
Skype (yes), Facebook (yes), Huawei Facebook (no), camera use (no).
3. Conversely, James' device and its policy offer IT the following options: access to my
applications/data (no), control of my device sensors (yes).
4. James can then either accept the access privileges or re-negotiate by providing
additional credentials. E.g. "I am a Huawei valued partner and my contact is Susan Tran".
5. Susan is then pinged by the system to validate James' "valued partner" credentials.
6. Susan validates James’ credentials and can request additional privileges like
enterprise Web conference system, and finalize the access control.
7. The IT policy management systems and the device then apply their negotiated
policies for the duration of the Wi-Fi connection.
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There are four strategies that companies typically use to deal with BYOD – disregard, block, contain,
or embrace – depending on its evolving security expectations and IT budget. >>

BYOD: Coping With Technological and
Policy Changes in a Mobile World
By Wei Pan, Senior Marketing Manager, Strategy& Business Development Dept. SecoSpace PL,
Huawei Enterprise Business Group

T

he consumerization of IT is coming to your
business – if it hasn't already – and with it,
the complexity of addressing the security
concerns arising from the BYOD movement.
Yet BYOD also exposes a tug-of-war between
security and usability, creating numerous
challenges to network, data, and device security
and forcing organizations to make tradeoffs
between privacy and accessibility. Drains on
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bandwidth and productivity, Malware infection,
data and device loss, attacks on mobile devices,
and inconsistent or confusing policies across
different platforms, are just a few of the security
risks that confront companies who want to
implement new or revised BYOD programs.
None of these challenges are new. In a BYOD
world, however, enterprises that embrace BYOD
without making the necessary changes to their
security policies and processes face a higher risk
of security incidents and losses.

Policies are Crucial – So is
Technology

At the beginning of a new BYOD program,
organizations must answer some specific questions, such as, "What devices and mobile Operating Systems (OS) can we support"? and "How
will we distribute and manage applications on
employee devices"?

But eventually, to enforce their policies, most organizations
turn to technological controls such as these:
● Mobile Device Management (MDM) – MDM enforces
security policies on mobile devices themselves, and also offers
remote location, locking, and wiping capabilities to protect
against loss or theft.
● Network Access Control (NAC) – A key advantage of
this technology is that establishing controls on the network
itself helps organizations block malicious software or activities
coming from mobile devices before network damage occurs.
●Data Loss Prevention (DLP) – Protects access to content in
storage or transportation, provides visibility into data flow and
cuts off suspicious data leakage in real time, based on traffic
context, when risks of Malware, unauthorized sharing of critical
business data or lost or stolen devices are elevated.
● Secure Web Gateway (SWG) – Mobile-oriented secure
Web gateways address Web security risks by combining policy
controls, reputation and Malware filtering, data security,
application visibility and control, into on-premise or cloud-based
solutions.
●Endpoint Security Client (ESC) – These extensions combine
mobile-enabled features of traditional anti-Malware clients,
providing a combination of anti-Malware, authentication (such
as 802.1x), VPN, and remote wiping capabilities on the endpoint
– the personal device – itself.
●Identity and Access Management (IAM) – This approach
includes a complete system for provisioning, authentication,

and reporting. Gathering real-time contextual information
from the network, users, and devices, IAM helps to implement
governance decisions proactively by enforcing policy across
network infrastructure.
●Hosted Virtual Desktop (HVD) – These solutions let mobile
devices access a secure
environment in a Virtual
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the operating environment, helping to ensure
data protection and business continuity.

Make Technological Controls Work Together
as One

One solution is not usually enough. For example, Malware
protection integrated into MDM usually relies on host-centric
enforcement and therefore suffers from device constraints and
mobile OS restrictions. What if employees can access malicious
information on the Internet from an approved smart phone or
tablet? How can the organization block the mobile access to
suspicious websites or apps at this moment?
Some vendors combine MDM with ESC, DLP, SWG, and
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other cloud-based security services, achieving a more robust
approach.
Network security should definitely be integrated with
the strategy of creating strong mobile security, because the
network needs to have the final authority to approve or deny
whatever a user is attempting to obtain.
Gartner recently described four strategies that companies
typically use to deal with BYOD – disregard, block, contain,
or embrace – depending on its evolving security expectations
and IT budget.
Technological methods typically used to support the ideal
– BYOD-embracing environments – include consistently
applying heavyweight MDM to enforce security policies
across a variety of mobile platforms and the use of HVDs for
centrally managing and securing sensitive data.
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Technical controls applied to implement the containment
option should be enhanced to migrate eventually to an
embracing strategy. Necessary technical enhancements
include scaling policy enforcement to an enterprise-wide
level, and granular control for network visibility and user
profiling. Also critical is network-based content filtering (with
a strong DLP engine) to decode encrypted traffic and detect
hidden Malware spread by an approved user who has already
been compromised by hackers.
Ideally, a BYOD embracing enterprise smoothly offers up
content to any trusted person with any device. For example,
an employee – "Monica" – works in a global enterprise
and takes a business trip from the U.S. to China. She has
registered her laptop, tablet, and mobile phone for the
company's U.S. network. When in China, her roaming access
is first inspected by the visited NAC, which then fetches her
special service profile for her tablet from her home IAM in
the U.S. Next; the visited MDM distributes security policy
and possible software for her, streamlining approval for
later use. The security profile covering the visited office
requires her internal access to sensitive data to be forwarded
automatically to a virtual environment separated from the real
system. Meanwhile, her external access is restricted to several
types: videoconference and email communication, with
different Quality of Service (QoS) deliveries across the entire
enterprise scope. For Internet traffic (Web and email), the
visited DLP engine checks whether there is possible sensitive
data leakage. (The visited DLP engine serves either as a self-

defending app issued by the visited MDM in Monica's
tablet, or as a watchdog integrated into SWGs.)
Typical scenarios for applying these four strategies are
described in the table to the right.

Beyond Technical Controls of BYOD

As Gartner surmised, by 2014, mobile devices will
enforce containerization of applications and data through
native hardware and OS functions. Containerization
techniques are implemented at the application layer in the
device stack to enforce data loss prevention, which for
highly regulated enterprises – such as the mobile payment
industry – is a must for compliance and audit success.
BYOD is a central business issue that demands an
effective collaboration between the IT department, HR,
finance, and the legal team to weave business strategy,
policies, and systems into a single set of convincing
enterprise-wide regulations. Organizations must put
policies in place that clearly state the consequences of
misuse or violation, and those policies must also provide
IT with the means to counteract violations quickly.
Finally, enterprise goals should include making
employees understand that it's part of their job to comply
with company policies, even when their personal data
on a device is wiped if an abuse or security breach is
detected. Similarly, enterprises need to make clear that
an employee's failure to report any loss or suspicion
of compromise at the earliest opportunity can result in

Strategy
Disregard
Enforcement Ignoring
BYOD in
a corporate
environment
Typical uses For areas
without
business
criticality

Block
Corporate-only
devices or few
with VIP accounts

Government,
military and some
financial services
companies want to
protect classified
information assets
What's Your BYOD strategy?

Contain
Multiple device
types and access
methods

Embrace
Multiple devices with
smooth services delivery
to anywhere

Organization offers
differentiated
services based on
role (e.g. email) and
location (e.g. remote
access via VPN)

An enterprise offers
videos and collaboration
sessions to a roaming
visitor according to
his or her service level
agreement

penalties, ranging from removal from the BYOD
program to termination. These enforcement practices
are fundamental even for organizations armed with
advanced technical controls, and will become even
more important as BYOD becomes a standard part
of every enterprise's competitive capabilities. BYOD
risk will always be with us, but with the right set
of policies, corporate culture, and technology, it's
manageable.
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BYOD solutions – desperately needed by enterprise customers – should be user-friendly,
compatible with live networks and applications, secure, and easy-to-deploy. >>

How to Choose a BYOD Solution
By Zhao Aiming, Huawei BYOD Chief Architect

N

either technological sophistication nor functionality
determines whether a BYOD solution will achieve
widespread popularity. Rather, enterprises need a
BYOD solution that is user friendly, compatible with live
networks and applications, secure, and easy-to-deploy.

Pleasant User Experience

The success of a BYOD solution depends on how much
work employees can do on their mobile devices. A BYOD
solution is considered successful only if at least 30 percent of
work-related tasks can be completed on these handy devices.
To achieve this goal, keep several ideas in mind while
planning and designing mobile device applications. Keep in
mind that employees work with BYOD devices differently
from the way they use traditional office devices, which offer
fixed bandwidths (throughput access), large displays (output
access), and mouse and keyboard (input access). To encourage
more work on people's personal devices, it's crucial to take
into consideration actual IT knowledge, usage habits, and other
factors that apply to end-users.
Only when BYOD devices deliver a positive user experience
that is embraced by employees do they gain wide acceptance.
Employees expect their devices to be integrated with workrelated applications, while business managers are concerned
with ensuring ease of use and security.
As Unified Communication and Collaboration (UC&C)
applications are growing more mobile and virtual, applications
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dy
device. A perfect combination of smart devices,
customized for enterprise
applications, relying on enterprise mobile clouds, brings the
mobile office experience of enterprise users to a higher level
and accelerates the shift toward BYOD.

Compatibility with Live Networks and
Applications

Enterprises must answer questions such as: will the existing
network architecture have the capacity to support new services?
Can the existing application system be migrated smoothly?
Huawei's BYOD solution helps customers address these
challenges with the following strategic approaches:
First, in the early stages of BYOD solution planning –
during the integrated verification and system interoperability
testing processes – Huawei checks whether the solution
supports third-party network equipment. Using its extensive
BYOD consulting ability, Huawei customizes BYOD solutions
according to the customer's existing network architecture and
IT capacity. In addition, Huawei provides customers with
future-oriented development and migration plans aligned with
their growth goals.
Second, Huawei builds smart enterprise networks for
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BYOD – and even for the Workspace of the
Future (WOF) – by leveraging its technical
knowledge and experience in project
implementation. As the new generation of
WLAN technology – for example, 802.11ac
– matures, and 3G and 4G cellular networks
are deployed on a large scale and optimized,
wireless access bandwidth will no longer be
a bottleneck for mobile offices. Commercial
smart Access Point (AP) technology greatly
improves user experience in the remote
access environment. Rich media applications
(mainly video) will reign supreme on mobile
devices. All-IP networks help users to access
resources (mainly hybrid cloud resources)
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anytime, anywhere through their choice of
devices, much in the same way we use water
and power in our daily lives.
Third, by working closely with partners,
Huawei provides enterprise customers with
the industry-specific Mobile Enterprise
Application Platform (MEAP) most aligned
with their requirements. The platform
is compatible with the enterprise's most
important existing application systems,
making for smooth migration. It also
provides development tools and application
system development interfaces for Independent Software Vendors (ISVs) and
application integrators. In addition, MEAP
helps synchronize development efforts in
order to quickly launch new services in the
cloud era.

Secure and Easy to Deploy

Enterprise employees are already using
a wide range of mobile devices (whether
owned by employees or provided by
enterprises), social media platforms, and
hybrid cloud applications in enterprise
networks. This poses greater challenges

to enterprise IT departments, such as increased
deployment complexity, rising security risks, and
multi-party collaborative management. As a result,
enterprise IT departments must complete the
following tasks: simplify and centralize automatic
deployment; effectively manage and monitor
access of each device to enterprise networks and
user behaviors; grant corresponding access rights
in conformity with enterprise security strategies,
industry standards, and even regional laws and
regulations; and dynamically adopt corresponding
measures as required.
The traditional single-border security solution
cannot provide adequate security for mobile offices.
Therefore, enterprises need to adopt an innovative,
integrated, and multi-dimensional method using
the "device-pipe-cloud" approach to maintain

the security of information assets that covers
infrastructures, devices, enterprise assets, personal
data, applications, and other areas.
Deployment of a unified policy engine is critical
to achieving unified access, consistently successful
strategy, and integrated management. While
ensuring unified and secure access from mainstream
authorized devices via intranet and Internet, the
policy engine serves as a link for infrastructure and
device management, making final decisions based
on analysis from multiple resources. It manages the
entire lifecycle of all devices (both fixed and mobile)
connected to networks, from log-on to log-off.
These measures can help enterprise IT departments
to deploy successful BYOD solutions for their
organizations. By using them, companies can work
out their own BYOD strategy and choose the BYOD
scenario most suitable for their own conditions and
development stage.
Huawei is committed to providing secure and
trusted BYOD solutions for enterprise customers.
To achieve this, Huawei exploits its experience
and competitive edge in the "device-pipe-cloud"
solution and cooperates closely with partners to
deliver BYOD solutions that feature ease of use,
compatibility with live networks, and ease of
deployment in order to maximize user experience
and suit customer needs.
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Moataz Hassouna

BYOD will be the future by 2016. No company will fail to use this approach. >>

Emaar Misr Properties,
A True Pioneer in BYOD Deployment

– An Interview with Mr. Moataz Hassouna, CIO of Emaar Misr Properties in Egypt

E

maar Misr for Development S.A.E is the
wholly owned subsidiary of the UAEbased Emaar Properties PJSC, a global
property developer. Emaar Misr is one of the
largest foreign direct investors in Egypt's real
estate sector with an investment portfolio of
EGP 31.67 billion. Emaar Misr started deploying
BYOD in 2007, and continually expanded their
BYOD initiative. Now they have employed a
series of enterprise applications on the mobile
platform including email, communications, sales
software, facility management, and community
management applications etc. Not only employees,
but also customers in Emaar can use their own
devices to gather information from Emaar's data
centers. Then for Emaar, are there any successful
experiences and knowledge in BYOD deploying,
and what is the next step?

ICT Insights: What were some of the ICT

20

challenges that triggered your company's interest
in deploying BYOD?
Mr. Hassouna: Actually, we started deploying
BYOD in 2007, when the only platform available
was Windows Mobile. The trigger was the
mobility. We wanted our employees to be able to
collect all the necessary information when outside
or inside the company, so we started deploying
some initiatives at that time on mobile applications
on the Windows platform. And now, everyone has
an iPad, iPod, Android, whatever, this triggered us
to continue to expand our BYOD initiative. So our
customers in Emaar can also use their own devices
to gather information from our data centers.
ICT Insights: Who are your customers? Your
tenants? The tenants are enterprises?
Mr. Hassouna: Tenants, yes. We don't yet have
enterprises; we only have residential tenants. We
are planning to serve a lot of enterprises as well in

our developments, but it will be in the next two years.

ICT Insights: What kind of data is sent from your
data center?
Mr. Hassouna: Some CRM data, what they have
to pay, what's new in the development. They can
also check what units are available, things in the
community center, a lot of services they can use.
We are planning to produce some sort of
interactive portal – not a website, though – so they
can change their information like Facebook, but it
will be only for them, only for this community. The
idea is mobility, and we need to please our customers
and employees.
ICT Insights: For your employees, which
applications did you start with?
Mr. Hassouna: We started with email, as do all
companies. And then it was followed by communication – voice applications. Within the organization, they can use their mobiles as a phone like
this desk phone, so you can switch between your
mobile and your desk phone while you are in the
office. After this, we got sales software, then facility
management and community management as well.
ICT Insights: Can you tell us what your thought
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process was, as far as
planning which applications to deploy second – your road map?
What was the interest
and what were the necessities?
Mr. Hassouna: Before
creating a road map for
any applications, we just
made the environment
secure. You need to take
care of the security and
identity check of those talking to your network,
because not all these devices are owned by the
company. Some of them are owned by the users, and
either the user is an employee or a tenant. So, the
road map started with security, and then we built the
applications based on our company's business goals.
It starts with selling a unit, and then handing it
over to the clients, and then serving the clients.
So the application starts with sales applications
and hand-over applications, and then facility management and community management. And a lot
of applications are based on our clients' needs and
preferences. We have some applications, I can't talk
about it now, we will test with our clients. We will
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first get their opinion. If they like them, we will continue.

ICT Insights: Excellent. Are there any other applications
that you anticipate to deploy that you can talk about right
now?
Mr. Hassouna: In terms of operation, our ERP will be
running on the mobile devices very soon, before the end
of this year. Regarding the clients' applications, I will not
talk about them before asking the clients' opinion. If they
need them, if they need another modification, what is their
opinion? We are not calling them clients; we are calling
them partners.
Now, most of our applications, except the document
management, are in the process of deployment on mobile
devices. I believe that next year, we will also deploy
document management control on the mobile devices. This
will allow our engineers to check their work while they are
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outside the company. They don't have to get their notebook.
From a phone, they can check the construction drawings
and some materials related to the site, so they can access it
all from anywhere.

ICT Insights: What does BYOD really mean to you?
What will be the future?
Mr. Hassouna: As an IT guy, at the beginning, I had
a resistance to this [BYOD], because of how to control
the users and the usage of the material, this is a big
challenge in IT. We don't want to control people, but we
are controlling the resources of the company, and we are
responsible for them, and can't permit any data leakage or
loss. So the resistance has changed to supporting BYOD.
Personally, I'm not using computers anymore; I'm using
only the small devices. I believe that by 2016 will all be
using small devices.
ICT Insights: Besides security, which is the biggest
challenge as far as the applications themselves, which one
was the biggest challenge for you to make it mobile?
Mr. Hassouna: ERP was the biggest challenge, because
it comes with the most sensitive data from the company.
We are back to security again, and people's worries
about it. While you are outside the company, you have
to log in to the company resources. And if you have this
mobile application, you might feel that maybe this device
will be stolen or lost. So we decided not to store a lot

of applications inside these devices, since most of these
devices are not ours.
So we'll not store much company data on these devices.
And also, if we need to store the data on these devices, we
have a partition on them so we can delete it if the unit is
stolen or lost.
Everyone also signs an end-user agreement to allow us
to delete this data in case of lost or stolen devices. It's like
when you lose your credit card, you ask them to stop the
credit card from working. This is the same.

ICT Insights: So let's say I lose my mobile device
and somebody finds it. If it's turned off, you can't erase
anything, but after I turn it on or somebody else does…
Mr. Hassouna: Once you turn it on, it will be locked and
everything will be erased. At this point of time, we can
track it if it is connected to Wi-Fi or to a mobile network.
ICT Insights: Do you have any experience to share with
other CIOs about BYOD security and control?
Mr. Hassouna: The end-user agreement. They should
sign their end-user agreement. We call it EUA with all
the entries allowing us to erase all the data off these
mobile devices if the device is stolen or lost. And also
once employees are outside, they have to have identity
verification once they are logged in to company resources.
ICT Insights: Right. Any final thoughts for our audience?
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Any recommendations?
Mr. Hassouna: The recommendation is that BYOD will be
the future by 2016. I believe that no company will fail to use
this approach.
ICT Insights: Your company is also a pioneer in
deploying cloud services. Can you tell us just a little bit
about that part of your ICT deployment?
Mr. Hassouna: Yes. We have a company that specializes
in IT, called Emaar Technologies. This company is
providing all Emaar entities with everything they need
in technological aspects. So the cloud computing part of
these aspects is that they are here in Dubai and all the
entities across the world, they are connected to the Emaar
cloud, and we are exchanging information between our
data centers. We are doing pure cloud and hybrid cloud.
I also believe that cloud computing is a trend that will be
dominating the market within two or three years.
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Mobile office system helps Huawei save tens of millions of dollars in IT costs every year,
enhance employee satisfaction, and improve corporate work efficiency by 40 percent. >>

Mobile Office Changes the Life and
Work of Huawei Employees
Three Challenges and Three Requirements

In 2009 Huawei's IT department started planning and
implementing a mobile office solution. By understanding
the implementation of Huawei's BYOD network, IT
directors, CIOs and business managers can gain valuable
insight into the right evolutionary path to a fully BYODexploiting enterprise.

Mobile Office Makeover:
A Step-by-step Guide

To implement any mobile solution, three IT requirements
need to be addressed:
● Which mobile services need to be deployed to meet
the challenges faced by employees in their daily work
routine?
● How does Huawei ensure end-to-end security with

tens of thousands of internal and external smart devices
accessing the company's resources?
● How does Huawei guarantee business continuity
when changes are made to current networks?
Huawei implemented technology to address these
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questions by following these steps.

Step 1:
Analyze industry practices and identify planning
principles
Mobile applications should not be confined to certain
departments, merely deploying collaboration applications or
migration of PC functions. Eighty percent of mobile applications
(except Office Automation, OA) should focus on sales, service,
Business Intelligence (BI), and logistics.

Step 2:
Plan main mobile services

After mobile office planning principles were identified, Huawei
identified services to be mobilized, using the following four stages:
● Examine the current situation and find the right direction
Huawei has fully accomplished mobile OA, with main service
mobility – such as iSales and iSite – underway.
● Identify users and scenarios of mobile applications
For Huawei, these scenarios include customer activities,
procurement logistics, on-site delivery, and after-sales service
provision.
● Choose appropriate service functions for mobile applications
Based on the advantages of smart mobile, Huawei has planned
four main types of services: information collection, approvals,
queries, and reporting.
● Identify and prioritize requirements

Sidebar

Huawei's Mobile Office
Milestones
● 2009: Began mobile office planning and established a threestep strategy: mobile OA, service mobility, and service
innovation.
● 2010-2011: Realized mobile OA and collaboration.
Released security Pushmail, Mobile Approval, Mobile
Yellow Page Query, Mobile Social Networking, and Mobile
Business Trip.
● 2012: Mobilized main services. Released the Huawei
Mobile Portal, a mobile marketing platform; iSite, a base
station mobile management system; and iSales for sales
project management. Business departments released
mobile applications enabling customers to acquire product
information and place orders through mobile devices.
● 2013: Expand mobile services and furnish employees with
Android-based tablets.
● 2014 and beyond: Comprehensively deploy tablets and
continuously innovate services.

Focusing on improving the efficiency of customer-oriented
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business processes and enhancing user experience, the
highest priority should be given to requirements that come
from field employees or managers.

Step 3:
Upgrade IT infrastructure

The mobile office planning should avoid extremes
and prolonged transformation periods, make security a
top priority, and choose a mobile office model to suit the
enterprise.
● Each change should not be too extreme, and the
upgrade period should not be too lengthy
Business continuity must be guaranteed and costs
should be contained. Changes must not be too drastic.
If the construction period is taken into consideration, IT
infrastructure upgrading, such as advanced deployment of
wireless and security network equipment, can be carried
out at the same time, or even before mobile service planning.
Huawei implemented a three step system upgrade:
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(1) Device upgrading: Only a mobile office
platform needs to be installed on devices. The MDM
platform is deployed for device lifecycle management.
(2) Network upgrading: Upgrade conventional networks
to wireless ones.
(3) Service upgrading: Deploy the Mobile Enterprise
Application Platform (MEAP) to develop services independently or in cooperation with business partners.
● Consider security as a top priority and implement
end-to-end security measures
Conduct end-to-end device lifecycle management to
ensure security at every stage, from device acquisition,
deployment, and operation, to recycling (deregistration,
loss, etc.). Establish a Secure Sockets Layer (SSL) virtual
private network link between the device and the gateway to
ensure the security of network transmission.
● Choose a mobile office model that is suitable for the
enterprise
Enterprises can choose to equip employees with smart
devices or adopt BYOD. The IT staff should make concerted efforts to educate employees, allowing them to
better understand and fully use the mobile office model.

Changes to the Way of Work and Life

Using its own MEAP, Huawei has developed four types
of services: office, yellow pages, query, and community,
including several dozen mobile applications.

Mobility has changed how Huawei employees live
and work. Now, when Huawei employees are waiting in
an airport, they can use smart devices to connect to the
"Pushmail" and process emails, grant approvals in the "My
To Do" website, join instant meetings through "Mobile
eSpace" from any location, and read the shared conference
materials using mobile devices. Employees can also
communicate within the company through the "Mobile
Social Networking", and present views and suggestions
about important corporate events.
Huawei has built a large number of base stations, many
of which are in remote locations. The "iSite" utility enables
employees to check their tasks, sites that they manage, and
locations of construction sites through mobile devices in
real time. Upon arriving at sites, they can clock in through
mobile phones to keep entry records, saving the trouble of
manual recording. During construction, they can review
problems encountered from previous visits and update
construction progress. If a major problem occurs, they can
take photos of the site and send them to support staff at
headquarters to solve problems more efficiently.
Mobile applications can also be used to serve Huawei
customers directly. Customers can read news or get market
information about Huawei through the "Huawei Mobile
Portal" and access information about Huawei network
products and solutions through the "Huawei Network
Material". They can also design and configure networks

according to their specific needs through the "Huawei
Network Design", without any advanced technological
knowledge.
So far, Huawei's mobile office transformation is a little
more than half-completed, and has been a win for everyone
in Huawei's ecosystem – workers, managers, suppliers, and
customers. Using these tips and techniques has made the
transition easy and painless.

Sidebar

In the Words of Employees
● Manager: "It is very convenient. I can grant approvals and process tasks in airports
or public office areas through my smartphone".
● Account manager: "By acquiring customer information and meeting schedules in
real time through mobile phones, we can be better prepared".
● Maintenance engineer: "I do not need to wait any more (when a problem occurs).
Now I can take photos at the site, describe the problem, and import the information
to the system by using smart devices, which has largely improved the processing
efficiency".
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To read or download ICT Insights BYOD Extra in electronic form, visit
http://enterprise.huawei.com
To subscribe to ICT Insights, contact the Editorial Board.
Email: ICT@huawei.com

Address: H2, Huawei Industrial Base, Bantian, Longgang, Shenzhen 518129, China
Tel: +86 (755) 28780808
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