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Rebuilding Industrial Civilization
with ICT Technologies
| By Patrick Zhang, President of Marketing & Solutions Dept.,
Huawei Products & Solutions

A

better connected world is around the corner.
By 2025, 100 billion connections — 90 percent from intelligent sensors — will
link the globe as a direct result of ICT technologies. To leverage the benefits of
this massive number of connections, industries will increasingly streamline their business
processes, improve efficiencies, and unleash a huge potential for industrial innovation.
ICT technologies, such as mobile broadband, cloud computing, Big Data, and the
Internet of Things (IoT) are ushering in a new age in industrial civilization, as traditional
industries now have at their disposal an unprecedented degree of integration between
information, communication, and manufacturing systems.
In 2011, United States President Barack Obama launched the Advanced Manufacturing
Partnership (AMP) program, and the Korean government released the Promoting Industry
Convergence Law. In 2014, Germany released the standardization roadmap for Industry 4.0,
and in October was joined by China.
Industry 4.0 is comprised of two major subject matters — smart factory and intelligent
manufacturing — and a typical feature is the deep integration of ICT and manufacturing
technologies. Cyber-Physical Systems (CPS) will connect huge numbers of machines in
work groups. The machines will communicate freely with each other, perform self-initiated
optimizations, and produce quality results at the lowest possible cost. CPS technologies
will reduce repetitive work and require the fewest skilled workers.
In Industry 4.0, unprecedented amounts of data will be generated as a result of massive
amounts of information being exchanged between people and people, people and machines,
and machines and machines.
Managing massive data payloads in the age of Industry 4.0 will require complex
system management tools, powerful communications infrastructures, and reliable security
measures. Using a variety of ICT technologies, enterprises will extract “experience” that
will help them make wise decisions in face of dynamic production scenarios.
Rebuilding industries for the 21st Century and beyond will require the joint input and
close co-operation of all stakeholders, including governments, manufacturing research
institutes, production equipment manufacturers, and ICT solution providers. Huawei
is willing to co-operate with global partners and carry out joint innovation in ICT
technologies to provide better products and solutions to our customers, and to promote the
speedy and healthy development of all industries, in all countries around the world.▲
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Keeping the Lights On Around
the World
| By James Blackman, from The BBC

T

he rise of numerous small power stations, typically using wind or sun, means power networks are
no longer just distributing power from central generators, they are receiving power from a variety of
broadly distributed resources. The additional sources of power have made the IT management process
an increasingly complex balancing act for power operators.

This new dynamic is forcing changes to the
central control architecture in the electricity grid. In
Germany, annual spending on technology to create
more distributed intelligence within the electric
grid will top US$ 42 billion by 2017. Nowhere is
the technological challenge of balancing supply
and demand in the network better illustrated than in
Mannheim, Germany.

Distributed Supply

The Model City of Mannheim (MOMA) project is
part of the German government’s “energy systems
of the future” initiative. Already we are seeing the
results, as a sophisticated ICT platform has been
deployed for use to manage the local power grid
in part to engage consumers directly with the fluctuating availability of renewable power.
The MOMA grid takes power supplied by over
500 producers and distributes it to residents in
Mannheim and neighboring Dresden. The grid itself
doubles as a broadband communications system for
connecting in-home smart devices. Since its beginnings in 2010, one thousand residents have participated in the project. Their appliances have been
connected to an “energy Internet” and each household was provided a package of software tools to
monitor usage and spending.
“The big challenge for renewables is they are not
always available when you need them; sometimes
the wind blows, sometimes the sun shines,” says
Ingo Schoenberg, chief executive at MOMA. “The
MOMA project looked to find ways to balance supply and demand, between highly volatile energy generation and intelligent energy consumption, and to
improve the efficiency of both.”
By linking tariffs directly to network capacity,
participants have been encouraged to use energy

when availability is high and prices are low. For
those not wishing to micro-manage power use,
MOMA has provided an ‘energy butler’ that switches
on appliances only during periods when energy is
plentiful and cheap. “What it showed is that people
will change their behavior if they are told what the
real price of energy is,” says Schoenberg.
As a result, private households have saved around
10% in energy consumption, and 15% on energy bills,
and the electricity operator has been able to better
manage loads on the network. The MOMA findings
have been used to legislate for flexible energy tariffs
and a single communications platform, running both
the smart grid and smart meters.

Communications Network

Such technology solutions have also afforded electricity providers new ways to tackle power interruptions and improve operational efficiencies. In the U.S.,
storms and damage by animals often seriously disrupt
the electricity supply. A 2004 study by the University
of California, Berkeley, put the annual cost of power
outages for the U.S. economy at around US$ 80
billion.
The Electric Power Board (EPB) of Chattanooga,
Tennessee, operates a service territory of around 580
square miles; within which the potential economic
impact of electrical blackouts is calculated to be
around US$ 100 million per year.
In 2012, funded in part by a US$ 115.5 million
stimulus grant allocated by the American Recovery
and Reinvestment Act of 2009 from the U.S. Department of Energy (DOE), the EPB completed an infrastructure upgrade to achieve a highly automated
smart grid, fully equipped with intelligent sensors,
switches, and meters. Like MOMA, the EPB grid is
linked by the same broadband fiber optic network on

which a consumer triple-play proposition is
running.
“This is potentially what the future
of power grids looks like,” says David
Wade, EPB Executive Vice President. “No
other utility in the U.S. has the same level
of automation — but everything comes
back to this ability to communicate. Our
grid is connected at every point by our
fiber network. That is what is making
Chattanooga the perfect place to decide
how the future will look.”
Now, if and when a car or truck hits
an electricity pole causing an outage, the
EPB grid “self heals;” its network of 1,200
smart switches communicate over the
fiber network to pinpoint the location of
the outage, and to reroute power around
the damage. Outages in EPB’s network
have been reduced by 50 to 60 percent
since 2012; with a cost savings to the local
economy of US$ 50 million per year. Operationally, the EPB itself has seen US$ 10.5
million in savings in repairs, asset management, truck roll, and theft, it says.
Leading global ICT provider, Huawei, has
designed a number of solutions to combat a
broad range of new challenges for delivering
electricity, from network infrastructure, to
core platforms that deal with local issues as
theft of service by end-users.
Huawei says that electricity suppliers in
Nigeria, for example, have been vulnerable
to consumer theft, which was not helped by
the fact that, until now, suppliers have been
unable to collect accurate data about power
consumption over 80% of customers.

To mitigate this issue, Huawei has prepared to install an automatic metering system, supported by new sensors and controllers connected by a high-speed data
network. Covering 400,000 Nigerian,
homes, data from customer meters will be
uploaded to local operators once every 15
minutes, giving operators a live feed of
usage within the network.
“The system will improve revenue and
profit for power companies,” says David
He, President of Marketing and Solution
Sales, Huawei Enterprise. “Instant communication systems and reliable power
infrastructure maintenance is vital for efficient production and distribution of electricity. The Huawei solution enables early
warning alerts, real-time fault locations,
self-healing mechanisms, and effective load
management.”
The rising economy of Chinese cities is
putting a drain on legacy power networks.
Zhuhai Electric Power, serving 8.22 million
people, wanted to bring automation to its
network but expressed concerns about various traditional fixed and wireless technologies, citing issues of access, reliability,
cost, and capacity.
Zhuhai considered the installation of a
fiber optic network throughout its service
territory, as per the EPB solution, was
considered unnecessarily expensive and
complex, and opted instead for a trunked
version of Huawei’s 4G LTE wireless
standard. The result is a combination of
fiber-like speeds with the lower-costs of
a wireless deployment. And also, like tra-

Worldwide, utilities are under
pressure to reduce costs,
streamline operations and
meet stringent goals for
environmental regulation.
Technology companies like
Huawei are rising to the
challenge, delivering largescale solutions that enable
smarter electricity grids
delivering greener energy. >>

ditional two-way radio systems, the Huawei
eLTE solution provides Zhuhai Electric
Power with a private radio network for distributed automation communications.
Similarly, Huawei won the contract to
overhaul the old and unreliable communication lines that have hampered the reliability of electric power distribution by
the Qingdao Power Supply Company in
Qingdao, China. Huawei’s highly automated, all-optical “xPON” solution has
provided better management and higher
reliability for Qingdao’s electricity distribution network. By monitoring data from
smart terminals across the network in realtime, malfunctioning circuits are now isolated within seconds and a functioning grid
restored automatically. The Qingdao Power
Supply Company has reduced the duration
of annual outages from 2.6 hours to 1.1
hour per household, and its annual capacity
losses have dropped by 33.4 Gigawatts per
hour (GW/h).
Worldwide, utilities are under pressure to
reduce costs, streamline operations and meet
stringent goals for environmental regulation.
Technology companies like Huawei are
rising to the challenge, delivering large-scale
solutions that enable smarter electricity grids
delivering greener energy.▲
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I

nternet information technologies are driving innovation across broad sectors, and sparking a
new global industrial revolution — attracting attention from academia, governments, and
industry players. In academia, scholars have debated the “Third Industrial Revolution”
and “Digitalized Manufacturing” for years, while a few pioneering companies, including
General Electric (GE) and Siemens, are actively exploring the Industrial Internet and
Industry 4.0.
Various political leaders have called upon their
countries to capitalize on these high-tech opportunities and the United States government is promoting an American manufacturing revolution.

The Internet: A Significant Driver

Mechanization and electricity, two past industrial revolutions, spawned General Purpose Technologies (GPTs). Today, Information and Communications Technology (ICT) is the leading GPT.
Since the 1970s, ICT has evolved continually,
from tabulation, record keeping, and applications
software to communications networks, and now an
onslaught of new information technologies such
as cloud computing, Big Data, and the Internet
of Things (IoT). ICT is driving innovations in
automation, digitalization, and connectivity; and
ICT-enabled Internet technologies are taking industrial intelligence to unprecedented levels.
The following conflicts and points of focus
explain the need for this industrial revolution:
• The number-one conflict is between the increasing values of industrial strategies versus the
potential for economic collapse. The 2008 financial
crisis is an opportunity for developed countries
to rethink the strategic significance of internal
industrial development to better countermand the
15 percent falling of industrial contributions to the
overall global economy. A new industrial revolution is required to revitalize industries and increase their economic contributions.
• The second conflict is between diminishing
resources — energy and other necessary raw materials — and traditional industrial technologies that
have reached their full potential. A best-case result

will be the introduction of new
industrial technologies.
Since the advent of industrial
development, the unchanging
focus has remained:
• Time: Production periods must be
continually shortened.
• Costs: Must constantly decrease.
• Production flexibility: Rapid responses to
change must improve.
Why is the Internet driving the new industrial
revolution? These key technologies act as drivers:
• Ubiquitous broadband networks: Allow large
amounts of industrial data, often unstructured,
to be efficiently transmitted between production
locations for remote processing.
• Cloud computing and Big Data: High-performance computing, data storage, and data analytics ensure efficient and collaborative processing
of massive amounts of production, marketing, and
supply chain data.
• Sensing technology: Smart sensors and the
IoT enable high-frequency, real-time data collection during production processes. Continuous
production processes are divided into digital
information silos and interoperation models with
the ability to monitor and control physical equipment and complex production processes in real
time.
Today’s Internet has vastly improved, with
accurate sensing, broadband, and high-performance
computing capabilities that respond to product requirements more efficiently and make industrial
production more visible, well connected, and programmatically controllable.

Internet-Industry Integration is Changing
Production Paradigms

The integration of the Internet with manufacturing
industries is spurring the new industrial revolution
by its shift from being an “external factor” to a “core,
internal factor.” The influence of the Internet has
shifted from being an “option” to a “key necessity” to
enable the latest industrial revolution.
More open industries have a closer integration with

the Internet by expanding beyond the initial utilization
marketing and services into R&D and manufacturing.
Ultimately, the Internet will radically change existing
production practices by streamlining entire production
and operating processes.
Those industries closest to consumers — the endusers — are seeing the deepest integrations and have
been impacted the most by the Internet. Not unrelated,
the rate of growth in the consumer goods industry has
increased as the Internet has gained a foothold — and
more — on the upstream markets for heavy equipment
and specialized materials.
Internet-industry integration creates the following
new trends:
• Service-centric manufacturing: By using the
Internet to provide smart, real-time services, independent of time and place, enterprises are expanding
services to fit full product lifecycles. This approach
achieves a shift from product-centric manufacturing
to service-centric manufacturing. Examples include
remote monitoring and services for mechanical engineering by China’s leading machinery manufacturers
Zoomlion and XCMG, as well as value-added smart
home appliances from China’s home appliance giants
Haier and Gree.
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The new industrial
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gaining global
momentum.
Developed
countries are
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strategic
investments,
and receiving
great praise from
enterprises of all
sizes. >>

Personalized products: Combined with intelligent computing and flexible manufacturing, the
Internet enables mass production of customized
products to meet an array of personalized demands.
Examples include Quigdao Red Collar Clothing
Co., Ltd., and SPZP, in the custom cloth, shoe, and
hat sectors, and the benchmark company IDX, in
the custom furniture industry.
• Decentralized organizations: Due to geographical constraints, traditional industries would
not have survived independent of their specific
locations; however, the Internet has changed that
requirement. The Internet gathers resources (such
as capital, creativity, tools, and services) required
for production, and allows industrial links become
decentralized and spread new production patterns.
Typical new distributed production cells include
collaborative R&D, crowdsourcing, crowdfunding,
and networked manufacturing.
•

8

Cloud-based manufacturing resources: Assisted by the Internet, decentralized manufacturing
resources have migrated to cloud service platforms. These resources are allocated and used
on-demand, from a central source. The industrial
cloud project in Beijing, one of a series of pilot
projects instituted by the government of China,
achieves multi-party manufacturing collaborations
by sharing tools and resources, such as software
and production capacity. In June 2013, a company
used this industrial cloud platform to manufacture
and sell an electric car designed specifically for
children. The product was launched quickly, in just
three months, and achieved excellent sales results.
•

Finding the Right Entry Points

The new industrial revolution is gaining global
momentum. Developed countries are increasing
strategic investments, and receiving great praise

from enterprises of all sizes.
In February 2012, the United States
released an Advanced Manufacturing Partnership (AMP) program. GE then proposed
the concept of an “Industrial Internet” in
November 2012. Followed by the National
Institute of Standards and Technology
(NIST) publishing an Industrial Internet
framework in 2013. Later, in March 2014,
GE, Cisco, IBM, AT&T, and Intel announced
the formation of the Industrial Internet Consortium. Government and major industry
players continue to interact and collaborate
frequently.
Germany is vigorously tapping into the
potential of Industry 4.0 — an initiative that
emphasizes “smart manufacturing” and the
use of Cyber-Physical Systems (CPS) to
achieve horizontal and vertical integra-tion of
manufacturing systems, and the end-to-end
integration of engineering and production.
Members of the German government,
academia, and major industries continue to
form collaborative alliances, including in
April 2014, the release of a standardized
roadmap for Industry 4.0 by the VDMA,
ZVEI, and BITKOM professional associations.
South Korea is also actively pursuing IT
integration initiatives, where the government
has introduced legislation to promote interindustry integration. Samsung and ten representatives of key industrial sectors, including automobiles and shipbuilding, have
set up innovation centers focused on IT integration.
China, a proven growth economy, expects
to combine its industrial and Internet advantages to pioneer a new industrial revolution.
Having the world’s largest manufacturing
economy, with the highest industrial output
in the world, China intends to build upon a
well-established infrastructure, and further
exploit domestic Internet capabilities that are
second in capacity only to the United States.

Internet-industry
integration
focuses
on grafting
innovative Internet
approaches
onto standing
industries
— a strategy
that requires
collaboration
between
governments,
academia, Internet
companies, and a
host of
major industry
players. >>

Of the top 10 global Internet companies
(by market value), China hosts three of
four companies for medium- and long–term
outlooks, and the country’s huge domestic
application market is driving a strong culture
of innovation.
China’s Ministry of Industry and Information Technology (MIIT), the national
organization responsible for regulating major industries, has made initial progress in
Internet-industry integration. In August
2013, MIIT released the Special Action Plan
on Boosting the Deep Integration of Informatization and Industrialization , listing
Internet-industry integration as a key task.
In June 2014, MIIT announced a list of 24
pilot enterprises. The industry also actively
responded to MIIT’s advocacy. In July 2014,
six organizations, including the former Academy of Telecommunication Research under
MIIT, set up the China Integration and Innovation Alliance of Internet and Industry
(CIIAII), dedicated to building a platform to
promote Internet-industry integration.

Expectations and Requirements

Internet-industry integration focuses on
grafting innovative Internet approaches onto
standing industries — a strategy that requires collaboration between governments,
academia, Internet companies, and a host of
major industry players. Governments and
academia must accelerate the pace of their
research and formulation of technical architectures, standards, and mechanisms, including laws and regulations. Using the same
guidelines, Internet companies and industry
players must focus on their respective tasks,
collaborate with old and new partners, and
make a sincere, concerted effort to drive innovation. In addition, a range of diverse
professional services must be defined, developed, and applied in key enterprises across
multiple industries to speed Internet-industry
integration.▲
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Industry 4.0 Solves Major
Manufacturing Challenges
for China and the World

| By Dr. Juergen Weiner and Dr. Wen-Syan Li, SAP Internet of Things/Industry 4.0 — China Initiative Co-Leads

A

s the world’s top manufacturing country, China now faces challenges such as increasing labor
and resource costs, a production paradigm moving from economies of scale to customization, and
increasing competition from re-industrialization in developed countries. As the world’s leading
business software service provider, SAP believes that insights from the sensors, data, and analytics associated
with the Internet of Things (IoT) can help optimize China’s industry structure and accelerate vital upgrades.
Clearly, these same IoT insights apply to any other country.
IoT for industry is sometimes referred to as the
“Industrial Internet” or “Industry 4.0.” Whatever
the name, this article describes the IoT’s key
opportunities for China based on three typical
applications and introduces a new IoT application.
Also explained is SAP’s IoT vision based on the SAP
HANA cloud platform, covering the IoT technology
stack.
The key IoT opportunities for China include:
• A faster transition from “Made in China” to
“Innovated in China.”

• An

optimization of industrial structure.
to the next level of intelligent IT.

• A leap

What’s Really New in IoT?

Sensors and Machine to Machine (M2M) communication have been around for many years, but they
have improved dramatically:
• Sensors are getting better and cheaper, and they
are omnipresent in any kind of new equipment on the
shop floor. In the past, automated data collection was
the exception; now it is getting to be the rule.

• Communication speed has increased so that
data flows between devices and systems in near
real time.
• Today’s standard protocols, such as OPC UA,
make connectivity cheaper and more reliable.
• Cloud technology in combination with
mobile devices provides visibility of information
any place and any time, even among partners in a
network.
These improvements enable a high degree of
connectivity between devices on the shop floor as
well as a much higher volume of collected data
than ever before. For better manufacturing, the
key is to take full advantage of this IoT data.
Smart, Flexible Production with Small Lot
Sizes at Low Cost
One use of IoT data is to enable the mass production of individualized products. At the
beginning of a manufacturing process, each
product has a unique identifier that allows an
oversight system to control how that product is
made.
The unique identifier is often stored on an
RFID chip on the product’s carrier. At every work
station the product passes through, the oversight
system tells the machine what to do, whether the
right tooling is installed, and whether the right
components are in place. The system can check
whether a production step was successful by
comparing the results of an inspection step with
the defined tolerances.
This type of production setup allows for small
lot sizes, all the way down to a lot size of one, at
low cost.
Smart Analytics and Real-time Analytics
IoT data also enables smart analytics for optimizing manufacturing processes. The data can
show what combination of process parameters
leads to good yields and good quality. The data
can also reveal the production issues with the
highest impact. For example, manufacturers can
identify the tool failures that have had the highest
cost or have led to the most severe delivery delays. These smart analytics become possible by
adding:

•

•

• Context or business information to the measurements from the shop floor.
• An understanding of the technical and business processes.
• A database such as SAP HANA that can manage a huge amount of data with finely tuned
mathematical and statistical algorithms in an
adequate timeframe.
One application of these elements is predictive diagnostics, including predictive maintenance or predictive quality. Based on historical data, manufacturers can identify measurement combinations that are indicators for machine breakdowns or quality issues. With this
knowledge, it is possible to predict in real time
when that situation is occurring again, thus
allowing corrective actions before the breakdown
or quality issue actually happens once more.
According to a recent research (ConMoto,
“Wertorientierte Instandhaltung,” year 2011 ),
maintenance costs in Europe in 2010 were EUR
450 billion (USD 616 billion). Where EUR
70 billion was the loss ascribed to ineffective
maintenance and 300 billion was addressable by
improvement. Traditional maintenance depends
on expert knowledge and is usually rule or
threshold based. However, this solution suffers
from inaccuracy and difficulties adapting to
changes.
Industry 4.0 promises better results when
more than 50 billion devices are connected and
zettabytes of data are being generated. Predictive
maintenance utilizes this data with advanced
machine learning to identify patterns and extract
knowledge from data.
For example, the SAP Predictive Maintenance
and Service solution powered by SAP HANA
harnesses the power of the IoT and M2M technology to analyze large volumes of operational
data and apply predictive insights in real time.
This solution can leverage sensors that monitor
equipment behavior 24/7 to predict malfunctions,
optimize asset maintenance and servicing, and
automate operations.
The solution enables Kaeser Kompressoren SE,

Sensors and M2M
communication have
improved dramatically.
These improvements
enable a high degree
of connectivity
between devices
on the shop floor
as well as a much
higher volume of
collected data than
ever before. For better
manufacturing, the
key is to take full
advantage of this IoT
data. >>
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one of the world’s largest providers of compressed air systems, to do real-time monitoring
of key parameters from each customer air
station against minimum and maximum allowed values. The parameters include power
consumption, operational availability and
safety, and compressed air quality. Maintenance planning can be closely aligned with
scheduled and current maintenance needs that
are determined by the operating conditions
of each air station. Machine health can be
predicted individually for each compressor.
The collected Big Data has also enabled Kaeser
Kompressoren refine service processes and
furnish valuable input for the development of
next-generation equipment.
This solution is innovative for its computational complexity combined with the scale
on which it operates. At Kaeser Kompressoren,
the solution collects thousands of real-time
data streams from customer air stations. The
Big Data scales into the terabyte range, and
the company analyzes and acts upon that huge
amount of data as part of routine operations.
Smart Objects with Digital Object Memory
In addition to tracking manufacturing and
test steps during production, smart products
will track changes throughout their entire life
cycle. This tracking information can identify
the components of a product, the transportation
used to move the product, any repairs made,
and under what conditions the product was
stored. Having this information available in the
cloud will ensure visibility for all parties, from
the producer to individual consumers.
At Kaeser Kompressoren, service engineers
can analyze real-time parameters of their products without having to visit the customer site.
This visibility accelerates the resolution of any
problem. With the comprehensive view the portal provides, customer service personnel have
become more proactive and more customeroriented, ultimately making Kaeser more competitive. Additionally, air station performance
reports generated by SAP HANA may be sent

•
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The IoT can equip
machines, facilities,
and trucks with
sensors and a
network. The
collected data can be
used in an application
such as SAP ERP to
adjust production
dynamically,
decrease energy
and resource use,
enhance safety, and
reduce downtime
through predictive
maintenance. >>

to customers, who can verify service performance against service-level agreements.

IoT in an Open and Connected World

Extending the concept of process manufacturing, it might be useful to think about “manufacturing” concrete at a construction site. Can
technologies such as the IoT help with this kind
of process?
If so, the potential is enormous. According
to a report on Chinese construction (The
Construction Sector in China, EU SME Centre,
02.09.2013 ), the country is building 1.8 billion
square meters per year of residential real estate
alone, which represents “more than one third
of all the buildings in the world, producing and
consuming 55% of the world’s cement.”
Concrete is produced in plants with storage
facilities and equipment to blend the raw
materials. The concrete must be produced at the
right time, loaded onto trucks, and delivered
on time. Industry 4.0 concepts apply to many
aspects of this process.
As shown in Figure above, the IoT can equip
machines, facilities, and trucks with sensors
and a network. The collected data can be used
in an application such as SAP ERP to adjust
production dynamically:
• To implement Just-in-Time (JIT) production, a concrete production plan is created
dynamically based on demand from construction sites. If abnormal concrete pump operation
is detected in the pump truck, the pumping
rate can be reduced, which results in a change
of the demand. On receiving the new demand
information, the concrete plant adjusts the
production plan. The delivery plan will also be
adapted to best utilize the resources.
• To improve energy management at the
concrete plant, the energy consumption of
devices in the plant can be visualized and suggestions made for energy-saving measures
based on cause analysis. For pump trucks, delivery routes can be optimized to minimize fuel
consumption.

Analysis

SAP HANA Platform
Monitor

Production Cycle
Time of Operation Records

Activation
Production Planning
Resource Consumption

GPS-Tracking
Logistics
Engine Monitor

SAP’s vision in
IoT is to deliver
a whole IoT
cloud platform
based on SAP
HANA, involving
the entire
ecosystem.
SAP’s main
focus areas are
the software
layers. SAP’s
partners support
solutions for
connectivity and
the hardware
layers. >>

Internet of Things Solution for Concrete Production at Construction Site
• To improve protections for on-site workers,
new safety rules can be created based on historical data collected by sensors. A real-time
monitoring system can advise the operator on
how to avoid potential risks.
This type of solution enables dynamic production adjustments, deceased energy and
resource use, enhanced safety, and reduction of
downtime through predictive maintenance.

Connecting Things

SAP’s vision in IoT is to deliver more than
island solutions. SAP wants to deliver a whole
IoT cloud platform based on SAP HANA, involving the entire ecosystem. SAP’s main focus
areas are the software layers. SAP’s partners
support solutions for connectivity and the hardware layers.
Data generated by the connected devices is
collected via carrier services on the SAP HANA
IoT Cloud Platform, which provides capabilities
such as cost-effective data storage (hot/cold

data, structured/unstructured data, and Big
Data) and predictive analytics. On this platform
SAP offers an open cloud application platform
to handle tasks such as device integration and
messaging, event processing, component reuse,
and device management. Data and process integration for both SAP ERP and non-SAP applications are supported.
The key trend of the industrial world is to connect things: devices, processes, and businesses.
IoT stands for increased connectivity and increased volumes of collected data — cheaper,
faster, easier, and better than ever before.
China in particular has huge opportunities
for the manufacturing industry to use the IoT to
improve production, accelerate industry transformation, and upgrade to overcome emerging
challenges such as increasing labor costs and
lack of resources. Predictive maintenance and the
IoT solution for construction sites can bring real
value to enterprises and enable improved manufacturing processes.▲
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directly to
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hybrids that
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Using IIoT to Create
Product-Service Hybrids
| By Yu Hongbiao, Senior Executive, Accenture-Greater China

T

he manufacturing industry is radically changing as the boundary between the physical and digital
world has blurred. Industry 4.0, a concept that promotes the computerization of manufacturing — and
includes the Internet of Things (IoT) and the Internet of Services — is gaining momentum globally. In
2015, Industrial Internet of Things (IIoT) technologies, represented by IoT and Big Data analytics, is greatly
impacting the business world by creating an environment for new service types and business models to emerge.

“Smart manufacturing” is a vision of the world in
which open networks connect people, information,
and machines. People and machines interact and
transact at unprecedented scales, and Big Data
analytics provide enterprises a way to respond to
complex, changing situations in real time. In a 2015
report, General Electric (GE) and Accenture estimated that by 2030, up to US$ 15 trillion of global
Gross Domestic Product (GDP) will come from
the Industrial Internet. Another study shows that
enterprise executives recognize the opportunities
that IIoT will bring, and expect it to begin altering
the competitive landscape throughout 2015. 89% of
respondents believe that enterprises that fail to adopt
a data analytics strategy this year — 2015 — will see
their market shares shrink and their growth slowed.
The conclusion is that the implementation of an IIoT
strategy, and the deployment of a technical platform
is critical to the bottom line and productivity of
every enterprise.
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Although China’s manufacturing leads the world
in total output, the signs of slowing growth and rising
labor costs are forcing an infrastructure upgrade
following the latest IIoT developments for smart
hardware and digitalized information systems. China
is rethinking its business models and creating new
goals for growing business and industry.

From Products to Product-Service Hybrids

By collecting and analyzing large amounts of machine
and sensor data, IIoT helps enterprises to dramatically
increase the efficiency of optimizing their assets and
operations.
Over the past 10 years, the cost of fuel has risen
an average of 19% per year. IIoT will allow, for
instance, airlines — for whom fuel is their single
greatest expense — to collect full flight data and to
use performance analytics to combine flight, weather,
navigation, risk, and fuel consumption data into a
holistic, real-time analysis with the goal of reducing

flight times and, with that, have a direct
impact on bottom-line savings.
Improved operational efficiencies are
only part of the benefits of IIoT. More
importantly, IIoT contributes to revenue
growth and the creation of new revenue
streams by leveraging value from intelligent, networked product-service hybrids
enabled to generate data for use in both
physical products and digital services.
Rather than focusing only on product manufacturing, enterprises are now able to
provide brand new services to build new
markets and diversify revenues.
A good example of this is the Michelin
Group, a leading tire manufacturer based in
Clermont-Ferrand, France. The company
has launched EFFIFUEL™, a new IIoTbased service designed to help truck fleet
managers reduce fuel consumption by up to
2.5 liters per 100 kilometers (0.66 gallons
per 62 miles) driven. Trucks outfitted with
engine- and wheel-mounted sensors collect
data on fuel consumption, tire pressure,
temperature, speed, and location that is
transmitted to a cloud server where the data
is analyzed by subject-matter experts who,
in turn, offer detailed recommendations to
fleet managers.
Deere & Company — the large agricultural equipment manufacturer based
in Moline, Illinois — and its partners
launched a precision farming solution that
collects and analyzes data to optimize the
selection of suitable farming land, and
accuracy of seed and fertilizer dispersion.
Product-service hybrids increase the
opportunity for enterprises to directly reach
customers. If enterprises only sell products,
their only interaction with customers may
be maintenance and repair inquiries. However, when enterprises sell digital services
in addition to physical goods, their communication with customers can only increase,
and the data obtained from digital services

IIoT has the power to
dramatically change the
competitive landscape.
Enterprises must harness
this power to secure their
respective competitive
positions in the marketplace,
by changing their mindsets and
exploring new product-service
hybrid business models. >>

helps enterprises gain operational insights
that increase efficiency and enhance customer loyalty.

Tasks for Shifting to ProductService Hybrids

Businesses that strive to lead their competitors by using digital technologies to
create new revenue streams understand that
inventing hybrid products and services is
not an easy task.
Accenture is recommending that Chinese
enterprises focus on the following tasks:
• Rethink value creation for customers
with an open attitude. Hybrid productservice business models are not achieved
overnight. Chinese enterprises must act
swiftly and adopt new models to stay ahead
of the competition, as they seek new cooperation with a variety of industry practitioners. Specifically, enterprises must
rethink what types of services they provide
that are most beneficial to customers in
relation to their own bottom line and
longevity. Enterprises must not merely
optimize specific product details when
shifting from products to product-service
hybrids, but rather, focus on responding to
unmet customer requirements and resolving
key business problems with innovative solutions.

• Establish a future-proof partner ecosystem. Few enterprises have all the capabilities and technologies required to
achieve product-service hybrids. As such,
enterprises must seek partners across
diverse industries to fulfill their shared
goals. In their co-operation with partners
and suppliers, enterprises must combine
the advantages that each element brings to
the value chain while using information
networks to explore potential markets.
• Build an IIoT platform. Enterprises
must invest in three types of capabilities:
Smart devices and applications, sensor data
processing, and industrial analytics. With
these capabilities in place, enterprises can
combine resources and data, in ways that
could not be done in the past, to create an
IIoT platform that integrates both IT and
Operational Technology (OT). Although
IIoT platforms are still early in their development, enterprise executives must prepare for the technological challenges that
accompany a step-change in interoperability, information sharing, and co-operation with partners.
• Focus on talent acquisition and
development. While phasing out some
traditional skills and competencies, IIoT
presents new demands and job requirements for the talent pool. Enterprises must
develop a workforce with diverse skills,
specifically in data science, software
development, hardware engineering,
testing, operations, marketing, and sales,
and expand their reserves of highly skilled
talent.
IIoT has the power to dramatically
change the competitive landscape. Enterprises must harness this power to secure
their respective competitive positions in the
marketplace, by changing their mindsets
and exploring new product-service hybrid
business models that will help them break
through new markets.▲
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Industry 4.0 is
set to change the
way we live and
see the world.
Are you ready
for a future of
fully networked,
intelligent
industrial
processes and
products? >>

| By Tian Qiming, Huawei Senior Solution Architect

A

n industrial revolution is taking shape around the globe. Known as “Industry 4.0” in Germany,
“Re-industrialization” in the United States, and “Industrial Intelligence” in Japan, this
revolution is redefining manufacturing by applying smart Information and Communications
Technology (ICT), such as the Internet of Things (IoT), to energy, logistics, and Internet of Vehicles (IoV)
enterprises.
Already, ICT vendors and traditional manufacturing enterprises in core industries are joining forces
to showcase new business models, which will attract more enterprises to make alliances. Governments
and international organizations are participating as well by promoting standardization and collaboration
across countries and industries and by addressing connectivity, IP-based equipment, mobility, data
sharing, and security schemes. Simply put, Industry 4.0 and its kin from around the globe are set to
change the way we live and see the world.

Enhancing Efficiency and Competitiveness

Although technology — including ICT technologies such as Big Data, cloud computing, and IoT —
play an important role in Industry 4.0, the fundamental driver is a strategy for improving the efficiency
and competitiveness of enterprises by resolving the fundamental challenges that plague multiple
industries.
Given the variety of production environments and techniques, raw materials, and specialized
equipment requirements for each industry, however, a one-size-fits-all solution will not be the answer.
Consideration must also be given to the specific operating requirements of each production environment.
For example, in steel mills, temperature sensors must accurately measure the condition of steel plates
and tooling in hot rolling processes in environment operating with temperatures reaching 2,100-degrees
Fahrenheit. Wired communication systems do not work at such a high temperature, making wireless
communication technology the only viable solution.
Oil refineries are an example where wireless signals are weakened because of the maze of metal pipes.
In such environments, wireless technologies featuring strong diffraction and penetration capabilities, for
example Huawei's enterprise Long-Term Evolution (eLTE) technologies, fit the bill perfectly.
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To provide the options most relevant to each
industry, equipment vendors must improve their
understanding of industrial environment requirements and develop the most appropriate technologies and products. Multiple vendors can then
combine their unique advantages to create feasible
solutions that suit industry characteristics and
satisfy specific requirements.
All Industry 4.0 solutions, however, must ensure
high resiliency over smart, connected networks.
This means that the system must support applications in enterprises of all sizes but can also be
quickly and dynamically optimized to respond
to changes. Solutions must build on standardscompliant, open architectures in which components
can be easily added or removed to meet the exact
demands in the production process. Modular processes, for instance, permit facility engineers to
assemble and re-provision their production equipment with Lego-like components.
By utilizing embedded systems, networks, cloud
data, and secure exchange technologies, Industry
4.0 details future, inter-connected factories to
collaborate. The expectation is that manufacturing
clusters will enhance competitiveness in the marketplace.
Huawei’s industry-specific solutions, including
Smart City, Smart Transportation, Smart Energy,
Smart Grid, and Smart Manufacturing, have
established solid track records in global markets.
By working with partners, Huawei has launched a
series of flexible solutions that are designed to be
replicated at scale.

Smart Manufacturing, Smart Mechanical
Engineering

Smart Factories are a key feature of Industry 4.0.
With networked, distributed production facilities,
Smart Factories are built to leverage Smart Production systems to manufacture goods more efficiently.
Smart Production, is a cornerstone of the Industry 4.0-Smart Factory concept, and includes the
incorporation of advanced logistics management,
man-machine interaction, and three-dimensional
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embedded
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details future,
inter-connected
factories to
collaborate. The
expectation is that
manufacturing
clusters will
enhance
competitiveness
in the
marketplace. >>

(3D) visualization technologies into production
processes.
The following characteristics will contribute to
making Smart Factories and Smart Production a
reality:
• Upgrades to existing machinery with networked
sensors.
• Deployment of hybrid wired and wireless
networks that break the barrier between production
and office environments.
• Comprehensive security assurances for networked machinery.
• Optimum use of the large volumes of data
generated by machines and production processes.
• Deployment of Big Data cloud platforms that
offer factory automation and analytics.
• Optimized production processes for improving
product quality, increasing production efficiency,
and ensuring production safety.

Huawei’s Smart Factory solutions deliver on
all fronts. Designed with multiple networking
technologies, the Huawei solutions enable efficient
wireless communication at both short and long
distances, while providing a hybrid, unified wired
and wireless foundation. The hybrid network facilitates efficient data exchange between machines,
and between machines and cloud data centers.
Huawei provides service-centric, scalable, and
integrated manufacturing cloud solutions that help
manufacturers to exploit the computing, storage,
and Big Data analytics capabilities within the ICT
infrastructure.
Mechanical engineering — another strategic
component of the manufacturing — is in the
process of shifting to a service model by providing engineering design and assistance as a
professional service to customers. By 2016,
China’s mechanical engineering service market

Huawei’s Smart
Factory solutions
are designed with
multiple networking
technologies
to enable
efficient wireless
communication
at both short and
long distances,
while providing
a hybrid, unified
wired and wireless
foundation. >>

is expected to reach US$ 160 billion. Currently,
worldwide, mechanical engineering services
account for up to 70% of all revenue from manufacturing in the developed economies of the
United States and Western Europe. In the AsiaPacific region, led by China, mechanical engineering services are achieving 30% of the total
manufacturing revenue.
Predictive maintenance is also forming a
large part of an industry shift to manufacturing
services. The efficiency of outsourcing predictive
maintenance is gained by reporting real-time
engineering information, including location,
running data, and status, to maintenance centers
against baseline data sets for fault-modeling and
failure analysis.
The key to predictive maintenance is real-time,
efficient data collection and network backhaul
capacity. In China, though most mechanical engineering machinery is already integrated with GPS
positioning functions for simple data collection,
an effective predictive maintenance solution requires enhanced real-time data transmission to improve the longevity of manufacturing production
equipment.
Huawei brings the expertise to interconnect
all relevant networks related to predictive maintenance, including sensors for machinery, telematics for engineering vehicles, wireless carriers,
and local area networks for mechanical engineering sites. In addition, Huawei offers a unified
IoT management platform that ensures reliable
data connections between equipment, sensors, and
servers.
Huawei and its partners are dedicated to developing innovative application platforms for mechanical engineering enterprises, helping to accelerate the shift from “production-centric manufacturing” to “service-centric manufacturing.” With
contemporary cloud platforms in place, manufacturing enterprises are able to benefit from a
variety of services that include performance monitoring, system health audits, fault diagnosis, smart
maintenance, training, and production work-flow
processing.
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Energy Production, Efficiency, and HSE
Management

Production accidents and hazardous material
spills, in the oil and gas industry especially, can
cause great bodily injury, property losses, and
long-term environmental damage. A best-practices
remedy for mitigating the number and size of
such accidents are the rules and processes in the
use of enterprise-grade management systems such
as the Health, Safety, and Environment (HSE)
management solution offered by Huawei. As IoT
technologies mature, data acquisition costs for
sensors and communications will decline and
further encourage the utilization of HSE-related
market solutions.
The oil refineries generate large amounts of
wastewater and waste gas during production
and routinely discharge toxic, flammable, and
explosive fumes that endanger lives and reduce
production efficiency. To ensure production and
pipeline safety, the industry must transition from
manual prevention approaches to automated solutions that better mitigate risk.
For example, midsize oil and gas companies
are now often constrained to manual measures
for assessing the wall thickness of its pipeline
sections once each month. For high-risk pipeline
sections, more frequent inspections are required,
and manual preventive maintenance approaches,
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by their very nature, are inefficient, error-prone,
and labor-intensive. The wide-scale introduction
of IoT is organized to make routine pipeline
inspections orders of magnitude easier because
of improved measurement accuracies, workload
reductions, and prevention of safety risks that
are easily missed between overly extended measurement cycles.
The detection of hazardous toxic gases is also
critical to mitigating risks. With properly calibrated detection equipment in place, personnel
can be alerted to the dangers in near-instantaneous
time frames, thereby reducing the incidence of
equipment failure and bodily harm. The point is
to program known issues into system alerts that
can be promptly resolved to prevent the escalation
of small problems into large-scale environmental
disasters.
Huawei’s Smart Factory solutions employ IoT
and 4G mobile communication technologies to
comprehensively monitor petroleum production
and storage facilities. By enhancing the collaboration between operation and production teams, the
Huawei solutions deliver a wide range of benefits
that include reduced costs, increased efficiency,
mobile operations and management, and coordinated responses to dangerous circumstances.
The Smart Factory solutions incorporate three
logical layers:

• The Application Layer handles environmental
monitoring, operations management, and collaborative scheduling. This layer includes both IoTrelated applications (such as HSE management,
waste monitoring, and preventive maintenance)
and collaborative scheduling applications that rely
on wireless broadband trunking dispatch, video
surveillance, and personnel position systems.
• The Network Layer supports a variety of
services while fulfilling real-time security requirements. Huawei offers enterprise-grade, accesscontrolled 4G network solutions for devices and
sensors. Huawei’s innovative LTE-M technology
enables energy-efficient Wide Area Network
(WAN) coverage that addresses weak coverage
issues caused by factors such as pipeline density
and other physical structures that generate cochannel interference.
• The Device and Sensor Layer feeds audio and
video data backhaul from remote sensor networks.
The Huawei solution also supports WirelessHART,
ISA100, and WIPA, each of which has been devised to protect legacy enterprise investments.

IoV: Vehicle Control Networks and
Telematics

The Industry 4.0 worldview anticipates a significant impact occurring on people’s lives and
works, including both IoV and wearable computing applications. In the case of IoV, many
vehicles are now equipped with GPS systems that
upload the vehicle position to data centers via a
GPRS or 3G networks. In the future, interactions
between vehicles, roads, drivers, and sensor devices will become routine, and the sharing of such
information, even information about ambient environments, will become commonplace. Information collected from diverse sources, processed,
computed, shared, and released using secured information platforms will provide advanced guidance and supervision for vehicles.
Huawei has partnered with government
agencies, telecom carriers, and vehicle makers
to advance IoV technologies. For instance, in
October 2014, Huawei and Dongfeng Motor

Corporation, China’s leading vehicle manufacturer, signed a cooperation agreement for vehiclemounted electronics, IoV applications, and futureproof telematics products and solutions. Huawei
and Dongfeng have agreed to a three-stage progression:
• Phase I: Huawei will develop a series of
infotainment systems and services, and provide
powerful smart interconnection capabilities,
and incorporate these offerings into Dongfeng
Fengshen AX7 vehicle models. The infotainment
system will come with a High-Definition (HD),
9-inch touch screen and connect to smart devices
(i.e mobile phones and tablets) via wired and
wireless connections.
• Phase II: Huawei and Donfeng will cooperate
in future telematic developments to link vehicles
with people, vehicles with vehicles, and vehicles
with cloud data centers. The partnership aspires to
converge intra- and inter-vehicle networks with the
(5G) mobile Internet.
• Phase III: Huawei and Dongfeng will collaborate to develop smart, autonomous vehicles
able to drive themselves.

Huawei plans
to establish an
engineering center
in Munich, Germany
to leverage German
advantages in
talent, technology,
and R&D. The new
center is intended
to improve
Huawei’s expertise
in assembly
manufacturing;
silicon photonic
manufacturing;
automation and
smart robotics;
testing; and realtime supply chain
management. >>

Huawei German Engineering Center

On October 10, 2014, China and Germany announced the Action Outline for China-Germany
Cooperation, issued after a third round of discussions on inter-governmental cooperation .
Guided by the Action Outline , the two countries
will collaborate in “Industry 4.0,” which is the
expected model for future China-Germany industrial cooperation.
In response to the Action Outline , Huawei
plans to establish an special engineering center in
Munich, Germany to leverage German advantages
in talent, technology, and R&D. The new center
is intended to improve Huawei’s expertise in assembly manufacturing; silicon photonic manufacturing; automation and smart robotics; testing;
and real-time supply chain management. Huawei
will continue to work with industry players in both
countries to support the Germany’s Digital Agenda
2014-2017 and Industry 4.0 strategies.▲
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Building smart
factories based
on Industry
4.0 principles
requires
intelligent
sensors, robust
data storage with
rapid search
and retrieval,
refined Big Data
analytics, secure
communication
networks,
and robots
that perform
operations with
the dexterity
of human
workers. >>
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Smart Factory, Intelligent
Manufacturing

| By Chen Youjun, General Manager, Huawei Manufacturing IoT Domain

In the age of Industry 4.0, manufacturers are
expected to invest far more in smart factories
than in general industrial fields. Those who
invest will be generously rewarded with improved
project profitability. >>

A

s a core component of Industry 4.0, a smart factory incorporates intelligence in design, manufacturing, equipment, business, and operations. This article looks at a few of the technologies and
components required to implement this intelligence and describes Huawei’s Smart Factory Solution,
which brings together many of the necessary systems.

At the lowest level of the smart factory, intelligent
sensors provide digital information along with antiinterference capacity and bi-directional communication that enables remote calibration between sensor
units. These sensors enhance flexibility in production
by enabling remote, dynamic adjustments at threshold
values, which frees personnel from making the adjustments at each manufacturing work station. Intelligent
sensors must function reliably in adverse production
environments, which impose stringent requirements
on their packaging materials and environmental isolation.
Interconnecting these devices reliably with higherlevel control systems is crucial to achieving smart
factory success. Machine-to-Machine (M2M) data
communication improves equipment utilization, and
industrial Ethernet and radio interfaces are gradually
being adopted as a supplementary communication
method to wired networks. This trend has tested
the technical strengths of enterprises in a variety of
fields, including network infrastructure, system data,
and communication security.
The juxtaposition of production data with data on
consumer behavior (purchasing and venue choices,
for example) leads to a need for Big Data analytics to deal with constantly changing demands.
Intelligent systems support decision-making, production adjustments, and manipulation of the information flows to efficiently produce high-quality,
personalized products. The massive amounts of data
generated during this hyper-connected production
process give rise to “production data clouds” for use
to continuously report upon status and accept policy
revisions. Manufacturing solutions are devised to
harness the power of these data clouds to further
improve R&D, production, operation, marketing,
and management.

Huawei’s Smart Factory Solution

•

LiteOS and LTE-M for Building IP-enabled Smart
Manufacturing Devices
Because thousands of process controllers and production tools can be involved in making a smart factory, it is expected that huge amounts of monitoring
data and control parameters need to be collected and
transmitted in real time without interruption. The networked system must analyze production data, identify patterns, tabulate factory-wide schedule adjustments, and control each link in the production line.
Updating existing manufacturing devices with IP
capabilities and smart attributes is the key to building
a smart factory.
Huawei provides two essential types of components
for building IP-enabled smart manufacturing devices.
The hardware component is a low-cost, low-power
consumption eLTE chip designed to suit Internet of
Things (IoT) requirements, and the software component
is LiteOS, a lightweight open-source operating system
that supports terminals running on the IoT.
LiteOS offers the following advantages for users to
build an open-source IoT ecosystem:
• Effectively addresses common issues faced by
manufacturers in interconnection and security. Provides
multiple types of easy-to-use service profiles.
• Low-profile system capable of precise, real-time
processing and minimal power consumption.
• Provides a comprehensive application development tool that incorporates Integrated Development
Environment (IDE) functions for development, debugging, and release.
• Provides air interfaces — consuming little power
and requiring minimal bandwidth for M2M communication — over LTE-M narrowband cells. The interfaces provide secure, reliable, and extensive coverage
and can be flexibly deployed.

• LTE-based Network for Wired and Wireless Convergence

The Huawei Smart Factory solution fully supports the characteristics of existing networks in factories. Utilizing the company’s
strengths in LTE technologies, Huawei is helping customers build
ubiquitous networks that provide converged wired and wireless
connectivity.
The LTE system provided by the Smart Factory solution uniformly carries a variety of services that help manufacturers maximize their investment in network infrastructure utilization.
By providing factory-wide coverage, LTE helps reduce upfront
capital costs in the move to Industry 4.0 while also minimizing
ongoing maintenance costs. The high bandwidth and multi-service
support delivered by LTE allow manufacturers to innovate new
services such as wireless meter reading and mobile inspection that
affect the overhead necessary to support the in-house preventive
maintenance program.
The Huawei Smart Factory Solution uses integrated switches and
control platforms with both wired and wireless capabilities. Both
network types share security management policies that allow the
converged LTE network to seamlessly integrate with any existing
network. A unified Network Management System (NMS) is used to
simplify network deployment.
Dealing with Big Data for the Smart Factory
After the data payload in a smart factory has reached a certain order
of magnitude, a variety of Big Data services and applications can
be launched to mine the data. Typical examples include procurement order management, operational forecasting, and marketing
campaigns.
“Big” factory data, effectively utilized, is able to significantly
improve the efficiencies throughout the facility: engineering,

•

production, warehousing, distribution, and sales, at a significant
reduction relative to today’s costs. For one example, just-intime inventories have a direct, positive impact on supply chain
optimization by interconnecting of sales-, sensor-, and supplierdatabases to track inventories and pricing. The result is that
manufacturers save money by improving the accuracy of predicted
demand across their global markets.
Huawei’s Service-Driven Distributed Cloud Data Center (SDDC 2) architecture provides the capabilities needed to manage
and utilize the Big Data associated with Industry 4.0. The major
components of the architecture include:
• FusionServer: High-performance, highly scalable computing
resource.
• OceanStor: Converged storage for Big Data that makes businesses more agile.
• FusionSphere: Unified cloud operating system with horizontal
integration of IT operations and management.
• FusionInsight: Enterprise-level platform for implementing Big
Data analytics.
• ManangeOne: Management platform for automated factory
management.

Promising Returns for Confident Manufacturers

Industry 4.0 is revolutionizing manufacturing by gradually moving
from closed systems to partially-open systems and then, ultimately,
to completely open systems. As industry progresses through these
phases, observers expect that the manufacturers who invest the
time and money into smart factories will reap the higher rewards
owing to the advantages of reduced costs for labor, productivity
gains, and improved customer experiences.
Huawei is committed to helping manufacturing enterprises
achieve their smart factory goals. Major ICT products and solutions
provided by Huawei include intelligent terminals, ubiquitous
network connectivity, and the SD-DC2 architecture. By deepening
cooperation with application vendors and major industrial
partners, Huawei is able to help enterprises construct networked
manufacturing systems that are fast, reliable, and secure.▲
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Building Robust Power Grids
with ICT Technology

| By Xiao Shichang, General Manager, Huawei Energy IoT Domain

T

oday, advanced ICT technologies enable electric power providers to build robust power grids that
combine advanced sensing, measurement, and control methods that enable smarter operation and
management. Unlike conventional power grids, smart grids fully employ a range of information and
communications technologies, such as high-speed, two-way channels that are reliable, secure, cost-effective,
efficient, and environmentally compatible.

Countries around the world grasp the strategic
significance of smart grids for upgrading power and
transmission networks. In the United States, electric
power utilities have acknowledged the importance of smart grid construction to boost economic development, and power industry think tanks
are actively promoting the deployment of nextgeneration grids engineered to work with a variety
of different control devices. The European Union
also has plans to build a super smart grid that uses
various types of renewable energy sources, such as
wind and solar power, to provide electricity to their
consumers. China plans to construct a smart grid
that meets the requirements of a rapidly developing
economy and helps promote urbanization.

Smart Grid Trends

• Sustainable development: Large-capacity, energy
storage devices are increasingly available for the
commercial deployment of renewable energy
sources, such as wind and solar power, for distributing electricity on existing grids. These renewable
energy sources guarantee a secure, sustainable,
clean, and efficient supply of electricity. Largecapacity energy storage devices also promote the use
of electric and plug-in, hybrid electric vehicles that
address challenges in climate change and economic
growth.
• Intelligent production: Intelligent sensors and
controllers embedded in grid equipment enable
device status monitoring in real time. These components allow grid equipment to perform selfidentification, self-diagnosis, and interactive assessments. Heuristic algorithms and smart analytics
enable sensors and controllers to intelligently schedule and control power grid operations.
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• Fully connected grid: Service processes and
systems on a fully connected smart grid detect and
communicate with each other. Intelligent temperature regulators, smart switches, and monitoring
appliances are built to recognize certain types of
human behavior and, in some cases, infer intention.

Unlike conventional
power grids, smart
grids fully employ a
range of information
and communications
technologies, such
as high-speed, twoway channels that are
reliable, secure, costeffective, efficient,
and environmentally
compatible. >>

The implementation of smart grid interconnections
is helping to create a fully connected world in which
devices and people more closely interact with each
other.

Smart Grid Technologies

ICT technologies enable the distributed transmission,
computation, and control of smart grid services
through the use of a shared information-sensing
model — as the connection of smart sensors between
various devices and facilities creates a unified information service bus. Smart grid operators then
integrate and analyze grid information for the purposes of reducing costs and optimizing the management of grid operations.
In power generation, high-quality and highprecision sensors and control systems are critical to
ensure the efficient operation of wind farms. Secure
and reliable communication networks are needed
to collect real-time operations and weather data of
wind generator sets. By adopting Passive Optical
Network (xPON) technologies, a communication
network deployed for wind power operations is able
to support a number of data interface types, such
as PON, Fast Ethernet (FE), and RS232/485. These
data networks provide the necessary foundation for
real-time monitoring of production activities in wind
power plants.
The real-time analysis of data for power transmission lines and voltage transformation facilities
are improving the location and diagnosis of transmission line faults. A large capacity, low latency
Hybrid Multiple-Service Transmission Platform
(MSTP) forms the backbone network for the power
grid, and provides real-time visibility into the
entire grid. The Layer 2 static multicast function
provided by the Hybrid MSTP enables information
exchange between multiple line protection points,
with extremely low delay and low jitter for the relay
protection service, and also greatly improves the
stability and self-healing capability of power grids.
Advanced xPON technologies are being used
to build out communication networks for power
distribution in newly constructed urban areas. xPON
technologies provide a variety of services, such as
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online warnings, real-time monitoring, and fast
fault location and self-healing — which, all
combined, greatly reduce line-loss outages and
improve power supply stability. Besides xPON
technologies, modern LTE technologies are
used to communicate with power distribution
terminals in areas that cannot accommodate
optical fiber. LTE technologies also feature high
security and confidentiality — both of which
are critical resources for large-scale Distribution
Automation (DA) networks.
Within the electrical grid, broadband Power
Line Communication (PLC) technology provides the channel for connecting monitoring
and control terminals to IoT gateways that
include rich interfaces for implementing bidirectional high-speed interconnection between smart meters, sensors, and controllers.
Additionally, IoT gateways are the integration
point for distributed applications — for remote
management of electricity consumption and
better energy efficiency — over the open
Machine-to-Machine (M2M) platform. Other
wireless communications technologies, such as
LTE-M, Radio Frequency (RF), and ZigBee,
enable automatic meter reading services, improving customer retention and operations efficiency.

Huawei Smart Grid Solutions Enable a
Better Connected Grid

Leading global ICT solutions provider, Huawei,
has developed a variety of smart grid solutions
that interconnect all power generation sources
and distribution links in an electric power
system. These solutions help customers build
fully-connected, functionality-rich grids that
include: (1) comprehensive identification and
active monitoring of electricity infrastructure
equipment, personnel, and micro-environments
via sensing devices; (2) reliable real-time data
transmission via the communications network;
(3) background service systems that perform
intelligent analysis and management, and;
(4) collaborations between service systems that
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ICT technologies
enable the
distributed
transmission,
computation, and
control of smart
grid services
through the
use of a shared
informationsensing model —
as the connection
of smart sensors
between
various devices
and facilities
creates a unified
information
service bus. >>

enable concurrent sensing and control feedback
between smart components and external, nonnetworked components.
• xPON communication solution for wind
power grids: Using highly reliable, secure
broadband optical communication networks,
xPON technology is used to carry data reported
by the wind generator monitoring system and
to return control instructions to the wind farm
generators.
xPON communication networks use a variety
of topologies, including rings, chains, and trees.
xPON technologies improve the utilization of
optical fiber resources and are an ideal choice
for extending the coverage of communication
networks for wind power plants by supporting
50 ms-level protection switching and 1+1
(redundant) protection for links between stepup substations and wind generator sets for
improved reliability.
• Power transmission and transformation
communications network solution: Delivers up
to 8 Tbit/s of bandwidth for delivering multiple
transmission services. The Huawei solution
supports both IP and TDM communications,
and meets all requirements for evolving mixedmode networks to all-IP networks.
In addition, electric power companies have
the choice to adopt cost-effective cabling methods such as Optical Fiber Composite Overhead Ground Wire (OPGW) and All-Dielectric
Self-Support (ADSS) solutions that reduce the
construction costs associated with burying fiber
optic cable. MSTP equipment and OPGW/
ADSS cables establish communication links
between substations, as well as between substations/power plants and dispatch centers
(control centers), to carry basic services.
Huawei offers two build-out models, Hybrid
MSTP+IP and OTN/WDM+IP, for scenarios
requiring basic electricity services and IP services.
• DA communication solution: To meet
the communications requirements of modern
power-grid management applications in any en-

vironment, Huawei has developed a variety of
specialized Distribution Automation (DA) communication solutions.
xPON DA communication solutions are provided for Central Business Districts (CBDs) and
high-tech industrial districts regardless of the extent of DA construction and optimization in the
power grids. By constructing complete power
distribution communication networks, electric
power companies can gradually implement online
warning, real-time monitoring, fast fault location,
and incident rectification to improve the quality
of the power supply, and to reduce the rate of
power failures and line losses.
For established urban areas where terrain and
existing buildings make fiber impractical or
too costly, Huawei has developed a specialized
LTE wireless communications solution with the
bandwidth, redundancy, and security needed
for reliable power DA. This wireless solution
provides an end-to-end network platform, from
the power company to the customer, that is also
easy to deploy and expand.
• Advanced Metering Infrastructure (AMI)
solution: Helps electric power companies implement intelligent meter reading, line loss analysis,
and remote terminal control. By strengthening
customer interaction, this solution helps to retain
customers and improves the quality of the power

supply. Other benefits include energy savings
and emission reduction, enhanced operational
efficiency, and lower operating costs.
Huawei’s AMI solution provides mature and
reliable communication modules, including PLC,
RF/ZigBee, and GPRS. These modules help
build an access and communications network
with integrated wired and wireless coverage for
large numbers of intelligent electricity terminals
in any scenario. Huawei’s proprietary Hi-PLC
communication module with IPv6 support implements Orthogonal Frequency Division Multiplexing (OFDM) technology for 10 Mbit/s
throughput and a meter reading success rate of
100%. This industry-leading M2M architecture
easily accommodates growing demand for future
electricity consumption. Software Development
Kit (SDK) interfaces support advanced application development for enabling electric power
companies to offer an even wider variety of
diverse services to customers.
In addition, LTE-M chips deliver outstanding
performance and value with low power consumption (with battery-lives up to 10-years), low cost
(unit price < US$ 3.00), penetrating coverage (20
dB lower than intra-frequency GSM), and high
reliability. As LTE-M chips become mature and
commercially available, they will transform the
landscape of remote meter reading.▲

Huawei’s
AMI solution
provides mature
and reliable
communication
modules, that
help build an
access and
communications
network with
integrated wired
and wireless
coverage for
large numbers
of intelligent
electricity
terminals in any
scenario. >>
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The proliferation
of IT in vehicles
has entered the
Internet Age in
fragmented bits
and pieces of
incompatible IPenabled devices.
Huawei’s IoV
Connection
Management
Platform
provides a
simple yet
powerful solution
for bringing
the benefits
of diverse
ICT products
to everyday
travelers. >>

IoV: Paving the Way for a Faster,
Safer, Richer, Greener Ride
| By Fan Yuke, General Manager, Huawei IoV Domain

W

hile intended to improve vehicle operations and enrich the driving and riding experience, the
Internet of Vehicles (IoV), the latest instantiation of the Internet of Things (IoT), has introduced a
significant level of management complexity. An IoV-enabled vehicle is equipped with numerous
onboard terminal devices and sensors for collecting and sharing data within the vehicle, and externally among
other vehicles, people, roadways, and applications. Managing these sensors, interfaces, and wired and mobile
communications with public Internet and cloud computing applications creates a formidable challenge. Huawei
has designed a comprehensive solution — a versatile platform that’s both connected and private — to unify
and tame the IoV.

Security and QoS Challenges

Since the 1960s, the automobile industry has
embraced sensor technologies — from simple monitoring of oil pressure and fuel levels to sophisticated fuel injection, anti-lock braking, and air bag
systems — all enabled by embedded microprocessors in constant communication with specialized
sensors.
Today, the automobile is a rich platform for IPbased features that provide advanced controls to
drivers and passengers for safety, entertainment,
navigation, and more. We live in an age where
driverless cars could become commonplace and
transforming personal mobility beyond anything
imaginable only a generation ago.
Such fantastic possibilities bring ICT challenges
unique to vehicles — both as mobile devices and
complex machines with multiple subsystems and
hundreds of onboard sensors and terminal devices —
interacting with their human cargo, other vehicles,
networks and applications, outer surroundings, and
posing significant risks due to their mass and speed.

Complex Communications

IoV solutions must address a much broader range of
communication issues than faced by phones, tablets,
or PCs, as information shared among onboard
systems to support vehicle operations will also be
shared between drivers in different vehicles, GPS,
and an ever-increasing host of onboard and cloudbased services.
Consider the three types of communications and
their associated protocol standards:
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Huawei’s IoV
Connection
Management
Platform provides
a secure, resilient
networking solution
for managing
the convergence
of intelligent,
onboard vehicle
management
technologies
with both public
and private LTE
communications. >>

• Onboard wired — Follows Controller Area
Network (CAN) bus standards accepted globally by
automobile manufacturers.
• Short-range radio — Includes Radio Frequency
Identification (RFID), used for connecting wireless
devices and for applications like toll collection and
payment of parking fees.
• Various long-range mobile — Includes Wi-Fi and
Dedicated Short Range Communications (DSRC),
used for fleet management and membership or car
club communications, and mobile communications
technologies such as General Packet Radio Service
(GPRS), 3G, and LTE/4G.
By protocol type, wired communication methods
include CAN bus, twisted pair, and USB; radio
communications include GSM/GPRS, CDMA2000/
WCDMA/TD-SCDMA, LTE, WiMAX, Wi-Fi,
DSRC, Ultra-Wideband (UWB), Bluetooth, Infrared
(IR), and satellite communication. Each must be
supported, along with new standards and communications types.
Storing, accessing, and sharing data is also required, from unstructured, machine-generated data
to various formats defined for GPS, VoIP, texting,
Internet browsing, and secure communications.

Security Concerns

As vehicles become smarter and more connected,
securing them against data errors and theft becomes
a critical challenge. From personal communications
to vehicle control and management information, the
risks are numerous and the consequences a threat to
life and property.

Security methods vary from point-to-point to
multipoint communications and must be implemented
for the various wireless technologies used for shortand long-range communications. As an example,
sensitive data requires data encryption; that for added
safety, includes a time-out based authentication
step for accessing vehicle management and control
functions.
Meeting both functional and performance requirements of comprehensive and granular security for
the various communication types is critical to the
evolution of IoV, and driverless cars in particular.

Huawei’s IoV Connection Management
Platform

To address the complex needs of truly Internetenabled vehicles, Huawei introduces the IoV Connection Management Platform (CMP). Support for
onboard sensors and terminals include:
• Management of all onboard devices, including
hardware and firmware upgrades, remote maintenance, and data management.
• Real-time fault diagnostics and alarms, plus
dynamic performance management for terminal devices.
• Interfaces and data management for roadside
systems such as cameras and IP-based toll collection
systems.

To accommodate different onboard and wireless communications and protocols, the CMP
implements application-layer protocol conversion supporting Message Queue Telemetry Transport (MQTT), Constrained Application Protocol (CoAP), and Simple Internet Protocol
(SIP) for interfacing with the Internet of Things
(IoT). Additionally, intelligent device and sensor
addressing ensures that every onboard terminal
is assessable to Third-Party Equipment Service
Provider (TSP) platforms.
The CMP security module supports registration
and authentication for onboard terminals and,
separately, for wireless access to password-protected applications and services. Permissionbased access rights secure data stored by onboard
terminals, as well as personnel and vehicle information.
Access and QoS modules provide flexible access
controls, avoid resource conflicts, and manage resources and performance based on QoS levels established by user, device, and service.
By supporting responsive, secure communications
between disparate onboard systems, and among
vehicles, roadways, people, and applications, the
Huawei CMP enables precise and secure data
sharing to bring the Internet of Vehicles from concept to reality.▲
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Intelligent
industries
will use smart
platforms and
networks to
coordinate
industry chains
and integrate
the efforts of
humans and
machinery. >>
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Smart Factory Solution for
the Modern Age

| By Wang Chao, Manufacturing Industry Marketing Manager, Huawei Enterprise Business Group

I

nternet connectivity is becoming the driving force behind modern manufacturing, and Huawei’s new
Smart Factory Solution, with its innovative ICT technologies, is at the forefront.
In this new model, fully connected intelligent industries are redefining the landscape of traditional
manufacturing, connecting manpower, application systems, and intelligent machinery at unprecedented rates.
Ultimately, they will create an era of agile, networked manufacturing.

ICT technologies, represented by the mobile
Internet of Things (IoT), cloud computing,
and Big Data, are rapidly penetrating
sectors of the manufacturing industry that include office work, Research and Development (R&D),
production, sales, service, and
supply chains.
ICT connects technologies
and manufacturing businesses. It
seamlessly integrates cloud computing, by creating collaboration between cloud service flows; platforms, with
full-connectivity for management and Big Data
analytics; networks, to empower horizontal coordination across industry chains and vertical humanmachine integrations; and a massive number of
intelligent robots.
Value networks connect the upstream and downstream phases of an industry chain such as R&D,
production, sale, service, partner, and customer.
Solutions that include coordinated R&D, outsourced design, Online-to-Offline (O2O) integrated marketing, and the intelligent Internet of
Vehicles (IoV), will promote the transformation of
manufacturing industries from phase-oriented to
holistically-managed over each business and technical life cycle.
Solutions that integrate industry clouds, agile
networks, and intelligent devices will bridge the
information gap between intelligent robots, people,
and data. A more efficient and precise, smart factory
can be created by coordinated production line
control, intelligent production maintenance and
operation, and sophisticated energy management
solutions.

Vertical Integration of Production Data

Production management and quality control
have always been critical to manufacturing
enterprises. By extending the coverage of
intelligent networks to every industrial
robot and every material item, smart
factories will position items precisely
in physical space, and illustrate
optimal production paths, operating
maps, and provide device status reports
to management staff in real-time. New,
intelligent communications devices must be
built to meet these requirements. Here are some
examples.
• Wired and wireless industrial gateways will
immediately collect production data such as device
status, fault alarms, and precautions. In conjunction
with intelligent analysis systems, these gateways
will identify and notify manufacturers of potential
risks, and initiate proactive maintenance protocols.
Intelligent analysis will also enable greater flexibility
on production lines and help product quality management through automation.
• Radio Frequency Identification (RFID) numbers
will be used to automatically identify raw materials
and record information such as warehouse and production line positions, processing quality, and cycle
times.
• Huawei’s eLTE + WLAN network transmission
platforms are valuable in many ways. For instance,
looking at a high-duty steel, continuous annealing
production line, eLTE and WLAN low-latency transmission technologies deliver production parameters
such as the travel speed of steel sheets, hydrogen
flow rates, and changing furnace pressure. The rolling
steel FusionCube-resident data processing application

adjusts hydrogen flow rates in real-time, reduces
the production control cycle from one minute to
six seconds in order to meet measured technical
production and quality targets.
• Virtual factories perfectly combine the virtual
and real worlds. Huawei’s 3D Virtual Factory
Solution helps manufacturers relocate traditional
production service systems to the cloud. The data
of each service module is centrally stored and
intelligently associated, which ensures data security
and promotes data sharing.
• Graphics Processing Unit (GPU) pass-through
processing technology generates real-time imagery
equal to the expectation of standard digital graphics
workstations. By using embedded platform designs,
industrial interconnection gateways are able to
transmit stored process models and dynamically
adjust production parameters to meet product quality standards.
• Big Data analytics platforms collect real-time
data and compare it to historical data to analyze
current conditions. Enterprises can then plan production more intelligently, respond quicker, and
create dynamic schedules. Huawei’s FusionCube
intelligent analysis platform is built to facilitate
flexible production and automated management of
product quality.

Horizontal Collaboration across Industry
Chains

By coordinating and crowdsourcing, horizontal
collaboration is bringing unprecedented changes to
traditional manufacturing.
• A cross-enterprise, converged WAN eliminates
the need to physically isolate internal and external
networks. New network architectures ensure
the timely sharing of large files, such as design
drawings, across departments and between partners.
The capability to define WAN security policies
facilitates allow for smooth R&D collaborations
and resource-access within individual enterprises,
and across entire industry chains.
• A high-end firewall delivers throughput of
up to 1 Tbit/s, which ensures the security of enterprises’ core information assets and the speed

Solutions that
integrate industry
clouds, agile
networks, and
intelligent devices
will bridge the
information gap
between intelligent
robots, people, and
data. >>

at which enterprises can exchange information.
By constructing shared R&D cloud platforms and
remote virtual desktops, enterprises can attain comprehensive information sharing, and prevent their
digital assets from being released to unautho-rized
networks or partners.
• Cloud platforms are bringing positive changes
to marketing and procurement in manufacturing.
The cloud provides O2O interactive user experiences that enable fast responses to massive numbers of concurrent user requests, and helps manufacturing enterprises promote their products, integrate online and offline resources, and pinpoint
sales and marketing efforts with fast, vivid graphics
and smooth, streaming video.
• Smart IoV components — “mobile terminals on
wheels” by any other name — are typical examples
of horizontal collaboration across at least two large
industries. Through intelligent networks, the smart
IoV platforms will be enabled to establish vehicleto-vehicle, vehicle-to-road, vehicle-to-people, and
vehicle-to-enterprise connections — which, all
combined, will form the arteries and veins of our
maturing Smart City solutions.
• Onboard terminals and ubiquitous mobile
networks will collect vehicle information in realtime and transfer said collected information to
the IoV host for intelligent analysis and response.
Drivers can expect to obtain IoV services to help
improve their driving habits and consumption of
energy. Governments will coordinate transport
planning and traffic management based on massive,
continuous vehicle data. Insurance companies will
provide custom services to the IoV community of
drivers.

Agile Manufacturing

The Internet is gradually penetrating various
industries, connecting previously isolated production components to form fully connected ecosystems. Huawei Smart Manufacturing solutions, and
its subsystems, are designed to help manufacturing
enterprises bridge the information gap by building
intelligent, efficient, precise, and agile factory
systems.▲
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After collecting realtime data about
manufacturing
processes, a virtual
factory simulates,
assesses, and
optimizes all
processes in a
virtual computer
environment to
seamlessly combine
physical and
simulated (virtual)
manufacturing. >>
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Virtual Factory:
The Physical and Virtual Collide
| By Zhou Xiangqian, Tobacco Solution Architect, Large Enterprise Solution Dept.,
Huawei Enterprise Business Group

A virtual factory collects very
large amounts of real-time
and historical manufacturing
data. Precision analysis
and mining of these
types of structured and
unstructured data is
a key factor for determining
enterprise-scheduling
policies. >>

I

n the intensely competitive world of manufacturing, global enterprises face
a variety of pressures, including frequent product updates, price wars, cost
reductions, resource optimizations, and enhancements to energy efficiency.
To protect their bottom line and meet a growing number of customer needs,
manufacturing enterprises must enrich their product offerings, improve activities, and
flexibly adjust production to adapt to frequent market changes.

Industry 4.0, a concept that promotes the computerization of the manufacturing
industry, provides a blueprint for the future of industrial manufacturing. For
example, some tobacco companies are currently building virtual factories to
help achieve flexibility, efficiency, traceability, and self-optimization. A virtual
factory is a combination of physical manufacturing and virtual presence, which
uses sensors positioned throughout the factory that collect real-time data on the
manufacturing processes. This data is then used to analyze, in fine detail, each
element and link involved in production. Based on the real-time data, a virtual
factory leverages a diverse range of technologies, including digital application
modeling, Big Data analytics, and 3D Virtual Reality (VR), to simulate, assess, and
optimize entire processes in a virtual computer environment. By doing so, a virtual
factory seamlessly combines physical and simulated manufacturing, which
ultimately promotes the efficiency of production facilities.
A virtual factory must meet certain requirements. Physical and virtual
factories must operate in tandem, with the virtual factory collecting data
from the physical factory in real time; then, the virtual factory calculates
ways to refine the current operation with immediate implementation back
into the physical factory. Physical and virtual environments must combine
seamlessly. The virtual factory uses 3D VR technologies to display the physical
manufacturing environment and performs real-time monitoring and analytics of
devices. And finally, the Big Data analytics platform analyzes and mines large
amounts of data stored in clouds. This analysis helps factory operators make more
accurate decisions, enhance efficiency, and improve product quality while reducing
costs.

converging manufacturing and information networks to
build a flattened, intelligent IoT architecture.
When deployed at the controller layer, the AR IoT
gateway connects a variety of sensors and controllers
to a virtual factory in real-time implementing networkwide data sharing that guarantees timeliness and
integrity of manufacturing data. Robust computing
capabilities allow the virtual factory to aggregate network-wide data to the cloud and eliminate information
silos. As manufacturing applications and services are
migrated to the cloud, enterprises readily optimize
their plans or activities depending on customer needs
and market changes, creating custom, small-scale, and
flexible manufacturing processes.

Big Data Analytics — Scheduling Made Easy

Real-Time Data Collection

To seamlessly combine physical and virtual manufacturing, a virtual factory must
collect precise and intact data in real-time. A tobacco factory may have tens of
thousands of data collection points, as well as dozens of device interface types and
communication protocols. In the case of legacy production systems, the time it takes
for a virtual factory to obtain manufacturing data after performing necessary protocol
conversions is too long to be effective. For example, Cigarette Wrapping Machine
(CWM) data must be transmitted to the CWM industrial control system and, in
turn, to a real-time database via the Modbus protocol and Manufacturing Execution
System (MES) over the Profibus protocol. Industry 4.0 and Internet of Things (IoT)

32

scenarios have been conceived to overcome precisely
this type of latency.
Huawei’s AR Series IoT Gateway solves this challenge. In addition to open Ethernet interfaces, the AR
IoT gateway provides rich, industry-specific interfaces
and bus standards to directly interact with various
sensors. The AR IoT gateway converts numerous sensor protocols into upper-layer protocols, seamlessly

Traditional manufacturing scheduling schemes must be
manually formulated and programmatically executed
by automation systems. While this mode applies to
large-scale manufacture of mass-market products, it
does not apply to small-scale, custom products, let
alone Industry 4.0.
A virtual factory collects very large amounts of
real-time and historical manufacturing data. Precision
analysis and mining of these types of structured and
unstructured data is a key factor for determining enterprise-scheduling policies.
The Huawei FusionInsight Big Data Platform enables
tobacco enterprises to discover valuable information
from large amounts of real-time and historical data.
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Time is Money: Vehicle
Maintenance on the IoT

| By Ye Qin, Industrial Internet Systems Architect, Large Enterprise Solution Dept.,
Huawei Enterprise Business Group

In the Industry 4.0
sphere, physical
and virtual worlds
become blurred,
and connections
between people,
machines, and
information are
neatly managed. >>

I
FusionInsight can be programmed to detect potential risks and support proactive decisions. Based on
the results of Big Data analytics, a virtual factory
formulates manufacturing schedules, models manufacturing outcomes, and uses the 3D VR system to
simulate an environment to execute high-fidelity
models. If problems are detected during the process,
enterprises can, for instance, adjust scheduling
schemes that target optimal results. Virtual factories
can shorten transient adjustment cycles from days to
minutes — a 98 percent improvement in scheduling
accuracy. Scheduling schemes are tested in virtual
environments first — at no risk to the physical plant
or perishable resources — at a millions of dollars
savings in annual resource consumption.

GPU-Based Graphics

In the Industry 4.0 sphere, physical and virtual
worlds become blurred. Connections between people, machines, and information are neatly managed
and manufacturing data aggregated to the CPS, or
virtual factory with computer, network, and automation technologies. Virtual factories establish
factory-wide 3D models to display the running
status of devices. In a 3D virtual factory, users can
perform multi-axis point-of-view operations —
i.e. push, pull, rotate, and zoom — to check manufacturing data from different viewpoints.
The server on which the virtual factory software
is running must possess a robust 3D graphics processing capability from which to deliver the lifelike
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graphics. FusionSphere is Huawei’s proprietary
cloud operating system that leverages Graphics
Processing Unit (GPU) pass-through technology
and dedicated hardware video cards to accelerate
3D graphics rendering. The chip-based GPU passthrough technology surpasses software-only 3D
graphics processing.
As a growing number of manufacturing applications and services have shifted to the cloud, so
too, the virtual factory server must also operate on
the private cloud of the manufacturer. The GPUs
operating on ordinary Virtual Machines (VMs) are
typically able to update images at the rate of one
frame per second, which does not reflect the realtime running status of activity under study.
The hardware GPU pass-through technology
is engineered to display high temporal detail of
the manufacturing activities that allow personnel
to easily transpose the synthetic image with the
real-world. The net effect is that better models,
and better connectivity, lead to improvements in
production efficiency. In the example of preventive
inspections that will take a full day to conduct
manually, it may take only a few minutes in the
“virtual factory” when the equipment on the factory
floor is fully wired with a sensor network. Fault
location or points requiring repair and maintenance
are quickly identified. This combination of realtime status monitoring and 3D device visualization
for monitoring and interrogation greatly enhance
staff productivity.▲

nternet-enabled vehicle operation and maintenance is a perfect way to save both time and money. Oldstyle maintenance management was simple: wait for components to fail and then repair them. Of course,
failures happened at the worst possible time, interrupting work and wasting time.

Industry is moving from passive maintenance (if it
isn’t broken, don’t fix it) to a more predictive mode
(fix it before it breaks) in which companies use realtime data for intelligent analysis, decision-making,
and control over the monitoring equipment that
supports smart maintenance planning. Companies
can now take vehicles out of service when it is
convenient and keep components in better condition
for increased working lives. Maintenance costs are
reduced by as much as threefold. Work moves on,
parts last longer, and profits go up.

Finding Problems before They Happen

Maintenance needs vary depending on many factors,
so companies find it hard to detect problems before
they happen. Planners need real-time monitoring
of multiple parameters on multiple, interrelated
components to make intelligent decisions about
when to do maintenance. Depending on the type of
vehicle, data might include oil consumption, vehicle

speeds, acceleration patterns, and/or whether a
vehicle is properly leveled.
Combined with fatigue damage data, maintenance
managers can build a library for each vehicle model
to analyze and dynamically display the health and
lifecycle progression for each vehicle. The system
can then predict the best time to do maintenance for
maximum reliability, vehicle utilization, and accident
prevention.

IoT to the Rescue

A Huawei intelligent terminal based on Internet
of Things (IoT) technology can help. Designed
to provide a wireless, end-to-end, cloud-enabled,
vehicle operation platform with customizable interfaces for collecting data from vehicle-mounted,
mobile platform runs on a modular IoT architecture
that includes a Software Development Kit (SDK) for
third-party system and device integration.
At present, each Huawei IoT vehicle terminal is
sized to handle the collection, analysis, command, and
dispatch for populations of 100,000 cars and trucks, as
the platform is provisioned for up to 1.6 TB of daily
digital traffic.
A SAP HANA system (an in-memory, columnoriented, relational database management system)
and service package can analyze vehicle and onsite work status to help with decision-making. When
there are problems, the real-time system generates
alarms and notifies workers instantly, maintaining site
conditions, protecting property, and keeping people
safe.
Vehicle maintenance is no longer a case of occasionally changing the oil and kicking the tires. Resolving the pressure on businesses to squeeze every
ounce of use out of very expensive equipment requires forward-looking enterprises to enter and embrace the IoT era.▲

Ye Qin

The collaborative
“site-vehiclepeople” platform
helps fleet
managers to
stay up to speed
with the real-time
status of vehicles
and sites, perform
global and
individualized
command and
dispatch — all
to gain an edge
in an ever-more
competitive
world. >>
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comply with
the Industry 4.0
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Industry 4.0 Enables
Intelligent Manufacturing
| By Li Yuxian, Consultant of Industry Solution Center, CS&S

I

ndustry 4.0 is a strategic initiative that converges the manufacturing industry with high-level
information by transforming networks, intelligent technologies, and new services. Renowned
manufacturers, such as Siemens, Bosch, and SAP, have each contributed their own ideas for smart
factory advancement of Industry 4.0 by pioneering a series of innovations in enterprise management,
business models, and production methods. Huawei and China National Software and Service Co., Ltd.,
(CS&S, or ChinaSoft) are combining resources with their respective advantages to apply Industry 4.0
practices in the manufacturing industry of China.

From Digital to Intelligent

CS&S is a leading ICT solutions provider in
China, The company is both well-positioned and
possesses the expertise to develop cutting-edge
solutions for transforming factory production and
operations platforms from “digital” to “intelligent”
across many industries, including manufacturing
and finance. Guided by Industry 4.0 best-practices,
CS&S has chosen the manufacture of tobacco as a
pilot industry, and has brought together a team of
experts to research and develop a “smart factory”
tobacco solution.
Huawei is also in the business of developing
smart factory solutions by leveraging the convergence of Big Data, Internet of Things (IoT),
mobile Internet, and Social Networking Services
(SNSs) resources into a unified network and application system. The convergence enhances data
aggregation and analysis that, in turn, alert, report,
and trigger intelligent business actions. To remain
competitive, manufacturing companies must be
relentless in pursuing integrated, smart automation
and digitalization of their production factory
concepts.
Huawei began exchanging ideas with the CS&S
expert team in September 2014 on how to best
apply Industry 4.0 concepts to manufacturing
practices for tobacco factories. The result was a
strategic partnership between the two parties in
intelligent manufacturing where CS&S brings the
advantage of strong customer relationships with
industry leaders clearly committed to fulfilling the
Industry 4.0 strategy, and Huawei brings extensive
technical expertise in agile networks, enterprise

Long-Term Evolution (eLTE) wireless, and Big
Data analytics.

Key Technologies Make Smart Factories

Smart factory solutions leverage the following key
Huawei technologies:
Agile Networks
Industry 4.0 is based on the Cyber-Physical Systems
(CPS) that will pose a continually increasing set of
requirements for timeliness, scalability, mobility,
and user experience. Huawei’s Agile Network is
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designed to enable smart factory staff to control and
streamline manufacturing activities and procedures
via networks of widely distributed sensors, servers,
and storage. Wired and wireless network convergence
brings the additional advantages of easier network
Operation and Maintenance (O&M) and the capacity
to virtualize the control and resource allocations
of the network, the applications, and the storage
platform. This agile network delivers high service
mobility by design. The goal is to ensure a consistent
user experience regardless of employee location,
device, or network access mode.
The Huawei S12700 Series Agile Switches provide core facility switching designed for the long
service lives required of forward-looking, nextgeneration network deployments. The S12700
switches: 1) provide embedded wireless Access
Controllers (ACs) to centrally forward wired and wireless services, and 2) manage Access Points (APs) and
wired access switches.
The Huawei Agile Network enables the CPS to
communicate between the logical and physical systems

within the tobacco production factories to assure
security and reliability. Huawei’s proprietary Packet
Conservation Algorithm for Internet (iPCA) provides
quality awareness and accurate fault location for the
entire network by enabling bit-level measurement on
each agile component. Packet conservation means
that the number of packets leaving a system from the
transmission port of the network, link, device, or card
equals the number of packets arriving to the target
destination. If the system traffic is compliant with
the packet conservation counter, packet transmission
quality is ensured, and packet loss does not occur.
iPCA enables network administrators to monitor CPS
network quality, detect potential faults, and provide
correction in a timely manner.
eLTE
Huawei’s eLTE solution provides all of the IoT
requirements to implement factory-wide wireless
coverage. The eLTE solution deploys the enterprise
Core Network System 600 (eCNS600) and Distributed Base Station 3900 (DBS3900) to provide 24/7
uninterrupted network access and support up to 50
Mbit/s upstream bandwidth.
The Huawei eLTE solution supports IoT requirements for large bandwidth, wide coverage, low
latency, and multiple services.
Big Data Analytics
Smart factory solutions are used to analyze vast
amounts of service data to support optimal decisionmaking over manufacturing activities for the purpose
of extracting maximum value from the production
plant data.
For intelligent data analysis, Huawei FusionInsight
provides enterprises with an open Big Data platform
to rapidly and accurately parse mountains of data
into useful business insights critical to the bottom
line. FusionInsight is able to run on standard x86
servers without dedicated hardware or storage devices. The FusionInsight application — consisting
of a Hadoop massive data engine and a streaming
real-time data processing engine — offers a highly
reliable, secure, and easy-to-use O&M system with
modeling middleware that enterprises are using to
pinpoint value from immense amounts of complex,
unstructured data.▲

•

•

Supported by
Huawei’s robust
technologies for
agile networks,
cloud computing,
eLTE, and Big
Data analytics,
CS&S brings
its advantages
of industry
experience
and customer
relationships to
develop intelligent
factory solutions
that measure up
to the Industry
4.0 strategy.
The result is
a strategic
partnership
between the
two companies
in intelligent
manufacturing. >>
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Shang Jiantao

Huawei’s eLTE
solution allows
VAMA to build
a high-speed
IoT and service
platform that
implements
intelligent
manufacturing
with realtime quality
monitoring. >>
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VAMA’s Smart Factory
Changes Automotive Steel
Production
| By Shang Jiantao, Large Enterprise Marketing Manager, Huawei Enterprise Business Group

I

n a “Better Connected” world, network maximization will be an ongoing strategic focus of the Industry
4.0 initiative, and services hosted on Internet of Things (IoT) platforms will leverage an expanding gamut
of fixed and mobile communication technologies across all key manufacturing sectors — including the
conversion of traditional manufacturing facilities into “smart factories.”

Intelligent Manufacturing Redefines
Production Processes

Valin ArcelorMittal Automotive Steel Co., Ltd.
(VAMA) is a world-renowned automotive steel manufacturer jointly established by China Hunan Valin Iron
& Steel Co., Ltd. and ArcelorMittal, a multi-national
steel manufacturing corporation headquartered in
Luxembourg. The joint venture has developed and
implemented more than one hundred innovations in
the areas of steel production line management and
workmanship, including upgrading operations to 1200
MPa-class high strength automotive sheet production
lines, and processing of low value-added hot rolled
steel sheets. With these advances, VAMA is helping
automakers produce safer, lighter weight, and more
eco-friendly, automobiles.
The consensus of VAMA management is that

their most pressing concern is the development of
operating protocols to improve the energy efficiency
for manufacturing steel. They have concluded that the
best way to accomplish this objective is to begin the
process of building a smart factory.
Product quality relies heavily on world-class steel
sheet production lines, intelligent manufacturing
management and quality detection systems. The
system VAMA envisions will require a smarter
production system that collects and distributes vast
amounts of machine status data, video, control
parameters, and dispatch instructions across dozens
of buildings over its 2,500 acre production facility in
Loudi, Hunan Province, China. Data transmissions
across the facility must be delivered in real-time,
uninterrupted.
VAMA is embracing its technical challenges with

a forward thinking approach. By selecting Huawei’s
enterprise Long-Term Evolution (eLTE) solution,
VAMA is meeting business needs with an open,
agile wireless smart factory solution. eLTE offers
VAMA and enterprises increased bandwidth, reliable
Wide-Area Network (WAN) coverage, robust antiinterference capabilities, flexible networking, and
high security. Additionally, eLTE removes restrictions
posed by wired networks and is able to seamlessly
connect large numbers of people, application systems, intelligent machines, and sensors.
Enterprises like VAMA are leveraging the innovative range of services that eLTE makes possible —
such as environmental and energy monitoring, remote
broadband access of intelligent terminal devices and
sensors, High-Definition (HD) video surveillance, and
emergency production dispatch.

eLTE Transforms VAMA into a Smart Factory

VAMA’s vast production facilities have now installed
a wide assortment of smart meters, sensors, and HD
cameras to monitor areas that contain flammable,
explosive, and corrosive substances. A single Huawei
eLTE base station covers six square kilometers and
provides the foundation for ubiquitous network coverage of distant and hazardous locations without
having to use a single segment of underground cable.
The new eLTE solution is provisioned with dedicated frequencies and industrial-grade anti-interference and signal penetration capabilities. The result
is a seamless wireless network for production and
quality monitoring across dozens of steel buildings.
Operating with an access latency of less than 100 ms,
the VAMA eLTE solution keeps management up to
speed with real-time manufacturing status, energy
consumption, and pollution discharge conditions.
Managers are empowered to adjust policies to meet
the prevailing condition of the plant, and further
benefit from intelligent monitoring of production
quality.

“Face-to-Face” Contact Improves
Production Dispatch

VAMA’s high-end automotive steel sheet production services include device inspection, repair,
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fault location, supervising on-site operations, and
emergency rescue. These services are complex and
require collaboration across teams. With eLTE, the
production dispatch system acts as the command
center — with the capacity to control and manage
the entire process for production and emergency
response. The production dispatch system equips a
variety of devices to send and receive voice, video,
and data for communication with managers about
on-site conditions. The eLTE platform delivers
comprehensive 1080p HD video surveillance coverage of multiple manufacturing locations and
factory perimeters, and is provisioned to deliver
bandwidths up to 100 Mbit/s downstream and 50
Mbit/s upstream. The system has programmed
alarms to warn of problems before they occur and
announce problems to protect people’s lives in the
event of emergencies or unauthorized intrusions.
The eLTE multimedia trunking system delivers
command and control instructions in a multimedia
package of text, graphics, voice, and video.

Ease-of-Deployment Reduces Costs

In combination
with industryspecific
requirements,
VAMA is
introducing
eLTE to every
component of
their business
— seamlessly
combining
people,
application
systems,
intelligent
machines,
and sensors,
to implement
mobile
management,
and energy
conservation. >>

The Huawei’s eLTE wireless solution — with
compact core networks and distributed base stations
that are small, lightweight, and easy to install
— dramatically reduce onsite deployment costs.
The industrial-grade performance enables VAMA
to effortlessly cope with harsh environmental
conditions, such as power outages and snow blizzards.
VAMA is able to achieve ubiquitous network connectivity with eLTE base stations distributed at six
square kilometer intervals — with numerous access
points — at a significantly smaller deployment cost
than is possible with a wired network.
In combination with industry-specific requirements, VAMA is introducing eLTE to every component of their business – seamlessly combining
people, application systems, intelligent machines,
and sensors, to implement mobile management,
and energy conservation. With their intelligent,
innovative manufacturing, information, and communications system, VAMA is taking China’s automobile industry to a whole new level.▲
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Huang Pei

While digital
manufacturing
will become
the mainstream
production
model within
the next 10 to 20
years, equipment
automation
should be done
not to replace
humans, but to
help them. >>
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Smart Factories Produce
Quality Results
| By Huang Pei, CEO of e-works

Industry innovation is
a long-term process of
sustained improvements.
Industry 4.0 is a vision
and Siemens is steadily
improving, integrating
their own products’
strengths, and is on the
road to Industry 4.0. >>

A

long with a sister plant in Amberg, Germany, Siemens Electronic Works
Chengdu (SEWC) which is located in China, is the world’s second
Smart Factory that produces programmable logic controllers,
human-machine interfaces, and industrial PCs in an Industry 4.0, digital
manufacturing environment.

Digital Manufacturing Is not Quite
Automation

Most people think of automated manufacturing
simply as robots replacing humans, but digital manufacturing is not quite the same. Assistant General
Manager of SEWC, Li Yongli explains, “Siemens
believes that while digital manufacturing will become
the mainstream production model within the next 10
to 20 years, equipment automation should be done
not to replace humans, but to help them. Humans and
machines will collaborate to produce higher quality
products more efficiently.”
Some companies place more emphasis on efficiency through traditional means, like fully automated
production operations. However, Siemens takes a
different approach. They believe high quality drives
efficiency rather than being an adjunct to it. Li
Yongli stresses that simply replacing humans with
automation may be popular, but improving quality
is a better path to improved efficiency. Siemens
maintains quality as its first priority, and then ensures
on-time delivery, innovation, and a sustainable
corporate culture support it. To Li, quality is always
job one and efficiency gains flow from there.
Siemens designed their factory primarily to help
workers build products right the first time, but the
same tools and processes that promote high quality
are equally useful in efficiently buying material,
cutting waste, designing and building products faster,
and getting them out the door sooner.
For example, Automatic Guided Vehicles (AGV)
deliver materials for assembly. They arrive with
computerized product information and an indicator
light on the parts container identifies which parts to
install. Quality goes up by eliminating confusion,
but efficiency also improves. Workers no longer sort

through parts and instructions to find the correct ones,
so they can build products much more efficiently.
Clearly, converting high quality to better efficiency
works. SEWC’s quality rate is an astounding
99.9985%, yet deliveries are on time 98.8% of the
time.

Collaboration between R&D and
Manufacturing

Collaboration between R&D and manufacturing
plays its part too. Collecting and processing assembly
information from the factory floor helps R&D create
foolproof designs that are easily maintained and
upgraded. Customers benefit from the improved
quality, but the same data also helps design products
that are easier and quicker to build. That knowledge
also helps the factory quickly adjust when product
versions change or the factory must make multiple
versions in the same production run.
If there is a big pay off in high quality production,
digital management has an even greater potential.
Siemens uses a Product Lifecycle Management
(PLM) strategy that combines data from many
sources and systems to build repeatable processes
and automatically manage them more efficiently. The
PLM process can collect information that is more

complete and more quickly correlated than humans
alone could accomplish.
For example, the PLM system stores basic
product and process data and, if there are updates,
an Enterprise Resource Planning (ERP) system
automatically reflects them. When the ERP system
receives an order, it automatically calculates the
materials required and tells the PLM to add stock.
If there is a problem with a part, the system stops
production and collects status data. When the
variance is rectified, and the PLM and ERP systems
have cross-checked all data, the process controller

will restart production.
The Manufacturing Execution System (MES)
pulls it all together. Large display walls show R&D,
production, logistics, and quality management
systems in real-time — including manufacturing
and assembly process simulations that help anticipate problems before an interruption on the
shop floor. Since most production is automated,
the majority of human work is in handling the
anomalies, supervising equipment operation, and
conducting product re-inspections. The entire
production process is paperless.
PLM works too: Improving efficiency allows
for capacity increases without increasing the costs
associated with human labor. For example, when
the Amberg factory began production in 1990, it
had a floor area of 10,000 square meters and 1,000
employees. Twenty-five years later, the factory’s
capacity has increased 7-fold and it produces
hundreds of products, yet, neither the floor area nor
the number of employees have changed. The entire
Amberg warehouse needs only four supervisors per
shift.
Has SEWC already arrived at Industry 4.0? The
answer is that industry innovation is a long-term
process of sustained improvements. Industry 4.0 is
a vision and Siemens is steadily improving, integrating their own products’ strengths, and is on the
road to Industry 4.0.▲

(The original transcript of this article appeared in
e-works, and was edited by Huawei.)
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Sunil Alury
Optus M2M specialist

Boosting
business beyond
their traditional
telecom services,
Australian
carrier Optus has
upgraded the
energy efficiency
of a 50-year-old
building with
machine-tomachine (M2M)
technology. Optus
M2M specialist
Sunil Alury
comments. >>
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Beyond Better Connected
Buildings

| By Abdul Memon & Joyce Fan

What is a “Better Connected” Building?
Huawei: In the recent smart building project, Optus
helped DTZ, a global leader in property services, to
achieve a 62.5% savings in lighting costs using the
Huawei Centralized Building Management System
(CBMS). Can you share some of the project details?
Sunil Alury: The DTZ project had a successful
outcome due to the combined efforts of Optus (a
member of the SingTel Group), Huawei, and DTZ.
Optus was presented with a 12-story teaching facility,
plus five floors of underground parking — a 50year-old infrastructure with outdated equipment
that was expensive to maintain due to poor thermal
insulation and inefficient lighting with manual
switches and controls. We were asked to improve
resource utilization — electricity, gas, and lighting
— and reduce the overall energy consumption. To
help minimize the operational cost, we partnered with
Huawei to update the building with a new control
system, switches, and LED lighting.

The lighting equipment was upgraded with daylight
and motion sensors, as well as wall-switch panel
equipment. And, we connected it all to a centralized
management platform. The centralized management
platform provided the operations team a simple,
visualized remote control system for infrastructure
management. For example, lights will be switched on
or off automatically based on a set of software policy
rules in the management platform. The system was
deployed quickly, and within the first six months, the
customer had already saved 62.5% in lighting costs.

Huawei: How does Optus see the value of this
project?
Sunil Alury: The DTZ project is a huge success
for Optus. Previously, DTZ had faced increasing
operational expenses and funding pressure. Following
the transition to an M2M platform, they are now able
to provide better value to their clients from funds
gained directly from the energy savings. They have

been able to put the savings directly to
supporting student services, academic staff,
and research.
The traditional telecommunications
paradigm has clearly changed. The Optus
M2M services are helping our business
customers achieve unprecedented energy
efficiencies. The savings is in overhead are
a direct help to our customers. The realworld impacts of Optus M2M services
are reliable and efficient solutions with
tangible business results.
Optus has built scalability into the
solution from the onset, in order that customers are able to expand the operation
across multiple sites. Additionally, the
M2M platform we have deployed for DTZ
is built to drive further cost savings. We are
extremely pleased with the development
of this pilot project; but we see that there
is still a lot of work to be done as many
of our customers are evaluating the value
of the DTZ achievements for their own
circumstances. Our plan is to leverage the
M2M platform to drive commercial solutions for other customers.

Connected and Leveraged
Huawei: What other business opportunities
are offered by the Optus M2M team?
Sunil Alury: Traditional M2M connections
are still in place — including remote
sensors and devices, modems, and asset
tracking. These deployments continue to be
a part of our business going forward. New
opportunities, however, are opening up that
enhance traditional services with added
functionality. For example, in the past we
simply provided tracking of assets, such as
vehicles. Now we provide our customers
with telematics data based on driver behavior, fuel efficiency, carbon emissions,
safety management, and a host of other,
customized services.
We are seeing opportunities in the re-
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tail sector for digital signage, Big Data
analytics, and consumer security. M2M
platforms will change the way that retailers
position themselves and market to their
potential customers as online and in-store
customer engagements are blended with
real-time M2M data analytics to facilitate
the customer purchasing cycle. M2M retail
analytics tell us that we have a lot to learn
about customer engagement behaviors in
the new digital economy. We are finding
that the Big Data provides the input for
sensory and video analytics solutions that
shed new light about customer behaviors,
and emotions that assist our clients in
providing better experiences.
Health care solutions are another extremely exciting area of development in the
M2M environment as Optus sees the strong
emergence of patient care solutions being
delivered to the home. M2M technologies
are allowing medical practitioners to manage their patients remotely and utilize
hospital facilitates for better and faster care
at reduced costs.

Our ability to
deliver core carrier
solutions — fixed,
mobile, data, and
hosted application
services — allows
us to evolve
from a traditional
telecommunications
supplier into a
regional ICT service
provider. This
transformation
is enabling our
business to reach
out to customers via
new touch points,
such as social media
and automated M2M
solutions. >>

Huawei: How is Optus positioning itself in
the M2M business?
Sunil Alury: Though many things are
changing quickly, we have the memory of
our accumulated experience. Our ability
to deliver core carrier solutions — fixed,
mobile, data, and hosted application services — allows us to evolve from a traditional telecommunications supplier into a
regional ICT service provider. This transformation is enabling our business to reach
out to customers via new touch points, such
as social media and automated M2M solutions.

Transformation Enablers
Huawei: How are you going to evolve
the Optus network to generate business
innovations and value in the M2M space?
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How has the Internet
Changed the Way We Think?
| By Chen Xuepin, Founder and CEO, iZhihuiyun

The end-user
experience is the
most important
aspect of an M2M
service. Optus and
the SingTel Group
are enabling this
feat by combining
the right business
units with partners
such as Alphawest,
National Computer
Systems (NCS), and
Huawei, to provide
the highest quality
service. >>
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W
Sunil Alury: As users consume more data each
year, network operators are aiming for seamless
deployment of M2M services, which need to
be ready-in-place. Our challenge is to deliver
world-class wireless networks that maximize the
customer experience — including the increasing
usage of 4G data services. The availability of
24/7 online services is encouraging consumers
to use gigabytes of data each month and, with
M2M services, consumers are tapping into troves
of information on-demand. Optus is committed
to the development of outstanding network capabilities that enable increasing growth.
To this end, we have established the Optus
Control Centre M2M platform, which is delivered
alongside our M2M Bridge Alliance. The result is
to give our customers the opportunity to expand
into new regions of large-scale M2M deployments.
The goal is to help them to self-deploy, selfmanage, and conduct significant independent
troubleshooting. Further, by adding security layers
at the device, Subscriber Identity Module (SIM),
and network layers using private Access Point
Names (APNs), we give customers the control
they need to manage multiple data sources.
Ultimately, the end-user experience is the most
important aspect of an M2M service. Unfortunately,
early customers are having fragmented experiences
due to device configurations, irregular SIM procurements, and lack of management platforms. By
streamlining the provision of end-to-end service,
our goal is to provide all of our customers with a
truly seamless experience. Optus and the SingTel
Group are enabling this feat by combining the right

business units with partners such as Alphawest,
National Computer Systems (NCS), and Huawei, to
provide the highest quality service.

Huawei: What is the key factor for propagating
future M2M networks?
Sunil Alury: 4G networks are the key for modern
operators who wish to move toward large volumes of
data from a large number of endpoints. The challenge
is to build a robust platform that permits multiple
sources of traffic and a large volume of information
that can be effectively accessed by end users.
The starting point for operators is a fragmented
M2M ecosystem that makes it difficult for customers to find a single supplier, or single solution,
able to address their business challenge.
We are looking for vendors with the ability
to address specific network layer requirements
that will provide a guideline for standardsbased M2M services to ensure that services
deployed globally are properly and effectively
leveraged. Big Data analytics is the key to understanding the deep operational factors that result
in meaningful customer engagements going
forward. We understand that robust M2M systems
must be in place to enable the types of realtime data collection that allow our end users to
make informed decisions. The resulting system
is designed to create a wealth of on-demand information that can be tapped to position M2M
operators to deliver better business results.▲

hat is “Internet Thinking,” how did it come into being; and how and why is it changing the way
we think about disruptive change? A trending buzz-phrase in China, “Internet Thinking” is the
phenomenon named for the emergence of Internet economic powerhouses such as Alibaba or
Tencent based on their extraordinary short rises to be among the most profitable companies in the world.
“Internet Thinking” encapsulates the combination of a technological step-change (i.e. the Internet plus
mobile telephony) and an out-of-left-field, disruptive model for satisfying customers. So, while the “Internet
Thinking” catch phrase may be blacklisted by Chinese media outlets, preventing a wider public discourse,
the next generation of entrepreneurs are quietly devising products and services that will upset the dominant
paradigm yet again. Our goal here is review a small slice of industrial history and explores the landscape we
see before us today:

“Internet Thinking” features a way to approach
things via the Internet. The Internet is a technology,
while profound thinking is uniquely human. So,
how does technology affect humans? To answer
this question, we must go back in time to look at
how a few key technical innovations succeeded in
revolutionizing the normative behaviors of human
existence.

Technology Impacts the Way We Think

In the last 300 years, the world has seen a variety of

innovations that have changed the course of history,
from the steam engine to the discovery of electricity,
inventions may vary in form but are adopted widely
because, once seen, step-changes for improving
productivity and efficiency cannot be unlearned.
In the 1940s and 1950s, the digital computer
was invented. A new world was opened, and a path
cleared for the Internet. Before the arrival of the
Internet, humans had already created three global
networks: transportation, power grid, and telephone.
The Internet is a fourth worldwide network built

Chen Xuepin
Founder and CEO of
Zhihuiyun Leadership
Development
Insitition. He is a
writer and scholar
with a specialization
in Management and
Leadership.

The Internet has
made a deep
imprint on our
way of thinking
and is affecting
how businesses
compete with
one another
and organize
themselves. >>

(The original transcript of this article appeared in
WinWin, and was edited by ICT Insights.)
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Technology has
made the world a
smarter place, not
only by improving
social productivity,
but also by
redefining what
is understood as
normal. There are
few greater truisms
about technology
than the adage: “Out
with the old, and in
with the new.” >>
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by humans in the 20th Century. By accelerating
the flow of information, the Internet facilitates
the connection between humans and machines
on an unprecedented scale. Uniquely capable of
satisfying individual tastes, the Internet excels in
the effective dissemination and presentation of
information. Traditional media businesses, such
as newspapers and broadcast television, face
increasing pressure from the Internet because
Internet-delivered information is faster and
better targeted than any media type in history.
As the Internet has disrupted the information
and entertainment industries, corollary impacts
are being felt in online recruitment, education,
e-commerce, and finance. The Internet disrupts
traditional publishing industries in the same
way that guns disrupted spears and swords by
overturning what had been tried, true, and reliable
models.
World-famous Internet companies are media
agencies that connect people with people and
“things,” both physical and virtual. For example,
Google and Baidu give people easy and quick
access to information; Tencent and Facebook
provide platforms for people to communicate
with each other any where, any time; Alibaba and
Amazon make online shopping easy and efficient;
the Dianping and Yelp reviews sites, and Uber
taxi-calling applications also make our lives
dramatically easier. And finally, Industry 4.0, a
top-down industrial strategy by the German and
Chinese governments, is intended to create an
environment where disruptions in product design
and manufacturing are encouraged to blossom.

Internet Impacts — the Good, the Bad,
and the Uncertain

Technology is proven to have profound and empowering impacts on people — quite enough
to transform the entire world, again and again.
Machines and energy gave us locomotion and
power, the telephone and the Internet give us
powerful communication tools. Technology has
made the world a smarter place, not only by
improving social productivity, but also by rede-
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fining what is understood as normal. There are few
greater truisms about technology than the adage:
“Out with the old, and in with the new.”
So how exactly has the Internet impacted
have on the way people think? On the list of primary effects is the fact that society has shifted
from being in a state of information deprivation
to one of information excess. In some cases this
phenomenon has caused interpersonal relationships to weaken, as the instantaneous nature of
the medium can have the tendency to amplify
the differences between individuals and within
groups. In all cases, examples of the exact
opposite outcomes are known and notable. Information overload appears to be causing a proliferation of shallow thought and reduction in time
spent in contemplation and deep thought that,
left unchecked, would seem to lead to an overall
weaker cognitive ability. In addition, information
redundancy causes confusion. Studies show that
the more information we have access to, the less
we find effective. And also, over the same time
frame that the Internet has exploded, society seems
to have become less stable and more worried,
perhaps also due to this huge influx of sometimes
conflicting information. For both positive and
negative outcomes, there is no doubt that Internetinformed thinking is a new kind of mentality in
the digital economy.

Understanding User Demands in the
Internet Era

Business competition in the Internet era is an
ongoing struggle to gain insight into customers’
inner world and cater to their demands. Lei
Jun, CEO of the Chinese smart phone maker
Xiaomi, proposed the famous “seven tactics of
Internet thinking” — which attempts to capture
customer attention in a society bombarded with
information — ergo, businesses must be “focused”
and “extreme” to attract attention; brand image
and company reputation are more important than
ever, and are even more effective in promoting
a company than advertisements; and, because
customer requirements in the digital economy are

Only by knowing the impact of technology
on humans can we truly figure out how
the Internet is changing our ways of
thinking and how businesses can adjust
to meet changing customer requirements.
Businesses must adopt new sets of
operating principles. Decision-makers
of a company need to understand that
technologies are changing how we make
our most important decisions. >>

fast-changing and unpredictable, businesses must always
be on alert and able to respond quickly.
The Internet has influenced competitive business models,
and affected organizational structures by shrinking and
flattening hierarchies. Business organizations are built to
make the division of labor and collaboration among people
more efficient: for mass production businesses, very large
organizations are more efficient; however, the opposite is
true for customized businesses. Many large organizations
have shrunk, or split into smaller units. For example, the
Haier Group, a Chinese consumer electronics and home
appliances company, proposed the concept of “every
employee is a manager,” that divided the company into
an army of small, task-centered units. In this way, Haier
boosted organizational efficiency, flexibility, and the ability
to respond quickly to changes in the market.

The Human Resources (HR) model that prescribes
one director for eight or fewer employees is also being
challenged. The Internet has disrupted these conventions.
For example, a director can now manage a much large
number of employees as the social media tools for
managing inter-personal relationships has expanded. One
example is Xiaomi’s de-hierarchy and de-centralization
strategy, whereby employees form task-centered units,
driven by specific goals, with neither hierarchy nor
dependency between units.
The Internet has also reduced the importance of professional organizations. In the past, professionals leaned on
collectives to play key roles. Today, increasing numbers of
professionals are becoming entrepreneurial and severing
past dependencies. Virtual platforms emerge because individuals are able to communicate with each other more
efficiently independently of corporate supervision. Other
examples include consultants and trainers who are starting
their own businesses; and housekeepers are able to contact
customers directly through Online-to-Offline (O2O) platforms. The Internet is leading to the end of brokers, middlemen, and intermediaries.
Knowing the impact of technology on human beings is
the only way to understand how the Internet is changing
our ways of thinking and how businesses can adjust to
changing customer requirements. Businesses must adopt
new operating principles, and enterprise decision makers
must become acquainted with these technologies and
their impact — because, going forward, it is essential to
understand the influences and thinking process behind our
most valuable decisions.▲
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The Zero Marginal Cost Society: How Does China
Lead the IoT and Share Its Economy?
| By Jeremy Rifkin

A

new economic system is entering onto the world stage. The Collaborative Commons is the first new
economic paradigm taking root since the advent of capitalism — and its antagonist socialism — in
the early 19th century. The Collaborative Commons is flourishing alongside the capitalist market and
is already transforming the way we organize economic life, offering the possibility of dramatically narrowing
the income divide and democratizing the global economy in the first half of the twenty-first century.

The emergence of a new economic paradigm
becomes all the more poignant with the news that
China is expected to succeed the United States as
the largest economy in the world by the end of 2014.
To understand China’s likely role as the principle
steward of the growing Collaborative Commons, we
need to examine the evolution of economic history
over the course of the industrial era.

The Zero Marginal Cost Society

The improvements in communication, power generation, and logistics and transport, brought on
by the First and Second Industrial Revolution
technology infrastructures, quickened the speed,

volume, and potential commercial reach of economic
activity, making possible a vast spatial expansion
of commercial life beyond localities and regions to
national and even continental and global markets. The
First and Second Industrial revolutions increased productivity and reduced the marginal cost of producing
energy, goods, and services. (Marginal costs are
the costs of producing additional units of a good or
service after fixed costs have been absorbed.) Cheaper
energy, products, and services stimulated mass
consumer demand, and a surge in mass employment,
improving the standard of living of hundreds of millions of people.
Today, a new economic paradigm is evolving, with

the potential of reducing marginal costs still further,
to near zero, across large sectors of the capitalist
economy, making many goods and services nearly
free, abundant, and shareable on a Collaborative
Commons. The zero marginal cost phenomenon
sowed a path of destruction across the information
goods industry over the past decade as hundreds
of millions of consumers turned prosumers on the
Internet and began to produce and share music,
videos, news and knowledge with one another
online, for nearly free, weakening revenues in the
music industry, and in the newspaper, magazine,
and book publishing fields.

China and the Third Industrial
Revolution

While the United States led the
world into the Second Industrial
Revolution, China has set its sights
on leading the world into the Third
Industrial Revolution by being the
first superpower to build out an
Internet of Things (IoT) infrastructure and accompanying Collaborative Commons. In 2010, China leapt
ahead of other countries, announcing
its intention to erect an IoT, focusing on the smart
Energy Internet and an automated Logistics and
Transport Internet, with the goal of meshing them
with the Communication Internet to create the
infrastructure for a Third Industrial Revolution.
The Chinese government expects to invest US$
800 million on the initial build-out of the IoT by
2015. The Chinese Ministry of Information and
Technology forecasts that the IoT market will
exceed US$ 80 billion by 2015 and US$ 166 billion
by 2020.
In December of 2013, the Chinese government
took still another giant step, announcing that it is
dedicating an initial US$82 billion to establish a
Third Industrial Revolution distributed “Energy
Internet” that will serve as the centerpiece of an
IoT technology platform and infrastructure. Under
the plan, millions of people in neighborhoods
and communities across the country, as well as

hundreds of thousands of businesses, will be able to
produce their own solar- and wind-generated green
electricity locally at near zero marginal cost, and
share it on a national Energy Internet.
China is also setting the pace in the development
of 3D printing. Beihang University is using 3D
printing to manufacture sophisticated parts used
in rockets and satellites. WinSun, another Chinese
company, built ten small houses in less than 24
hours in 2014, using cheap recycled materials.
The construction of the houses required very
little human labor, and cost less than US$ 5000 a
piece to construct, making possible the production
of millions of cheap homes at low or
near zero marginal cost in China and
other developing countries. Tiertime,
China’s largest producer of desktop 3D
printers for use in small businesses and
households, unveiled its newest model
UP! in 2014. The company is competing
head to head with America’s leading
producers of 3D printers, in the hopes of
capturing much of the global market in
the years ahead.
The productivity gains of the Third
Industrial Revolution are likely to far
outstrip those of the First and Second Industrial
Revolutions. Several billion people and millions
of organizations connected to the IoT allow the
human race to share their economic lives in a global Collaborative Commons, in ways previously
unimaginable. This turning point in connectivity
potentially exceeds even the integration of economic activity wrought by electrification and the
accompanying spread of the telephone, radio and
television in the 20th century.
A General Electric study published in November
2012 concludes that the efficiency gains and productivity advances made possible by a smart industrial Internet could resound across virtually every
economic sector by 2025, impacting “approximately
one half of the global economy.”▲
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(This article is adapted from The Zero Marginal Cost
Society.)
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