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I

nternet Service Providers (ISPs) have entered a new period of transformation. Led by the
success of Amazon Web Services (AWS), large Internet companies around the world are
deploying differentiated cloud service platforms that include Over-the-Top (OTT) services and
Multiple-Tenant Data Centers (MTDCs). The effect of these developments is a surge in the market,
and the structure of the industry is about to undergo a complete remodeling.
Huawei has provided solutions to more than 300 Internet companies and data center service
providers that help customers handle the doubled-edged pressure of reconceiving their business
operations and rebuilding their infrastructures to match. Relying on our accumulated expertise in the data
center domain, Huawei is emphasizing our success by continuously focusing on improving “efficiency,
agility, and flexibility” into each solution we offer.
In particular, Huawei green-energy solutions combine multiple technologies for improving Power
Usage Effectiveness (PUE), and Huawei virtualization tools — able to compute service provisioning
allocations for storage, network, and application resources within 10 minutes — assist in the design and
deployment of custom services.
Equaling appealing, Huawei’s Software-Defined Networking (SDN) solutions have been engineered
for compatibility with legacy networks, and innovative hardware and software integrations are reducing
configuration workloads by as much as 90%. The examples go on and on. In all cases, Huawei’s core
thinking is to research data center service requirements with an eye for implementing valued-added
services that enable our customers to deliver unique value to their customers.
In this intense period of transformation, Huawei is reading the pulse of industry developments with the
intent to understand and fulfill every specific customer requirement. We are committed to creating a healthy
cloud ecosystem across the Internet industry through open, integrated, and innovative technologies.
Fueled by the momentum of our contributions to building a healthy, next-generation Internet, Huawei is
committed to helping every single ISP customer to dramatically transform themselves to meet the challenges
of a new Internet era. ▲
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Wing Kin Leung

Wu Zhan

The emergence of cloud computing and OTT services is
changing the landscape of the ICT industry chain, having
profound impacts on integrators and traditional product
vendors alike. The implications will be far reaching, with the
most significant impacts being the migration of a considerable
amount of customer service to public clouds, changes in
purchase behavior among enterprises, and the shift in power of
discourse on enterprise technology development. >>

Trends in Cloud Data Center Deployments
and Changes in the ICT Industry Chain
By Wing Kin Leung and Wu Zhan

O

ver the past 10+ years, data centers grew rapidly both in terms
of technological and commercial deployment. Development
over these years can be roughly divided into three stages. The
first stage is DC 1.0 that is characteristic of data center consolidation.
The second stage is DC 2.0, which represents a fundamental shift in
the way data centers are designed and deployed. Adopting the resource
virtualization and Dynamic Service Orchestration (DSO) approaches, DC
2.0 enhances resource utilization and sharing with increased flexibility
in resource deployment. The watershed of the two stages is the growing
maturity of cloud computing technologies and large-scale deployment
of cloud services. While DC 2.0 is still picking up momentum, the third
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stage, DC 3.0 has been proposed in response to rapidly growing service
needs, especially the data processing requirements of large ISPs. Currently,
most of the technologies involved in DC 3.0 are still in the embryonic stage
of development and how exactly they will evolve is largely uncertain.
As in the case of other technologies and markets, vastly different opinions
exist in the industry concerning the future of data centers, public clouds, and
private clouds, as well as the impacts of OTT development on the ICT industry
chain. This article offers insights into the preceding issues from the vantage
point of the authors. The opinions provided herein are those of the authors and
do not necessarily reflect the technical strategies of Huawei.

［Features］

DC 2.0: As-Is Analysis and Technologic
Development Trends
Opinion

1

Security concerns mainly center on public
clouds

A series of cloud security vulnerabilities exposed in recent years caused
industry-wide concern over the security of public cloud services, even
Apple iCloud and AWS. Enterprise users, however, have not been deterred
when it comes to deploying cloud computing platforms; our findings show
enterprises in every country are stepping up their build outs. The major
contributor to this momentum is of course the increasing maturity of technologies in cloud computing platforms, especially with Infrastructure as a
Service (IaaS). While there are concerns over information security, these
issues have not significantly affected the level of enthusiasm for cloud
computing amongst enterprise users.
The position that security concerns mainly center on public clouds
is substantiated by two trends: the inclination of big enterprises to deploy
private cloud services of their own and the localization of data on public
clouds. First, almost all large enterprises, and especially governments,
prefer private clouds of their own rather than public clouds. This inclination
has helped define the market roles and responsibilities of public and
private clouds. While public clouds target startup companies such as new
websites and especially Small- and Medium-sized Enterprises (SMEs) as
their major users, private clouds are geared to serve users that have much
higher requirements on security and reliability. The development and
deployment of hybrid clouds, which are characterized by mixture of cloud
infrastructure, are designed primarily for private clouds environment but
allowing it to access public cloud services. (Hybrid clouds will be further
discussed in opinion 4 in this section).
The second factor is data localization. Due to security concerns, public

cloud users and/or governmental policies generally require that data be
locally stored. Recently released third-party research data shows a much
faster growth of cloud services in regions outside the USA, especially
Western Europe, which also testifies to this trend in data localization.
Data localization and open source combined has brought unprecedented
opportunities for the IT industry outside the USA. Whether this trend can
culminate in a more balanced development of the cloud industry remains an
interesting topic.

Opinion

2

IaaS is the focus of cloud computing deployments,
and OpenStack is the ultimate winner

Whether they choose public clouds or private clouds, users are currently
focusing on IaaS in their cloud computing deployment. Only a very few
users are considering Platform as a Service (PaaS). This inclination is
closely related to users’ service needs and the maturity of technologies.
Market developments in the past year, especially the recent three to five
months have exhibited clear signs that OpenStack will be the ultimate
winner in the IaaS business. Instead of choosing between different IaaS
platforms, enterprises users will choose between platforms provided
by different vendors that are all developed based on OpenStack. The
adoption of OpenStack as the universal IaaS standard is also a key factor
in convincing enterprises that IaaS technologies have adequately matured
and can be safely deployed. Yet, some radical opinions have circulated
that as OpenStack becomes the norm of IaaS technologies, enterprise IaaS
business will soon be degraded into an unattractive commodity for vendors.
Similarly, PaaS faces an unclear future in terms of both customer needs and
technologic development, and large-scale deployment in the next one to
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two years is rather unlikely.

Opinion

3

VxLAN is instrumental to integrating data centers
and SDNs

Market conditions in the past two years show that problems addressed by
SDN vary significantly depending on the type of deployment scenario (such
as Data Center Networking and WAN interconnection), and the technologies
used are also completely different. Data Center Networking focuses on
effective integration of virtual resources. Considering the business needs
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and projects of our customers, Virtual Extensible LAN (VxLAN) has the
best prospect, whereas the future of NvGRE is not optimistic. Nearly all
the projects we have dealt with invariably require support for VxLAN.
For the few projects that require support for NvGRE, the only hurdle is
accommodating future development needs, and there are no practical
business needs to mandate the support for NvGRE. In addition, considering
the status quo of VMware/NSX in the enterprise market, support for
VMware/NSX and OpenStack/VxLAN has become a fundamental SDN
requirement for all data centers.
Despite the fact that VxLAN is becoming increasingly favored by
the market as the basis for integrating cloud platforms and SDN networks,
there is a long way to go before mature and stable deployment of VxLAN
services can be realized. Two factors play into the timeline. The first
factor is that VxLAN technologies have not attained the desired level of
maturity. The second factor is that VxLAN solution vendors and customers
differ substantially in their choices of hardware and software components,
which deliver different functions and performance, and adopt different
networking modes and implementation methods. Therefore, interworking
and interoperability between heterogeneous cloud platforms and SDN
networks remains a tricky issue that will take the industry quite some time (at
least one year) to tackle. Of course this does not mean that interworking and
interoperability between heterogeneous cloud platforms and SDN networks
is a mission impossible.
We have actually had some successful cases of heterogeneous
interworking and interoperability, which have the following characteristics:
(1) Customer type: Except for an extremely small number of enterprise
users, the absolute majority of the customers are ISPs, most of whom need
to integrate the cloud platforms they have developed using open source
technologies with data center networks. (2) Customization: Generally,
interworking and interoperability solutions are customized based on the

specific needs of customers. (3) Interface: Currently, Northbound Interfaces
(NBIs) on SDN controllers rather than the Southbound Interfaces (SBIs)
between SDN controllers and switches are the focus. We must admit,
however, that these definitive traits contrast with our original projections
as to what SDN development would entail. Three years ago, we concurred
with mainstream opinion, believing that the separation of the SDN control
plane from the SDN switching plane would lead to drastic changes in the
network industry chain. Specifically, the development of SDN would be
accompanied by the emergence of manufacturers specialized in R&D of
SDN controllers and switches, thereby transforming switches into general
commodities.
Developments in the past two years have proven our predictions to
be off track because the WK: business development and the customer
procurement behavior of SDN is rather analogous to that of the Next
Generation Network (NGN). Despite the trend of ultimate disintegration of
the control plane and switching plane, customers are still inclined to deploy
controllers and switches from the same vendor so as to reduce technologic
risks. WK: Internetworking and interoperability currently are focusing
on North Bound (NBI) between controller and Cloud Software Platform
instead of South Bound (SBI) between Controller and the Switches also
demonstrate the analogy of NGN and SDN in terms of buying behavior and
market development. WK: In this context, OpenFlow has proven to be less
critical to accomplishing these tasks than we originally expected, although
it continues to be one of the important protocols.
So here is our view: Except for a very few large OTT-capable websites
(we estimate less than 10 worldwide) that are capable of developing
controllers on their own, heterogeneous SDN controllers and switches will
not be widely deployed. Vendors specialized in SDN controllers will have
limited chances of survival and market.
In addition, we believe that with the further development and maturity
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of VxLAN, the Layer 2
protocol Transparent Interconnection of Lots Of
Links (TRILL) that used
to be very popular will
gradually fade away. The
existence and application
of TRILL is justified by
the fact that VxLAN is still not mature enough. Or as an alternative solution, TRILL is applicable to particular scenarios, such as
ISP multi-tenant networks.

Opinion

4

Public and private cloud platforms will ultimately
follow different paths of development

Public cloud platforms support a huge number of users and process massive
amounts of data. This advantage in performance, however, is attained
by providing fewer features and simplified services. By comparison,
private clouds need to be deployed in various environments on the same
platform, and therefore must deliver function-rich solutions to meet the
customized needs of various customers. Therefore, compared with public
clouds, private clouds are able to deliver more functions but have inferior
performance. Is it possible to deliver both customized functions and high
performance on one platform? From the long-term perspective, our answer
is negative, especially when the technical development of DC 3.0 is
considered.
In addition, like all large systems, the volume advantages of public
clouds are visible only after a certain volume of service has been deployed.
Below the specific tipping point of the related system design, public
cloud platforms do not have even the slightest advantage against private

7

［Features］

［Features］

Revolution Model

Evolution Model

Internet Architecture, like Google
GFS

Big Table

Map-Reduce

with Legacy IT Transition/Integration
,_PZ[PUN0;3LNHJ`(WWZ
4PJYVZVM[:(7
0)469(*3,r
63;763(7,976(r

5L^)PN+H[H(WWZ
63(7(WWZr63(7

/HKVVW:WHYR
47763;7JS\Z[LY
Cloud OS

_

_

r

Same

Multi-vendor
Server

Multi-vendor
Storage

Multi-vendor
Networking

Differences

Large Scale Resource Pool

Smooth Transition for Hardware & Software including Applications

Distributed Architecture & Load Balancing

High Performance for High End OLTP

High Reliability & Availability via Distributed System Software instead

Porting/Re-Development only when necessary

of individual hardware component dependency

Effective Cross Platform Management

Lower Cost

cloud platforms in terms of price-performance ratio. Therefore, vendors
must focus on either public cloud platforms or private cloud platforms,
or provide different versions for each cloud type if they hope to provide
optimum solutions. Vendors can venture to use a single platform or version
to support both public and private clouds, but the longevity of this model is
questionable.
Based on the same logic, we further conclude that hybrid cloud
platforms, which are intended to serve various types of enterprise customers requiring diversified functions, must be primarily based on the
private cloud architecture. Meanwhile, hybrid clouds must possess the
capability to interwork with public cloud platforms and dynamically utilize
services available on public clouds. This working mode is similar to that
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of a gateway deployed on the network. In addition, we believe that the
relationship between private cloud platforms and public cloud platforms
is analogous to the relationship between the public network and Private
Branch Exchanges (PBXs) on voice networks. However, cloud computing
has far more personalized requirements than voice communications, and
we believe that public and private cloud platforms will ultimately follow
different development tracks. Out of the same logic, we conclude that
private clouds will account for a higher percentage of all cloud computing
than the percentage of services processed by PBXs on voice networks.
It must be noted that our company is rather divided on whether
public clouds and private clouds will be carried over the same or different
platforms. So, we will let time be the judge.

Opinion

5

Enterprises will adopt the evolutionary approach
in migrating applications to clouds

This view is actually an extension of Opinion 4 regarding cloud platforms
in the area of applications. We believe there are two reasons general
enterprises will follow a totally different course from Internet enterprises
when it comes to migrating applications to clouds. First, Internet enterprises (such as Google) adopt a revolutionary model, which means they
are not as burdened by the issue of reusing or refitting existing facilities as
traditional industries are. Second, Internet enterprises need a completely
new system to deliver innovative services to huge numbers of users.
Typical characteristics of such a system include distributed architecture,
disintegration of applications and technologies, and application-centric
adaptation to the core infrastructure.
Unlike Internet enterprises, general enterprise users of cloud platforms
are concerned about smooth transition and reuse of existing facilities so as
to reduce their costs. Therefore, the most popular and feasible approach is

to migrate services to the Internet on a per application basis. There are two
decisive factors in determining the feasibility of such a move. The first one
is “volume,” including the number of users, amount of data, and size of
transaction. The second is whether “going Internet” allows them to adapt
and optimize their applications by fully exploiting the benefits of distributed
processing and the disintegration of applications and technologies.
According to our analysis and experience, the only application that needs
to be migrated to the Internet for most enterprise users is Online Analytical
Processing (OLAP). Nevertheless, even in the case of OLAP, the current
amounts of data and transactions for most enterprises do not warrant an
immediate migration. With the exception of some pilot projects for the
purposes of research and testing, existing Internet-based OLAP projects
essentially intend to accommodate future service needs.
According to the preceding analysis, enterprises prefer the evolutionary model that involves interworking and interoperability between
heterogeneous cloud platforms. Internet enterprises, on the contrary,
prefer uniform, distributed, and disintegrated cloud platforms so as to
achieve drastic increase in the system processing capabilities. Enterpriseclass cloud platforms must support heterogeneous environments from different dimensions and at different levels. Various hardware resources are
deployed, uniformly managed, and dynamically adapt to the requirements
of upper-layer applications. These characteristics constitute the key
difference between Internet enterprises and general enterprises regarding
their demands for cloud platforms and the corresponding solutions. In other
words, the difference can be described as “simplified” versus “diversified.”

Opinion

6

will end up with open source, we will just provide an account of some
interesting views in the market. The general trend for the entire ICT
industry 20 years ago was a transition from proprietary systems to open
systems. Two decades on, open systems are transitioning towards open
source, and the emergence of cloud computing has created the best opportunities for the development and popularization of this approach.
According to our analysis, the transition will be phased in at the
country level. Some countries may hope to leverage the opportunities
created by cloud computing and open source to promote the growth of their
own ICT industry chains. For many countries that lack a solid technical
base, open source means transparency and controllability, hence enhanced
information security. China and Russia are among the major driving force
for the transition from open systems to open source. Interestingly, some
individual users see another side of the coin. They insist that open source
itself is a risk and are opposed to such transitions. We think this difference
in attitude towards open source is also probably related to the accumulated
software capabilities of particular enterprises and countries, thereby making
acceptance of the open source approach hard to digest.

Transition from open system
to open source

As the authors do not have marked tendency as to whether open systems
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Disruptive Changes to the ICT Industry Chain
1
Three years ago, we published an article entitled OTT and Enterprise
“Cloud-Pipe-Device” that predicted the impact of the rising OTT tide on
the development of the ICT industry chain. Topics in the article include
(1) competition between OTT operators and traditional product vendors,
(2) integrators’ shift from selling products to selling OTT services, (3) the
shift in the power of discourse on enterprise technology development, and
(4) OpenStack and OpenFlow as core technologies to create “cloud architectures” for OTT operators.Today, those predictions have all basically
materialized, yet there are also some deviations. Considering the unforeseen
outcomes, we hereby supplement and further amend our points of view as
follows:

Opinion

OTT operators and traditional product vendors
are not merely competitors

Undoubtedly, OTT operators have posed immense pressure on traditional
product vendors; however, OTT operators and traditional product vendors
are not really direct competitors. Allow us to explain the complexity in this
“relationship.” OTT operators focus on providing public cloud services,
while traditional product vendors, at least in theory, are able to engage in
providing both public and private cloud solutions. It is more appropriate
to consider the essence of the competition between OTT operators and
traditional product vendors as the competition between public and private
clouds.Based on our previous analysis of the “battle” between public and
private clouds, we believe that the public clouds primarily target Internet
start-ups and SMEs, whereas private clouds mainly appeal to governments

and large enterprises. OTT operators aspire to expand their reach into the
large enterprise market. Some of them have modified their existing platform
designs to cater to the private cloud demands. However, the current market
landscape of public and private clouds is unlikely to change dramatically
in the coming two or three years due to constraints in areas such as
technologies, information security, sales models, and service models. Thus,
we purport a dichotomy in terms of the relationship rather than a direct
competition.
We also hold what happens in the cloud computing market will
be similar to what happened in the voice network market. The cloud
computing market, however, has more personalized demands than the voice
network market. Therefore, we believe that the proportion of private cloud
investment to the total cloud computing investment will be higher than that
of PBX investment to the total voice network investment.
Traditional product vendors primarily face four types of pressure from
OTT operators. (1) OTT operators are diluting traditional product vendors’ revenue. (2) OTT operators are challenging traditional product vendors’ power of discourse on enterprise technology development. (3) OTT
operators’ in-house development or Original Equipment Manufacturer
(OEM) practices are reducing their amount of purchases from traditional
product vendors. (4) OTT operators have more bargaining power due to
their large-scale purchases. The four types of pressure are correlated. They
will greatly affect the revenue and gross margin of traditional product
vendors and inevitably cause a stir across the entire ICT industry chain.

Opinion

2

OTT operators and traditional product vendors
will gradually become collaborative partners

OTT operators’ tendency to in-house development and collaboration with
ODM vendors greatly impact traditional product vendors. Some in the
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vendors. However, we
t h i n k d i ff e r e n t l y a n d
are moderately optimistic. OTT is an emerging industry where market competition is not so fierce. OTT operators currently have
sufficient revenues and gross margins to support their in-house
development. However, as the OTT industry grows mature, market competition will become more intense and OTT operators will face declining
revenue and profit. In addition, technologies (for example, DC 3.0-related
technologies) will develop in a more complex way, requiring more R&D
investment. The declining earnings and increasing R&D investment
will result in a new phenomenon. That is, the number of OTT operators
engaging in in-house development will decrease, their technology scope
will become narrowed, and more OTT operators will cooperate with
traditional product vendors much in the same way that telecom carriers and
traditional product vendors are collaborating today. Over the past year, OTT
operators in the marketplace have redirected their R&D attention to their
core business by closely collaborating with traditional product vendors in
terms of ICT infrastructure technologies. We believe that this collaboration
trend will become the norm in the future for most OTT operators.
Undoubtedly, ODM vendors still pose pressure on traditional product vendors. Such pressure is largely attributed to the increasingly
homogeneous technologies and OTT operators’ growing in-house development capabilities. In the future, however, OTT operators will redefine
their R&D priorities, the development of technologies will become more
complex, and heterogeneous design will become the rising trend. We

11

［Features］

［Features］

predict that due to their insufficient technical expertise, ODM
vendors will have limited room for further development and
their impact on traditional product vendors in the OTT sector
will be limited.
As for the gross margins in the future, we estimate that
a high gross margin will not reappear — just as such is not
likely to return for today’s IP network equipment vendors.
The gross margin of today’s telecom equipment vendors also
serves as a good indication of what will happen next.

Opinion

3

Driven by the growing popularity of
private cloud platforms, a growing
number of enterprises will change
their purchase behavior from buying
“separate components” to buying
“modular IaaS”

The OTT/ISP market has characteristics all its own. It differs
from the enterprise market in such aspects as technological
demand and purchase behavior. No matter if it’s in the OTT/

ISP market or the enterprise market, the development of cloud computing
has great impact on traditional product vendors. However, impact from the
two markets on traditional product vendors is totally different (for details,
see Opinion 4 in this section). For traditional product vendors, the enterprise
market exerts far more impact and changes are far more significant than the
OTT/ISP market.
As private cloud IaaS becomes mature, a growing number of
enterprises will change their purchase behavior. They will prefer to buy
a holistic set of integrated cloud platforms, instead of purchasing and
assembling separate components (including servers, network devices,
storage devices, and cloud software platforms) as they did in the past. In this
new purchase model, enterprises will care about functions and specifications
related to cloud platforms, not the specific implementation approaches
of vendors. In today’s global market, there are a variety of “all-in-one
appliances” available to enterprises. These “appliances” can be considered
as early prototypes of “modular IaaS.” We believe that purchase behavior
changing from buying “separate components” to buying “modular IaaS”
will be a key driver for the transformation of the entire ICT industry chain.

Opinion

4

For traditional product vendors, the core
difference between the OTT/ISP market and
the enterprise market will lie in cloud platform
systems

The core of so-called “modular IaaS” lies in cloud platforms. Traditional
product vendors must gain a firm foothold in cloud platform systems if
they want to go farther in the enterprise market. Most OTT operators/
ISPs are able to control the development of their cloud platform software,
unlike common enterprises that heavily rely on traditional product vendors.
Therefore, in the future, traditional product vendors are expected to
embrace the OTT/ISP and enterprise markets differently. Specifically, in
the OTT/ market, traditional product vendors will rethink how to better
support the development and implementation of OTT/ISP cloud platforms,
while in the enterprise market, they will ponder how to gain more power of
discourse and market share.

Opinion

5

Traditional product vendors will gradually
lose their power of discourse on technology
development in the enterprise market, causing
disruptive changes to the industry chain

In the telecom carrier market, both traditional product vendors and
telecom carriers have the power of discourse when it comes to technology
development. In the enterprise market, however, traditional product vendors
have the clear upper hand in this regard. Traditional product vendors’ power
of discourse will be weakened because of two main reasons. The first,
enterprises have changed their purchase behavior from buying “separate
components” to buying “modular IaaS.” This means that enterprises
redirect their attention from equipment to cloud computing. In addition,
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cloud platforms are going open source, with OpenStack becoming a key
technology. As a result, traditional product vendors (for example, network
product vendors) inevitably lose some of their influence and power of
discourse. The second, the rise of OTT also challenges traditional product
vendors’ power of discourse. A typical example is the Facebook-lead Open
Compute Project (OCP) that many large enterprises have engaged in. We
made similar predications three years ago in our article OTT and Enterprise
“Cloud-Pipe-Device.”
Changes to the power of discourse have tremendous impact on the
entire industry landscape, especially on the network industry. Over the
past one to two decades, the No. 1 product vendor had the biggest say
in technology development in the global enterprise market. With the
largest market share, these vendors could easily collect and understand
customers’ next-step requirements. These foresights meant that vendors
could enhance stickiness and create a sort of “vendor lock-in” by
developing non-standard technologies and proprietary protocols (such
network protocols as Fabric Path, OTV, and FEX). This “vendor lock-in”
approach paid off, bringing overwhelming market share and high gross
margin to vendors. Changes to the power of discourse are fatal to the
No. 1 vendor, especially considering the factor that data center network
revenue accounts for nearly 40% of its network earnings. We predict that
in the incoming two or three years, both the network and storage industry
chains will dramatically change, although the magnitude of the changes
may differ.
There are some other assumptions in the industry about the possible
huge changes to the network industry chain. Some hold that these changes
are a result of the popularity of SDN. However, we do not agree with this
position — we assert that SDN is a type of technology and is only a driver
behind these changes. The root cause for these changes lies in the change to
the power of discourse.
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Predictions Concerning DC 3.0 Technologies
Opinion

6

The headroom for vendors providing limited
technologies will be narrowed

Enterprises have changed their purchase behavior from buying “separate
components” to buying “modular IaaS.” Along with this purchase trend,
the market size for vendors providing limited technologies will shrink.
Therefore, it is easy to understand why so many vendors are busy with
mergers, acquisitions, and restructuring recently and why they fight for more
power of discourse in cloud platforms.

Opinion

7

Integrators will transition to
selling cloud services

Three years ago, we predicted that the growing popularity of cloud
computing technologies would force integrators to shift from selling
products to selling OTT services. However, in today’s context, we find that
our assumption requires a refinement: Integrators will shift to selling cloud
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services.
Driven by transformative cloud computing, especially the changed
purchase behavior from buying “separate components” to buying “modular
IaaS,” integrators will have to transform themselves as well. Their transformations will be defined by the following two models or phases:
(1) Integrators are expected to shift from limited technology providers
(for example, only providing network technologies) to comprehensive
modular IaaS providers. This shift will phase out underperforming integrators and consolidate integrator resources. Similar to the destiny of
vendors with only limited technologies, integrators focusing on only a few
technologies will not survive in the long run.
(2) Integrators usually start out as solution providers, then grow into
managed services providers, and ultimately into private cloud services
providers. Private cloud services are provided using onsite or co-location
approaches to suite diverse demands of enterprises.
In looking at the market progress in developed countries, such as West
European countries, we can determine that integrators, once they become
cloud service providers, will be the biggest competitors for OTT operators
in the large enterprise market. These integrators can win large enterprises
over by providing localized support and personalized services. However,
most integrators are not geared to meet the needs in developing regions,
so they cannot strongly compete with OTT operators at present in these
markets.
Three years ago, many OTT operators in the marketplace intended to
sell their OTT services through integrators. At the time, we misjudged that
integrators would shift to selling OTT services. However, in the enterprise
private cloud market, OTT operators will face constraints in areas such as
technologies, personalized demands, information security, sales models,
and service models. Therefore, it is currently difficult for OTT operators to
compete with integrators capable of offering cloud services.

DC 3.0 merely attempts to provide a rather broad definition of what
might be entailed in next-generation data centers. To date, the industry has
yet to clearly define DC 3.0 features and technologies. The industry only
agrees that the current DC 2.0 architecture is unable to meet the explosive
growth of business volumes for the future and that a new solution is
needed.

Opinion

1

With public clouds as the goal, processing
capabilities will grow a hundred-fold or even a
thousand-fold

In general, we measure the service growth of an enterprise merely based
on its business demands. However, this measurement for public cloud
usage requires the added element of the user base. Three to five years later,
do not be surprised to see the processing capacity of public clouds grow
a hundred-fold or even a thousand-fold. The gap between the demands
on public and private clouds is widening. Therefore, employing totally
different architectures for public and private clouds and addressing their
respective core issues is the expected approach. As we mentioned earlier,
public and private cloud platforms as well as technologies will ultimately
go their separate ways. This trend will become more apparent in the
development of next-generation data centers.
In the following opinions, we only describe the development of future
public cloud architectures for OTT operators.

Opinion

2

nearly 20 years. Due to thread bottlenecks, Moore’s Law at the chip-level
obviously fails to meet the hundred-fold or even thousand-fold growth
requirement. Therefore, Moore’s Law at the system-level, as we predict,
will emerge and replace the notion of Moore’s Law at the chip-level.
To put it simple, the system-level Moore’s Law improves the system
into a new one that features further disaggregation, heterogeneousness,
specialization, and rebuilding.
We conclude that the development of heterogeneous System-onChip (SoC) is inevitable. We currently use Generic CPUs to meet all the
requirements of the upper-layer applications. This approach apparently
fails to accommodate the development of next-generation data centers. To
accommodate next-generation data centers, we can adopt heterogeneous
designs. For example, we can use Generic CPUs in tandem with FPGA,
customized processors, or non-x86 processors. We notice that the market
is moving towards heterogeneous designs, and some projects are testing
the effectiveness of such designs. In addition, heterogeneousness results
in diversification. Diversification means competition, which speeds up
progression. This is particularly significant in today’s market where
the development of commercial processors cannot keep up with the

System-level Moore’s Law will replace chip-level
Moore’s Law

According to Moore’s Law, chip performance doubles every 18 months.
If the chip performance needs to grow a thousand-fold, this will take
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requirements for compounded growth in performance of processors
from public cloud data
centers.
If we were to look at
heterogeneous processors
alone, we can also understand the differences between public
and private clouds, as well as between OTT operators/ISPs
and common enterprises. If we want to use heterogeneous processors, we
must ensure that the operating system, middleware, and even upper-layer
applications are mature enough to work with these processors. Only OTT
operators have the required R&D capabilities to achieve this, while other
enterprises have to wait until hardware and software vendors are able to
synchronize their respective level of product development. However, such
changes take place more slowly than those in public clouds, largely due to
vested interest in the industry chain.
Another inevitable trend for next-generation data centers is Silicon
Optical Interconnect (SOI) replacing Electrical Interconnect (EI). SOI
involves different layers, including inter-cabinet, inter-board, inter-chip,
and on-chip layers. SOI for these layers requires different technologies.
The progress of SOI for these layers is asynchronous. It is estimated that
inter-cabinet and inter-board SOI technologies will be universally available
in the coming one or two years. At the time, the per-line interconnection
bandwidth will reach up to 100 Gbit/s - 1 Tbit/s. It is noted that the SOI
switching network can further flatten the network structure and increase the
system interconnection bandwidth while reducing the network latency.
We predict that memory (RAM) and non-volatile RAM will dramatically improve in terms of capacity, bandwidth, energy consumption, and
cost. Technologies that are not to be overlooked include Hybrid Memory
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Keeping Abreast of Transformative Trends
Cube (HMC), DDR4, NAND FLASH, STT-MRAM, and ReMAN.
Software will be rebuilt, along with the heterogeneous design of
processors, the rise of SOI technologies, and the development of RAM and
NVM. The core ideas behind software rebuilding are hardware/software
specialization, lightweight Hypervisor, and high-throughput programming
models for data centers. Software rebuilding can help users complete
programming tasks more efficiently by improving the system’s processing
capability, reducing the overhead required for invoking system resources,
and simplifying programming procedures.

Opinion

3

OTT operators and product vendors will
complement each other

This point of view has been mentioned previously. Unlike today’s market
where homogenous design is a trending issue, the development of nextgeneration data centers will focus on mastering new technologies and
providing heterogeneousness and specialization capabilities. This trend
will require considerable R&D investment and justify the commitment and
determination of the enterprise to long-term technology accumulation as
well as R&D. As the competition in the public cloud market grows intense,
OTT operators and product vendors will set up collaborative relationships
similar to what we see between today’s telecom carriers and vendors. OTT
operators and vendors will focus attention on their respective areas of
specialization. Although there are exceptions, we believe the exceptions will
not be many.
During the pursuit of heterogeneous technology accumulation and
specialization of capabilities, the ODM model only exerts limited impact on
the OTT market. After all, in the Internet industry advocating innovation,
White Label OSD approach (having weak innovation capabilities) will
definitely not survive for the long term.

In this article, we have predicted the future development of relevant
DC 2.0 technologies and the changes to the ICT industry chain. We have
also shared our prediction concerning DC 3.0 technologies for OTT. Public
and private clouds greatly differ from each other in terms of technologies
and target markets and these differences are widening. We do not agree
with “public cloud” supporters who believe that one day, the ICT industry
could become as public as our daily “power grids.” On the contrary, we
assert that the ICT industry has far more personalized demands than
power grids and voice networks; therefore, the proportion of private
cloud investment to the total cloud computing investment is much higher
than that of PBX investment to the total voice network investments. Any
comparison to the power grid would be irrational.
Like other insiders in the industry, we agree that the rise of cloud
computing and OTT will change the entire ICT industry chain. These
changes are disruptive for both vendors and integrators. Three reasons are
attributable to these changes: (1) a certain amount of enterprise business
is diverted to public clouds; (2) enterprises have changed their purchase
behavior; and (3) the power of discourse on technology development
has shifted. For vendors, their success or failure in the enterprise market
depends on how much power of discourse and market share they have
acquired. In the OTT/ISP market, we are more optimistic than some
insiders about the future outlook. As the OTT and public cloud markets
mature and relevant ICT technologies grow increasingly more complex,
we believe that vendors and OTT operators will set up collaborative
relationships similar to what we see between today’s telecom carriers and
vendors. Although the ODM and BTO approaches affect vendors over the
long-term, such impact is limited.
The development of cloud computing and OTT is a “nightmare” for
leading vendors in the legacy enterprise market. Their power of discourse
on technology development will be further weakened. Their golden days of

“vendor lock-in” by developing non-standard technologies to obtain huge
market share and high gross margins are gone forever. To survive, they
must have more than technologies, and more importantly, they must adjust
their entire business models, which constitute a radical change for them.
Yet, such changes are nevertheless essential, and we look forward to their
rebirth.
Admittedly, the opinions herein are based on our personal view and
analysis. We have made every effort to provide objective data, yet much
of the content is forward looking and predictive by nature. The only way
to obtain truly comprehensive and accurate data able to answer all the
questions we have set out is through post-event analysis. However, we
boldly make these predications and will leave the post-event analysis for
future articles to discuss. We will re-examine our predictions in three years
and see how close we come.▲
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Three Key Challenges Facing ISPs
and Their Enterprise Clients
By Michael Dortch, Director of Marketing, Intréis Inc.

T

he enterprise IT leaders and teams your ISP supports face constantly
shifting challenges. Too often, many are preoccupied with tactical
firefighting to give sufficient thought the longer evolutionary arcs and
greater effects on the business. Three such “below-the-water-line” challenges
are highlighted below, along with suggestions to aid your ISP in helping their
enterprise IT clients address those challenges effectively.

The Governance, Risk, and Compliance (GRC)
Challenge

Changing regulations for everything from credit card processing to privacy
requirements make two things clear: GRC is growing in importance worldwide, and
successful management of GRC and operational transparency rely almost entirely
on IT.
GRC is basically about accountability — to regulators, auditors, your board of
directors, your investors, and to those who enforce compliance with best business
practices. These can be defined by the business or based on industry guidelines
such as ITIL (formerly the Information Technology Infrastructure Library), Control
Objectives for Information and Related Technology (COBIT) or the Payment Card
Industry Data Security Standard (PCI DSS). And, to the extent your business relies
upon IT to do business, it must also rely upon IT to enable and support the accurate,
timely reporting of what’s going on in the business to deliver such accountability.
At many enterprises and ISPs, dedicated GRC specialists rarely, if ever, have
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GRC, enterprise services, and ever-evolving hybrid infrastructures
are all dynamic and significant challenges to the ISP’s enterprise
clients. >>

deep IT skills or deep relationships with those
who run IT. And both the GRC and IT folks are
often too busy firefighting and playing catchup to engage with each other, until or unless an
unexpected audit or large-scale data breach forces
them to do so. And, by then, it’s a scramble to
respond to requests or demands from auditors,
regulators, and/or law enforcement.
Successful GRC management requires a
proactive and holistic approach, and requires
that IT be directly involved in development and
execution. Evidence of this guidance is found
in the recommendations of leading business
advisors. For example, KPMG is a worldwide
leader in both audit and GRC consulting and
in IT. In its document entitled Governance,
Risk and Compliance: Driving Value through
Controls Monitoring*, the company advises that
strategic, tactical, and operational GRC “controls
monitoring tools” are essential to achieving a
proactive, “big picture” view of GRC. Specifically, KPMG recommends that organizations
take these three significant steps:
• Assess the organization’s current GRC maturity and identify its portfolio of key controls
across the various compliance frameworks to
which the business is subject.
• Select a tool to help monitor performance
of these key controls.
• Build a “dashboard” to provide transparent

performance reporting to decision makers and
embed it within the regular business processes.
KPMG and other enterprise consultancies
and advisory services also recommend integration
of GRC controls monitoring, management, and
reporting with Enterprise Resource Planning
(ERP) solutions. But, truly successful, holistic
GRC management and reporting efforts can also
benefit greatly from integration with IT Service
Management (ITSM) tools and processes at
strategic, tactical, and operational levels as well.
Fortunately, modern ITSM tools are increasingly supporting features that enable closer
integration of ITSM and GRC. For example,
ServiceNow offers an IT GRC option that provides automation, integration, and flexible reporting that can ease and speed consolidation of
GRC management and ITSM efforts in helpful
ways. And the underlying ServiceNow Service
Automation Platform can help enterprises to
extend effective IT GRC management efforts to
other areas of the business — notably change
management.
But tools are only part of the solution. Effective relevant processes — and their adoption
across the enterprise — are at least as critical
as any tools. IT consultants and advisors are
beginning to offer services that address GRC
as well. One such company, Intréis, focuses
specifically on what it calls “GRC-enabled
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ITSM,” and offers numerous services
designed to help ServiceNow customers improve their efforts to integrate GRC and ITSM.
Your ISP can best help here by ensuring
that its internal GRC management efforts, tools,
and processes are effective and transparent. If
your ISP offers consulting or advisory services,
make sure these include credible, up-to-date
information about GRC issues. And, if your ISP
does not offer such services, consider partnering
with a firm that does.

The Enterprise Service
Management Challenge

Every enterprise activity is basically some combination of requests, efforts to fulfill those
requests, and services that enable them. And
at most (if not all) enterprises, most businesscritical services are enabled and delivered via IT
facilities. IT’s primary business value is therefore
directly connected to its ability to enable, deliver,
and manage the facilities and services that enable
business-critical services. The single most-critical
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success factor for the majority of all enterprises
is therefore the ability to manage those businesscritical enterprise services, across the enterprise
and the complete lifecycle of each and every
service.
Success with enterprise service management
requires effective deployment of processes and
technologies proven effective and optimized for
this essential task. In many (if not most) enterprises such proven processes and technologies
likely already exist within the departments most
experienced at successful delivery of enterprise
services — in many enterprises, it is their ISP.
Replicating and scaling enterprise service
management processes can empower a business
with a single process-and-technology platform that
is consistently effective across and even beyond
the entire enterprise — arguably the most sure and
sustainable path to competitive success for any
company.
As their experience in delivering and managing services grows, enterprise IT teams are
increasingly positioned to be seen as effective
brokers of enterprise services beyond IT. A critical
success factor here is the ability of most IT
leaders and their teams to collaborate, market, and
evangelize at unprecedented levels.
Wherever possible, your ISPs can best help
enterprise IT teams by sharing success stories
regarding enterprise service delivery. These will
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add to your ISP’s credibility, and provide both
useful guidance and encouragement to clients and
prospects considering activity in this area. Don’t
forget to share your own organization’s useful and
relevant experiences and expertise.

The Hybrid Infrastructure
Management Challenge

For some time, many have opined about whether
the future of enterprise IT infrastructures lies “in
the cloud” — and therefore largely in the hands
of ISPs — or in premise-based servers and data
centers. This is a false dichotomy. For many (if not
most) enterprises, IT infrastructures will include
both cloud- and premise-based elements for the
foreseeable future.
There are several reasons for this. Effective
cloud-based IT infrastructure solutions offer
multiple advantages, including reduced capital
expenses and management complexity. However,
there are numerous types of cloud-based solutions.
Some rely primarily on public cloud resources.
Some run on cloud infrastructures built and
operated by vendors. Some run on so-called
“private clouds,” which can run on systems in
data centers operated by vendors or by enterprises
themselves. And some run on varying combinations
of these alternatives, known collectively as “hybrid
clouds.”
As is true for their meteorological namesakes,

different types of computing cloud solutions have
different specific strengths, weaknesses, benefits,
and drawbacks. And striking the optimal balance
of these for each specific enterprise can be a
daunting task, often requiring skills or expertise
scarce or non-existent within incumbent IT teams.
This is why traditional and emerging enterprise IT
vendors have solution and service portfolios that
span multiple cloud technologies.
For example, in September 2014, HP announced the intention to acquire Eucalyptus, a
provider of open source software that is compatible with AWS, the market-leading public cloud
infrastructure offering, and designed to ease and
speed creation of private clouds.
Meanwhile, many enterprise computing
solutions running on traditional premise-based
infrastructures continue to deliver significant busi-

ness benefits. And many of these are already
known and familiar to those running IT. This
sometimes creates significant inertia, making such
solutions economically, operationally, or politically difficult or impossible to replace. This is
why multiple ITSM solution providers offer both
premise- and cloud-based options, with degrees
of integration that can vary greatly, often to the
frustration of enterprise IT teams and their users.
Against a constantly evolving backdrop,
enterprises face multiple related challenges,
ranging from rapid growth to sudden significant
downturns, changes in IT leadership to Merger
and Acquisition (M&A) activities. Any and all
of these can have significant effects on an enterprise’s IT infrastructure management strategies and solutions. Thus, building and managing
IT infrastructures that take maximum advantage
of best-in-class premise-based and cloud-based
technologies grows in criticality and complexity.
Your ISP can best help here by ensuring that
your enterprise clients have the most complete
and up-to-date information available about their
current infrastructures and how well (or poorly)
they are supporting business operations. Your
ISP can also provide valuable assistance to those
enterprises seeking to assess or improve performance of their infrastructures. Examples of
how your ISP can help range from performance
of formal infrastructure assessments to recom-

mendations and executions of performanceenhancing changes.

Knowledge: The Most Powerful
Asset from ISP

Whether your enterprise clients face or will face
one or all of these challenges, IT leaders and their
teams at those enterprises need current, relevant
knowledge to address them effectively. Your ISP
should do all it can to help leverage the resources
outlined below while crafting their responses to
their specific challenge or challenges.
• Help enterprise clients to take advantage
of relevant user communities, in person and
online. Those who are on paths similar to those
facing your enterprise clients may have the most
relevant and helpful experience.
• Help enterprise clients to leverage incumbent consultants and advisors (or to engage
with new ones). Make sure that your enterprise
clients ask the consultants and advisors they work
with now if there are others in their organizations
with helpful expertise. And make sure that those
clients ask plenty of pointed questions when
interviewing potential professional services providers.
• Help enterprise clients to gather and
take maximum advantage of incumbent
“tribal knowledge.” If an enterprise client
doesn’t already use a knowledge base, the
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above challenges may justify your
recommendation that they build and
use one. If your ISP already uses a
knowledge base, your team’s experience can be
directly helpful to your enterprise clients. If your
ISP does not yet use a knowledge base, it may
be time for your organization to consider one as
well.
GRC, enterprise services, and ever-evolving
hybrid infrastructures are all dynamic and significant challenges to IT leaders and teams at
your ISP’s enterprise clients. The more that your
ISP can do to help those clients to overcome
these and related challenges as and even before
they emerge, the more value your ISP can deliver
to those clients. And that value can translate
directly into higher customer satisfaction levels,
more positive referrals and more revenues for
your ISP.▲
*https://www.kpmg.com/Ca/en/
IssuesAndInsights/ArticlesPublications/
Documents/GovernanceRiskCompliance.pdf
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SDN Solution to Tencent Data Center
Interconnect
By He Zekun, Senior Architect at Tencent

SDN: a Promising Solution for DCI Networks

Tencent Holdings Ltd., founded in November, 1998, has sustained more
than 16 years of growth to become China’s largest and most-used Internet
service platforms — QQ (Instant Messenger), WeChat, QQ.com, QQ Games,
Qzone, 3g.QQ.com, SoSo, PaiPai, and Tenpay. By December, 2012, active
user accounts for QQ IM reached 798.2 million, with a peak number of 176.4
million concurrent users.
The diversity of services and massive volume of traffic continues to
challenge the networks connecting Tencent’s data centers. Tencent has
deployed several hundred thousand servers and several dozen data centers in
more than 10 cities around the world. Transmission volumes between Tencent
data centers reach several hundred gigabytes a day.
For service support, the key issue is limited bandwidth between data
centers. To meet the requirements for high transmission volumes caused
by traffic bursts, Tencent’s service departments often construct their own
Virtual Private Networks (VPNs) over public networks. The disadvantage of
this approach is that Quality of Service (QoS) can only be assured for key
service flows after a prolonged period of capacity expansion by Tencent’s
infrastructure department.
From a link perspective, the key issue is low utilization. To ensure
reliability for Data Center Interconect (DCI) private lines, one-to-one link
backups are implemented. While service departments occasionally suffer
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Tencent urgently needs to meet the bandwidth requirements posed by expanding
services, improve the utilization of private lines, and reduce operational complexity. To
achieve these goals, Tencent has phased in a SDN solution for its DCI network. >>

insufficient bandwidth over the DCI private lines, a one-to-one redundancy
leaves over 50% of line capacity unused, and therefore wasted. In this context,
improving DCI link utilization becomes a priority issue.
From a network management perspective, the issues are efficiency
and risk control. Large-scale backbone networks are typically comprised of
widely distributed network nodes that provide a variety of services. Single
management domains are generally populated with around 1,000 devices.
Managing such large numbers of devices manually requires a greater number
of technicians, plus an extremely complicated risk control process.
For Tencent, SDN is proving to be an ideal alternative to manual network
management. With SDN, network settings are configured on a single control

console rather than individual devices. Configurations are maintained
on the central control software package consisting of algorithms, rules,
and analytics. OpenFlow and other control protocols are used to deliver
configurations to devices on the managed network. The benefit is that
SDN provides a more flexible network management platform, that allows
engineers to optimize network infrastructure to best suit the needs of their
service departments. A key feature is that more functions are available at a
lower operational cost.
To meet the bandwidth requirements required by growing services,
improve private line utilization, and reduce operational complexity, Tencent
has phased in an SDN solution for its DCI network, and put forward the
“network-as-a-router” innovation. This concept presumes that there is only
one router on the network, and that all network functions and configurations
are maintained on this router. Standard Application Programming Interfaces
(APIs) are implemented on this router, allowing every user the freedom to
manage their own network resources.
Without a doubt, these are valuable ideas that will increase the ease of
network management. But how is it that Tencent has succeeded in transforming
from a traditional DCI network architecture to a network-as-a-router

architecture? And, how
has Tencent implemented
this SDN solution in a way
that facilitates intelligent
traffic scheduling and
effective network management?
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Phase-by-Phase Evolution

Planning and constructing a network can be compared to building
a city. Remodeling a network architecture is an enormous long-term project
featuring a blueprint-based, phase-by-phase evolution. Below, the major phases of
network construction are compared to those involved in urban development.
● Road Construction
Smart cities are built on sound and efficient infrastructures, especially high
quality roads. Similarly, intelligent networks must be built upon a foundation
of stable and reliable facilities.
On the DCI network, network devices with active-standby links must
be deployed with geographic redundancies and scalable routing protocols.
● BRT Project
In most modern cities, urban populations and vehicle production increase
at rates faster than roads can be built and expanded. To accommodate increasing traffic volumes and reduce congestion, many large Chinese cities
are building Bus Rapid Transit (BRT) systems, which reserve special lanes
for buses during peak traffic hours.
Similarly, bandwidth reservations are required on networks providing
dedicated bandwidth for specific types of traffic. A typical technology in use
is Multiprotocol Label Switching Traffic Engineering (MPLS TE), which
assigns different TE priorities to various types of traffic, and thus ensuring
differentiated QoS levels for different services.
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● Intelligent Transportation
For contemporary drivers, automotive navigation systems have found
widespread use helping find the best route or routes to their destinations. Part of
the calculus is shortest route, longer time versus longer route, and shorter time.
Similar functions can also be implemented on networks. Under a networkas-a-router arrangement, all links and devices on the entire network form a
resource pool, whereby a user sending data from point A to point B does not
need to know the number of links that directly connect A and B. The key is to
continually optimize the resource pool. The effect is that data originating
from point A and traveling to point B may travel along the route
A→C→B or A→D→B, with neither choice of any practical interest to
the end-user.
Under this model, it is critical that traffic be properly distributed
among available routes to avoid congestion. For this purpose, we
introduce the Network Controller, which not only sees the bandwidth
of individual physical links, but also maintains a big picture of the
resource pool and operating schedules. The Network Controller
knows where to find free bandwidth dyamically, in
response to data traffic needs, with one example
being the functionality to interwork with the
calculation functions of service applications, and allocate calculation tasks to
the idle and underutilized network
nodes.
The Network Controller user interface
displays the status and
interaction between populations of network devices, and is enabled
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to invoke state-changing instructions to the SDN fabric. In response to realtime service needs, the Network Controller performs flow operations such as
addition, deletion, and modification in order to schedule traffic flows among
links, thus maximizing utilization of resources for the entire network. The
entire network is treated as one logical router. By managing and maintaining
the Network Controller, the network administrator is able to reach the entire
network as if it were a single router.

Technical Implementation of DCI Intelligent Traffic
Scheduling Network

Tencent’s next-generation DCI network offers a number of new functions,
such as automated resource pooling, and service applications that automatically sense and manage network resources. By using northbound APIs
provided by the network system, service application systems automatically
apply for, utilize, and release network resources. In addition, with the
assistance of the centralized traffic scheduling system, service application
systems automatically complete network resource allocation and utilization
tasks. In order to fulfill all intelligent traffic scheduling expectations, the
Path Computation Element Protocol (PCEP) is used to provide the desired
interactivity between routers and the Network Controller.
● Role of Traditional Network Equipment
On future networks, packet forwarding paths will no longer be determined
by individual routers. Routers within future DCI networks will assume a
different role: they will only forward packets, not calculate routes. The route
calculation will be performed by the central management system. Using
PCEP, traditional routers will function as Path Computation Clients (PCCs)
and become the client side of the entire control system.
● Role of the Central Controller
Central control is like the transportation “brain” that knows each road’s upper
capacity limit, sees traffic in real-time, and knows the intended destination of

every vehicle on the road. Based on all knowable data, the central control system
calculates an optimal route for each client. When this is implemented using the
PCEP model, the Network Controller becomes the server.
The key to the entire system is the logic algorithm, not the PCEP
protocol. This is because the PCEP protocol only provides Northbound
Interfaces (NBIs) to traditional network devices and Southbound Interfaces
(SBIs) to the Network Controller.
The logic controller is important because different networks, service
systems, and services have varying network resource requirements. Traditional networks only forward packets on routes designed single devices, and
are incapable of resolving flexible routing schemes for different types of
services.
On traditional networks, the routing rules and schemes are presented
to the user-community by hardware equipment providers or the Internet
Engineering Task Force (IETF), with little room for user adjustments.
Consequently, users have little choice but to roll out services in strict accordance with these built-in rules and schemes.
Is this what we really want? Our answer is No. We are currently
facing diverse service rollout scenarios, and routing schemes selected on
the network that do not fully meet service requirements. In the best cases,
service requirements are met when routing schemes selected by network
users or upper-layer applications have gained control over the logic
algorithms used for route selection or even be allowed to apply different
route selection algorithms to different types of service applications.
● Role of Service Application Systems
The above-mentioned network control system provides northbound APIs
to service application systems. With such APIs, service application systems
can apply for, utilize, and release network resources and notify the network
control system of their true requirements — including bandwidth, delay, and
use-duration information.
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To improve the service
experience of numerous
Internet users and satisfy changing service requirements, we are attempting to apply SDN concepts to our research on nextgeneration DCI networks.
Previously, we constructed a high-speed, stable,
and reliable DCI network based on our service bandwidth requirements.
The network supports all types of Tencent services and shares network
resources flexibly. In the current phase, we are working on the BRT
project. As part of this project, we have decided to use currently available
SDN concepts for central QoS management and control, as well as
employ MPLS TE technology to provide differentiated services. All of
these factors provide a solid foundation for fast service rollouts. In the
next phase, we will introduce more SDN ideas (e.g. using the Network
Controller to control network-wide flow forwarding and to forward specific
flows to specific routes). The ultimate goal is to build a DCI intelligent
traffic scheduling network featuring centralized control and simplified
network management.
We estimate that future SDN-capable networks will become both
simpler and smarter. More lightweight and easy-to-use routing protocols will
continue to emerge. When researching SDN, we must focus on synergizing
network capabilities, adding visibility to network operations, and providing
more differentiated network services. The result will be a solid foundation for
providing increasingly intelligent and convenient services in the future.▲
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［Focus］
Zhang Yao

Huawei assists global ISPs to build cloud data centers that are easy to deploy and
maintain. >>

2

Huawei DC Elastic and Agile
Network Solution
By Zhang Yao, Marketing Manager, Huawei Switch & Enterprise Communications Product Line

D

riven by an increasing number of services, many ISPs have
found themselves to be transitioning from traditional data
centers to cloud data centers. Huawei’s next-generation data
center solution demonstrably proves that the requirements to upgrade
from a traditional ISP data center to a modern cloud data platform can be
met by salaried personnel.

Challenges for ISP Cloud Data Centers

ISPs who are updating their service support systems to stay ahead of the
competition are commonly faced with the following challenges:
• Limited Scalability — Fast-growing, non-modernized ISPs are generating horizontal (east-west) and vertical (north-south) data center traffic
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beyond design capacity. Those ISPs who are choosing to upgrade their data
center networks are doing so to accommodate demand for immediate service
expansion.
• Difficult, Costly O&M — ISP data centers have become increasingly
complex as their networks increase in scale. The results are increased Operations and Maintenance (O&M) costs.
• Difficult Deployment — A benefit of deploying a software-defined
network when provisioning new cloud applications is the large time savings
relative to the installation of a traditional data center network.

The Huawei DC2 Network Solution

By leveraging a full line of transmission, routing, security, and Network

Management System (NMS) product portfolios, Huawei is helping its
customers to build one-stop data center network solutions based on
the Distributed Cloud Data Center (DC2) Solution for ISPs. Huawei is
dedicated to helping global ISPs build elastic, simple, and agile cloud
data center networks that are easy to deploy and maintain.
• Elasticity and Scalability — The Huawei CloudEngine12800
Series data core switches and the CloudEngine7800/6800/5800 Series
Top-of-Rack (TOR) switches provide best-in-class specifications,
including access to GE, 10 GE, and 40 GE ports. The large Layer 2
Ethernet Virtual Network (EVN) Solution simplifies network O&M
by using Border Gateway Protocol (BGP) on the control plane for
exchanging Media Access Control (MAC) routes. EVN eliminates additional configuration workloads over the full mesh network by using a
Route Reflection (RR) mechanism. The EVN data plane maintains a
fine-grained load balance for traffic using the Virtual Extensible LAN
(VXLAN) encapsulation format, and scales to support up to 16 million
tenants.
The Huawei CloudEngine Series data center switches provide open
Application Programming Interfaces (APIs) for the control plane, and
programmable Ethernet Network Processor (ENP) chips at the data plane.
• Easy O&M — The Huawei nCenter automated network management platform optimizes data center services by unifying the display of
all network resources, and enabling virtual and physical networks to be
aware of and visible to each other.
Huawei’s network devices also include the Zero-Touch Provisioning
(ZTP) package, a factory-installed file loading system for automated
device configuration.
Since data center network resources must be distributed and
scalable, the optimal approach is to build virtualized cluster networks
through 1:N virtualization, N:1 virtualization, or a combination of the
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two. 1:N virtualization represents device stacking.
In data centers, switches
at the same layer (i.e. access, core, or edge) form
horizontal stacks, while
s w i t c h e s o n d i ff e r e n t
layers form vertical stacks.
The result is a Super Virtual Fabric (SVF) into which leaf switches
can be added dynamically to support local forwarding with the
goal of relieving traffic pressure on the core layer.
Stacked switches are also virtualized into physically isolated Virtual
Switches (vSwitches). When leveraged at scale, vSwitch resource pools
are established to adapt dynamically within ISP data centers.
• Agile and Easy Deployment — Huawei’s Agile Controller (AC)
supports OpenFlow and Network Configuration Protocol (NETCONF) for
seamless interconnection of OpenStack resources with mainstream cloud
platforms.
With the emergence of Software-Defined Data Centers (SDDCs),
cloud data centers have evolved into policy-driven networks within which
resources are dynamically scheduled, applications access controlled and
partitioned, and independent channels virtualized.
Huawei’s Agile Controller and CloudEngine Series switches are
built to be managed as decoupled entities while, when live, able to fulfill
a policy-driven range of network virtualization activities. Peak traffic
bottlenecks no longer limit the scale of data center service developments.
The Huawei DC 2 Network Solution delivers fully-automated
provisioning of end-to-end cloud services by integrating compute, storage,
and network resources. The result is a major boost in network deployment
efficiency and lower network construction costs.▲
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［Focus］
Fan Ping

Customers have come to rely on Huawei for improvements in time-to-deployment, total
cost of ownership, uptime reliability, energy efficiency, and scalability. >>

Huawei X6800 Servers Reshape
IT Infrastructure
By Fan Ping, Server Brand Manager, Huawei IT Product Line

I

n the past decade, the commercial use of wireless and broadband
technologies to easily connect humans with machines has exploded
rapidly. IT computing architectures have transformed from a local
computing, client/server mode to a model that features elastic compute and
storage pools organized to provide on-demand, pay-as-you-go services.

Conventional IT system architectures have given way to an era that has
few practical upper limits for computing, network boundaries, or storage.
The modern IT model is a layered, unified, and converged machine, and the
Huawei X6800 servers provide an optimal foundation for enterprises who are
committed to simplifying their IT systems and improving their business agility.

Transformation Problems

As legacy platforms age into liabilities, companies are forced to identify
the sources of negative cost pressure:
• Low Utilization — IT silos restrict dynamic resource scheduling
across applications, platforms, and resource pools (middleware,
databases, etc.).
• Long Deployment Cycles — Conventional infrastructures
require all services be deployed from hardware to upper-layer applications. Long deployment cycles are the result of a process that
requires specialists to configure and commission new additions and
scale-outs.
• Limited Scalability — A defining feature of the modern cloud
platforms is each system’s response to peak demand. Modern cloud
architectures launch tens of thousands of virtual machines based on
business rule policies. Legacy client/server systems were not built to
deliver the currently available levels of integrated functionality that
can distribute the cost and also distribute the compute load. Graceful
management of bursty traffic is a hallmark of the modern cloud system.
Virtualization is the key to overcoming the adage that fixed resources
lead to idle resources and waste during non-peak hours.
• Inefficiency — Old systems cost extra money to organize and
maintain.

A Unified Architecture

Launched in 2014, the Huawei X6800 server is a small footprint, highreliability data center server built for Big Data and cloud computing
applications.
Compact and easy to deploy, the X6800 uses a flexible architecture
designed to meet a wide variety of service requirements.
Optimized for data center applications, platform enhancements
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have been made to the
computing, storage, and
network layers of the
service plane as well as
to the software interface
of the management
plane. Each design has
been implemented to
enhance integration,
standardization, and pooling of the hardware infrastructure. All
components provide standard, upper layer interfaces, and nodes
can be upgraded without replacing the subrack.

A Leap from Data to Value

The X6800 servers are the foundation for building innovative cloud
data centers For data center operators, the advantage is having policydriven resource allocations that support the service experience of the
user plus Service Level Agreements (SLAs) and Quality of Service (QoS)
contracts.
The X6800 server allows multiple types of nodes to be configured
on a single infrastructure, which is a flexible consolidation of resources
that requires less floor space, fewer cables, and reduces energy
consumption.
Services at all levels are virtualized and provisioned dynamically.
For customers, the focus of the X6800 is to reach the highest levels of
Quality of Experience (QoE) fulfillment by exceeding expectations.
The evolution of the IT infrastructure, from a support platform to
a production services platform with consolidated resources, beneficially
minimizes the Total Cost of Ownership (TCO) and Operating Expenses
(OPEX), and maximizes Return on Investment (ROI).▲
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［Focus］
Wan Xin

Huawei has launched the Intelligent Data Center Solution to meet the efficiency and
reliability challenges faced by today’s data centers. >>

On-Demand Intelligent Data Center
Solution
By Wan Xin, Solution Director, Huawei Data Center Energy Marketing Support Department

T

he Huawei Intelligent Data Center Solution
introduces a digital, intelligent, networkbased design to meet the goal of presenting
next-generation data centers that are more efficient
and reliable. Given the growing demand for cloud
computing, Big Data, and mobile Internet, many data
center operators are choosing to move beyond the
most basic store, process, and transmit feature-set. The
cost-containment factor is typically a critical element
in the face of large start-up costs, low Power Usage
Effectiveness (PUE), long investment cycles, and complex architectures that are difficult to manage.
The Huawei Intelligent Data Center Solution provides
micro modules, which house the cabinet, power supply
distribution, cooling, and monitoring systems in a single
unit. Each unit supports services independently and each
can be deployed independently as service demands increase,
which helps to protect against over-investment during the
initial construction. Among the key benefits of this all-inone packaging is that, when data center capacities need to
be upgraded, the delivery and installation periods have been
reduced to as little as three weeks.
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Proactive Management

The Intelligent Data Center Solution simplifies
data center management with the use of a visual
interface on which devices can be tracked and
managed. The user interface provides an asset
information base that is updated in real time
with the most up-to-date, accurate system status
information.
The integration of chips and communication
technologies in the Intelligent Data Center
Solution enables the Operation and Maintenance
(O&M) system to detect and locate faults automatically. This early-warning detection function
allows data centers to monitor the status of
system health, individual parts, and componentlevel detail.
The Intelligent Data Center Solution
supports auto-identification and auto-discovery
through wireless barcode and other electronic
labels. The result is that asset status reports
can be generated automatically and life-cycle
failures prevented from occurring.

Improved PUE

Huawei continually researches new data center
energy technologies, such as solar hybrid
power supply systems that provide power and
geothermal resources that are used for cooling.
These innovations reduce the data center PUE
from 1.8 to 2.0 down to 1.4 or even as low as 1.2.

The Intelligent Data Center energy-management modules are driven by sensor data
captured at key nodes that is relayed to control
center servers that then optimize overall energy
consumption for all systems and devices. Huawei
provides the following energy-management
systems for data center support:
• iCooling — Software control ensures the
coordination of devices throughout the cooling
system.
• iPower — Power supply policies manage
all devices for load balancing and the highest
efficiency.
• iBattery — The management layer for
battery activities, i.e. charging and discharging,
for maximum efficiency.

Central Management for
Highest Efficiency

The Intelligent Data Center Solution forms a
network of data centers, with each managed as
a Network Element (NE). The network management platform is built to support one million
NEs, wherein the management team monitors
the overall operating status of data centers on
their network while the O&M team monitors the
health status of each data center.
The unified management platform is designed to provide real-time analysis for up to 10
million wireless sites, and uses a highly reliable
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two-node backup policy to ensure network
security and availability.
Based on resource use analysis across the
entire network, the network-based micro modules apply positive control for power supply,
cooling, and available port capacities.

Open Ecosystem

The focus of the Intelligent Data Center is on
open platforms. A key goal of the solution is
support for integration with third-party devices
with standard southbound/northbound interfaces,
as well as plug-in applications.
The Huawei Intelligent Data Center Solution provides the foundation for simple, efficient,
and reliable data centers that maximize investment profits and optimize operation efficiency.
The solution easily manages the most difficult
challenges imposed on data centers.▲
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［Success］
Eric Leandri

Qwant and Huawei share the same goal of supporting trust and transparency on the
Internet. Qwant has chosen to engage with Huawei in a long-term partnership. >>

Qwant’s Lifeline is a Secure and
Efficient Cloud Platform
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By Eric Leandri, Co-founder and CEO of Qwant

Q

want is a French start-up providing Internet search
services. The company is experiencing rapid
growth in Europe due to our unique search engine.
Unlike traditional search engines that display search results
based on numbers of clicks, Qwant offers several result
types organized into columns on a single page, including
conventional and news websites, social networks, and online
stores. With Qwant, users can easily find what they want
without searching multiple websites, and Qwant integrates
its search service with other Internet services, such as social
networking, video sharing, and online shopping in a single
search application. When users click on a search result, a
detailed page displays, which can be shared with friends via
services such as Facebook and Twitter.

Security Equals Growth

Security has powered Qwant’s growth. Founded in 2011, Qwant
spent two years in research and development before releasing a
beta version of their search engine in January 2013 and the final
version in July 2013. Fueled by 100 percent growth in the first
year, Qwant service is now available in 50 languages and 25
countries.
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With a number of controversial security issues involving major
Internet companies over the past two years, the public is rightfully
concerned about information security and personal privacy. With
an emphasis on security from inception, Qwant’s privacy policy
promises users that neither their search histories nor personal details
are saved, and that Qwant does not keep users’ cookies or track their
information. This level of tight security strongly differentiates Qwant
from search engine giants such as Google.
Qwant needed to set up its own cloud computing platform to
support its rapid growth. Public cloud platforms, such as Amazon
Web Services (AWS), were not considered for lack of local storage.

Building a Secure Cloud Platform with
Huawei

Qwant and Huawei share the same goal of supporting trust and
transparency on the Internet. Further, Huawei is the first server
provider to commit to a “no backdoor” clause in the Qwant purchase
agreement.
The proper presentation of search results to large numbers of
users requires Qwant to index billions of Internet data objects, including web pages, news articles, user data, images, and videos. To
achieve this, the infrastructure must be available 24/7, must scale to

cope with terabit-level daily traffic, and be efficient, cost-effective,
and secure.
Based on the results of stringent tests across a wide range of
products on the market, Qwant has chosen to engage with Huawei
in a long-term partnership. The ongoing benefit for Qwant is having
access to a portfolio of secure, reliable, end-to-end solutions from
Huawei, including the Fusion Server E6000 servers, OceanStor
storage platforms, and CloudEngine switches.

Parallel Computing Improves User
Experience

The quality of the Qwant user experience is a product of the system
on which it is operating. Qwant especially believes that an effective
parallel computing platform is responsible for allowing them to
deliver a superior search experience for every customer in their user
base.
Based on CloudEngine switches using 10 GE and 40 GE interconnections — and able to scale to 100 GE — Qwant designed a nonblocking Ethernet data center network to support the parallel compute
fabric. The result is a better, more accurate search experience for
each user, made possible by the efficiency of a complete Huawei
solution.▲
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［Success］
Shi Jinli

On November 11, 2013, the value of Alibaba transactions exceeded USD 5.8 billion
(CNY 35 Billion). >>

Huawei Anti-DDoS Protects
Alibaba’s Largest Shopping Day
By Shi Jinli, Marketing Manager, Huawei Switch & Enterprise Communications Product Line

A One-day Record

The Alibaba Group, a leading e-commerce company based
in Hangzhou, China, requires a high degree of stability and
security to meet the real-world demands of its cloud services
platform. In addition to hosting itself and its affiliated
companies — Taobao, Tmall, and Alipay — Alibaba hosts
more than 100,000 on-line services for small- and medium-

sized enterprises and developers covering almost every
service category on the Internet.
By August 2012, Alibaba had grown to average 24
million online transactions a day, and was generating an
annual transaction value over USD 166 billion (CNY 1 trillion), an amount equal to the annual transaction value of
eBay and Amazon combined.
On November 11, 2013, Chinese Singles’ Day, Alibaba
set a record for the highest value single day for online
transactions; over USD 5.8 billion. On Singles’ Day, more
than 188 million online transactions were processed, with
a total value four times greater than Black Friday, the now
traditional after-Thanksgiving U.S. shopping holiday.
On the world’s single largest shopping day, the integrity
of the Alibaba technology infrastructure was protected by the
Huawei Anti-DDoS solution.

The Necessity for Strong Security

Distributed Denial of Service (DDoS) attacks pose a particularly large threat to Internet operating companies. With
hundreds of millions of network intrusions every day, every
service provider in the world is motivated to find an effective
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Voice of the Customer
anti-DDoS solution that is able to meet the
criteria Alibaba required of Huawei:
• Identify and respond to DDoS attacks by
differentiated protection policies matched to each
specific service type.
• Able to meet the requirement for on-demand scalability for 3 to 5 years of service.
• Provide an Operation and Maintenance
(O&M) self-service model which, for Alibaba,
includes support for growing cloud-based customer services with unique operation models.
• That the anti-DDoS system is able to seamlessly adapt to each unique cloud platform.

Huawei’s Anti-DDoS Solution —
a Great Choice

While shopping for possible anti-DDoS protection
solutions, Alibaba met with other companies
who had success repelling DDoS attacks with the
Huawei Anti-DDoS Solution. Alibaba organized
follow-up meetings with Huawei and to begin
Proof-of-Concept (POC) tests on the solution.
Over the course of the testing cycle, the
Huawei Anti-DDoS Solution was proven to successfully defend against all live network attacks.
Using a simulated common service traffic
model on the live network, at a normal volume
below 50 Gbit/s, Huawei’s Anti-DDoS Solution
identified 50 Mbit/s of low-traffic attacks after
two seconds of exposure — in other words, the

solution learned the features of this type of lowrate, slow-link attack on a specific HTTP service,
and immediately initiated targeted defense mechanisms.
Additional functional tests conducted by
Alibaba included tenant-based policies, traffic
model learning, report generation, and ease-ofuse on mobile terminals. In all cases, the Huawei
Anti-DDoS Solution successfully handled all
attacks with no affect on service availability.
Alibaba followed the functional tests by conducting performance and pressure tests that directed
attack traffic to two anti-DDoS service boards
configured to defend against a 20 Gbit/s 64-byte
SYN flood attack where the defense performance
threshold reached 40 Gbit/s. The Huawei AntiDDoS Solution will scale to a 200 Gbit/s threshold with additional service boards.
The Alibaba Anti-DDoS platform faced a
series of attacks immediately upon deployment
to the live network — attacks that were identified
and cleared within seconds of launch. The
Huawei Anti-DDoS Solution has been protecting
the Alibaba cloud platform ever since.

High Stability and Reliability

Multiple data center egresses on Alibaba’s live
network are now configured with the Huawei
Anti-DDoS Solution. The total defense performance is hundreds of Gbit/s, and the solution

“With an average of more than 100
DDoS attacks per day, the Huawei
Anti-DDoS Solution helps us fend
off more than 40,000 DDoS attacks
each year. Even the largest such
attacks, with traffic volumes of
100 Gbit/s, are unsuccessful. The
Huawei solution is function-rich,
stable, precise, and user-friendly.”
— Wei Xingguo,
Senior Security Expert, Alibaba

protects the network from an excess of 100
DDoS attacks a day, with attack traffic exceeding
100 Gbit/s at peak hours.
On “Chinese Singles’ Day 2013,” peak
traffic reached 19 Gbits/s and, as well, Alibaba
repelled multiple DDoS attacks. Reports show
that the Huawei Anti-DDoS Solution protected
Alibaba from these attacks, ensuring network
security and availability right up to the very final
transactions of the one-day shopping spree.▲
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［Success］
Su Hao

Abraxas has received an overwhelming technical advantage from Huawei with the
delivery of CloudEngine 12800 Series data center core switches. >>

Swiss Abraxas: Blueprint for
Cloud Computing
By Su Hao, Market Support Engineer, Huawei Switch & Enterprise Communications Product Line

A

s the largest ICT integrator and Cloud Service Provider (CSP) in
Switzerland’s Zurich and St. Gallen states, Abraxas has a strong
presence in the country. Offering long-term network interconnection
and data center cloud services, as well as network solution consulting and
deployment services, Abraxas principally serves the government, education,
and finance sectors. Adapting to the fast-paced development of the global cloud
technologies market, Abraxas has drafted a future-oriented blueprint that suits its
business needs and highlights its unique strengths.

Abraxas’ Cloud Computing Data Center Network Faces
Many Challenges

A merger of the ICT departments of the Zurich and St. Gallen states, Abraxas has
delivered continuous and effective cloud services to its customers for years; however,
recent business growth, increasing data traffic, and the ever-changing needs of its
customers have presented Abraxas cloud computing data center network with the
following business requirements:
• A virtual pool of integrated computing, storage, and network resources to
provision on-demand services. The data center network must be upgraded to allow the
flexible migration and deployment of Virtual Machines (VMs) and other resources to
ensure efficient VM migrations and rapid service deployments.
• Reliable connections between Zurich, St. Gallen, and a planned data center
facility in Gretel for rapid service deployments and implementation of disaster
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recovery across the three data center networks.
• Building data centers with sufficient processing capacity to survive
handling heavy future data traffic loads and planned device capabilities to
sustain business development over the coming 10 years.

CloudEngine 12800 Contributes to Abraxas
Blueprint

After evaluating proposals from several different vendors, Abraxas selected
Huawei to tailor a cloud computing data center network solution for
Abraxas’ unique business characteristics and strengths. To meet demand
for large capacity, high performance, high reliability, and feature-rich
data center equipment, Huawei recommended that Abraxas purchase the
CloudEngine Series data center switches.
● Huawei’s Next-Generation Switches
Huawei’s CloudEngine 12800 Series data center core switches include
support for In-Service Software Upgrades (ISSU), high-density 40 GE/
100 GE cards, and hot-swappable components. To enhance reliability and
flexibility, Cluster Switch System (CSS) and Virtual System (VS) can also
be deployed on the CloudEngine 12800.
The CloudEngine Series employs an orthogonal switch fabric that
supports cell switching, Virtual Output Queuing (VOQ), and super-large
buffers — featuring large-capacities and rich functionality designed to scale
with demand growth.
Built to anticipate Abraxas’ expansion requirements for up to 10 years,
the CSS- and VS-equipped CloudEngine will minimize future equipment
investment and network maintenance costs by working with a variety of
network virtualization solutions, including Transparent Interconnection
of Lots of Links (TRILL), Virtual Extensible LAN (VxLAN), and Network Virtualization using Generic Routing Encapsulation (NvGRE). The
CloudEngine supports four thousand to sixteen million tenants and seam-
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lessly interoperates
with Huawei’s Agile
Controller and other
mainstream cloud
platforms. The three
data centers are interconnected through a
Layer 2 Ethernet Virtual Network (EVN).
VMs and applications migrate and deploy freely between
data centers. Virtual Private Networks (VPNs) deployed on the
switches implement access control for isolating enterprise users. The Huawei
solution includes design optimizations for Interior Gateway Protocol (IGP)
and Border Gateway Protocol (BGP) routes over the entire network, and
Multi-protocol Label Switching (MPLS) on the backbone network.

● WDM
Huawei’s Wave-Division Multiplexing Equipment (WDM) continues to
gain a strong global user base due to excellent reputation for technical
advancement, including the implementation of physical connections
between data centers. Huawei’s WDM products and data center switches
are packaged with comprehensive data center network solutions and
solution-level features designed to meet changing capacity demands via
upgrades and expansions.
Construction of the Abraxas cloud computing data center is near
completion. The Abraxas Layer 2 network interconnects three cities and is
being built to enable VMs and applications to migrate transparently within
the data center fabric, including mechanisms for traffic isolation and access
control. The three-city data center solution provides a solid foundation for
disaster recovery and deployment of dual-active services, ensuring that
Abraxas customers have 24/7 non-stop service for years to come.▲
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Li Guoqiang

Huawei IDS Accelerates Tencent
Rollout
By Li Guoqiang, Senior Marketing Manager, Huawei Data Center Energy Support Department

T

encent, founded in 1998, is one of the largest Internet enterprises in Asia and, next to
Google and Amazon, the third largest in the world. One of China’s most popular Internet
service portals, Tencent has grown steadily due to its pro-active end-user-focused operating
strategies and the popularity of its services. By the end of 2012, Tencent had more than one billion
registered users and more than 700 million active users.

New Data Centers Required to Cope With Rapid Service
Development

To manage the pressure of increasing Internet service requirements due to the popularity of WeChat
and QQ Instant Messenger, plus mobile game downloads for Erasing Every Day, Linking Every Day,
and Cool Every Day, Tencent required a new data center infrastructure able to be deployed within three
months of order.
Tencent’s first half of 2013 Operation and Maintenance (O&M) expense of USD 324 million
highlighted their need for data center cost control. For their newest rollout, Tencent was determined to
purchase a solution designed to improve upon number of key data center industry cost factors:
• Short deployment cycle: Construction periods for conventional data centers have been known
to require up to 600 days until completion, with the added exposure of large Capital Expense (CAPEX)
disbursements. The Huawei IDS was successfully installed within three months.
• Standard design: Unique, one-of-a-kind designs are a prime factor in long and expensive data
center deployment cycles. The Huawei IDS is based on pre-defined components that designed to save
time and money.
• Energy efficiency: The energy efficiency of data center equipment rooms is traditionally very low,
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［Success］

To meet the growing demand for Tencent’s online data services at an accelerated
schedule for a reasonable price, Huawei installed the Intelligent Datacenter Solution
(IDS). >>

with Power Usage Effectiveness (PUE) measurements
reading higher than 2.0 (1.0 is optimal). The Huawei
IDS achieves a PUE factor of 1.5.

With a PUE rating of 1.5, the Huawei IDS
design is able to reduce O&M costs by 10
percent and CAPEX by 6 percent.

Huawei IDS Solution Meets
Tencent’s Requirements

Quick Builds and Flexible
Scaling Define Future Data
Center Constructions

To meet Tencent’s increasing data service requirements,
Huawei provided the Intelligent Datacenter Solution
— including custom core air-conditioning and power
supply modules. Twenty IDS modules were deployed
by week 13, immediately following the availability of
on-site water and electricity.
The Huawei IDS Solution includes the following
features:
• The R10 network module (10 cabinets, 80 kW,
30-minute power backup) is powered by two highvoltage DC power supplies. The R12 IT device modules
(12 cabinets, 80 kW, 30-minute power backup), and
R18 IT device modules (18 cabinets, 120 kW, 30minute power backup) are powered by the main power
supply and two high-voltage DC power supply sources.
• The innovative Huawei cabinet base design
allows the 2U multi-node Huawei X6000 Server
cabinet to be installed by rolling the cabinet into place
and securing the base — a reduction of installation time
from five hours to 10 minutes.
• Sealed, isolated hot and cold aisles allow for
optimal management of forced air. Close-coupled
cooling improves system energy efficiency while eliminating data center hot spots in high-density zones.
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With its defining data center development
and modular architecture, the Huawei prefabricated IDS Solution allows for the installation of
rack modules simultaneously with the construction
of the data center facility itself — it is this physical
modularity of the IDS module plus the use of standard
network communication interfaces that provides
flexibility for future expansion. The benefits for Tencent
include substantially lower initial capital costs plus an
architectural platform built to easily scale as demand
continues to grow.▲

3D rendering and photograph of the Tencent IDS design
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［Success］
Ren Ping

The Netherlands National Management Organization of Internet Providers is a nonprofit industry association providing services to more than 100 member ISPs. >>

24/7 DDoS Scrubbing for
Dutch ISPs

Voice of the Customer

By Ren Ping, Marketing Manager, Huawei Switch & Enterprise Communications Product Line

I

n 2002, the “Nationale Beheersorganisatie
Internet Providers” (NBIP) was founded in
The Netherlands as a shared service center
by six ISPs in regulatory compliance under the
Dutch Telecommunications Act.
Jumping twelve years ahead to March, 2014,
NBIP launched the National Anti-DDoS Wash
(Nawass) for a growing membership of over 100
ISPs in a coordinated response to the ongoing
security challenge posed by Distributed Denial of
Service (DDoS) attacks. An example of the type
of response that Nawass was built to neutralize
is the 2013 DDoS attack that occurred across the
European Union (EU), where congestion traffic
peaked at bitrates on the order of 300 Gbit/s.
A non-profit foundation in the Dutch market,
with a mind to serve its members, NBIP made the
decision to build and host a state-of-the-art, antiDDoS deep-packet washing facility to protect
on-line businesses throughout Holland from the
economic losses then common for carriers and
enterprises as the result of persistent, effective

40

DDoS attacks. “DDoS attacks have caused at least
tens of thousands of Euros in financial loss per
hour,” says Ludo Baauw, President of NBIP.
Having themselves suffered waves of severe
DDoS attacks, the ISP members of NBIP began to
seek a more-effective anti-DDoS solution. They
understood that operating as a collective would
afford them a more powerful “washing” platform
than any could attempt individually. Given that
the cost to build an anti-DDoS system capable of
protecting against the worst known attacks is quite
beyond the reach of any but a few Internet giants,
a coordinated effort was made to assure that the
costs for building and operating the Nawass facility could be shared widely and proportionately
among the members. The resultant NBIP revenue
model includes subscriptions for stand-by services,
plus activity charges for incident responses.

The Challenge of Rampant DDoS
Attacks

Faced with increasing DDoS attacks, and driven

by the request that NBIP provide an anti-DDoS
service, the organization began to look for all antiDDoS solutions on the market powerful enough to
defend against large-scale DDoS attacks where and
when they appear.
All such considerations included the understanding that a national packet-washing site would
also be a national traffic-grooming site to improve
continuity and security for all users.
Along the same lines is the example of how
other large service providers responded to the
growing size and strength of DDoS attacks, AT&T
and British Telecom (BT) offered a value-added,
anti-DDoS security service with ample bandwidth
and upper-layer security protections that cleaned
attack traffic before the ISP links could become
congested.
By 2013, NBIP began to construct the

Nawass data processing center and had invited the most
well-known and best-qualified anti-DDoS providers
to participate in a proof-of-concept round of device
testing, whose goals included:
• The ability to handle large traffic volume.
• An offline “fireman on stand-by” approach.
• Fast response to DDoS attacks.
• An easy-to-manage GUI.

Huawei Anti-DDoS Solution — A
Dedicated “Firefighter”

As construction progressed on building the Nawass
traffic-washing center, the size of NBIP’s member
base and service requirements both rapidly increased.
The hard requirements quickly became: a) deliver a
defense performance solution able to scale to at least
100 Gbit/s, and b) the device must operate in a stand-

by mode whose response to detection is activation of
real-time bypass monitoring from the detection to the
cleaning modules.
After extensive testing, NBIP chose Huawei’s
Anti-DDoS 8160 Solution. “Functional completeness
and defense precision were the key focus areas of this
test,” reported Alex Bik, NBIP chairman. “The Huawei
anti-DDoS Solution outperformed other anti-DDoS solutions from mainstream vendors by providing high
defense performance — two times the industry average
— with responses to attacks within seconds. The solution has proven to be precise, and with a full-scale
defense capability, it is also convenient to manage and
operate.”
On board each Anti-DDoS 8160 chassis are interchangeable “detection” and “cleaning” Service
Processing Units (SPUs). The signal path to the SPUs
begins with an optical split of all incoming traffic. Using
deep-packet detection, and a bypass mode that responds
to DDoS attacks by invoking washing policies based on
Border Gateway Protocol (BGP) diversions, the attack
objects are transferred from the detection boards to
the cleaning boards within the same Anti-DDoS 8160
chassis — an optimally efficient interconnect.
Each Anti-DDoS 8160 frame is designed to scale
to 200 Gbit/s. Launched with only an 80 Gbit/s antiDDoS utilization of the Anti-DDoS 8160, it is clear
that the Nawass fire platform still has plenty of room
for scaling to keep NBIP ahead of the many and varied
forms of destructive traffic offered by the Internet.▲

“Huawei’s Anti-DDoS
Solution quickly
responds and defends
against DDoS attacks,
as well as providing
an excellent, userfriendly interface. Most
importantly, the test
results have proven that
Huawei’s solution is
exactly what we need!”
— Ludo Baauw,
President, NBIP
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［Success］
Ma Jingjing

Among the primary concerns of leading hosting providers are power consumption,
server uptime, and supplier response time in support of their large data centers. >>

LeaseWeb Builds Cost-Effective
Hosting Service
By Ma Jingjing, Product Manager, Huawei IT Product Line

L

easeWeb is a world-class hosting provider headquartered
in Amsterdam, The Netherlands. With 15 years experience
providing high-quality, global infrastructure at a competitive
price, LeaseWeb is considered an industry leader by Gartner, Inc., having
achieved a number one ranking for bandwidth utilization, and a number
three ranking in Europe and number 10 worldwide for cost-effective
services.
With a revenue of 77 million Euros in 2013 and eight data centers
around the world — including Holland, Germany, Singapore, and the
United States — LeaseWeb showed an annual growth rate of 36.75 percent.

Voice of the Customer
The company’s 60,000 servers support
17,500 customers in 177 countries on four
continents. They employ more than 300
people around the world, have a bandwidth
capacity of 4.5 Tbit/s, and report a 99.9999
percent uptime.

Competitiveness is a Key
Advantage

As additional competitors emerge on the
market, LeaseWeb is in a strong position
to continually enhance its most cost-effective services in efforts to maintain its
standing as an industry leader. To attract
more customers and strengthen its competitive edge, LeaseWeb has added new
Infrastructure-as-a-Service (IaaS) and a
Content Delivery Network (CDN) to their
existing portfolio of bandwidth leasing, colocation, and web hosting services.

LeaseWeb and Huawei —
Strategic Partners

Huawei has attracted attention inside
and outside of China for innovations in
high-temperature servers and First Office
Applications (FOA) in the telecommunications market. Additionally, Huawei’s
X-Series multi-node servers, designed
specifically to address Internet enterprise re-

42

quirements, have earned high customer recognition for their reliability and energy-saving
features.
Huawei’s deep experience in the telecommunications market has helped to qualify
the relationship with LeaseWeb. In the area
of servicing equipment in the field, Huawei’s
commitment to delivering a timely response
to their customers’ immediate needs, the
professionalism and prompt response of
local Huawei service teams have gained
LeaseWeb’s respect.
Following their purchase of Huawei
RH2288H V2 servers, and the evaluation of
other Huawei products through a battery of
tests, René Olde Olthof, Director of Operations for LeaseWeb commented, “Stringent tests have demonstrated the excellent
performance of Huawei servers, and especially, Huawei’s level of energy efficiency has
exceeded our requirements.”
At CeBIT 2014, LeaseWeb and Huawei
signed a strategic cooperation agreement. The
Agreement states that both parties will operate
dedicated hosting servers powered by Huawei,
and that later the companies will jointly
pursue product innovations in the server field.
As the future unfolds, it is expected that both
parties will cooperate widely in technical
developments and market expansion.▲

“Huawei has many years of market
experience with servers, networking,
and storage. Service continuity is
mission-critical to telecom operators,
and Huawei has a strong background
in this field. It is easy to see how they
are able to translate that experience to
understanding our quality requirements
and definitions. Huawei products provide
high reliability and its achievements are
obvious.”
— René Olde Olthof, Director of
Operations, LeaseWeb
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［Success］
Luo Zhidan

Huawei and iCITA have partnered to implement a secure, reliable, high-performing,
and scalable cloud fabric solution. >>

iCITA Builds Biggest Public Cloud
in Australia

By Luo Zhidan, Data Center Solutions, Huawei Switch & Enterprise Communications Product Line

T

he International Cloud Integrators & Telecommunications
Alliance (iCITA) is the largest association of public Cloud
Service Providers (CSPs) in Australia, and offers cloud computing applications and server lease services to over 100 enterprises and
data centers around the world.

Challenges for iCITA

A growing number of global enterprises use public cloud services and broadly
require the following features for their data centers:
• Secure — Private networks with protection from increasingly sophisticated attacks.
• High-Performing — Reliability in peak traffic hours via dynamic
allocation of resources.
• Redundant — Active failover systems that compensate for routine
system interruptions.
• Scalable — Dynamic resource allocation to support customer and infrastructure growth.
iCITA has rebuilt its current data center infrastructure to meet these
demands.

The Huawei Cloud Fabric Solution

Established in 2013, the iCITA-Huawei partnership was commissioned
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to build a new generation of cloud data centers able to provide end-toend portfolio solutions. To meet the (then) unique requirements of iCITA’s
specification, Huawei developed the Cloud Fabric Solution.
The cloud fabric solution provides cloud data centers with large-capacity,
high-quality, and long-term stability with the following components:
• Huawei CloudEngine12800 Series data core switches — Hot Standby

Voice of the Customer
(HSB) design with full bus redundancy. Access to
13,000 servers, and support for GE, 10 GE, 40 GE,
and 100 GE network connectivity. CloudEngine
Series data center switches, using standard protocols,
are seamlessly compatible with a full range of devices on the live network. Customers are assured a
smooth, interruption-free, evolution to their new network architecture.
• OceanStor Dorado2100 Series Solid-State
Disk (SSD) — Dedicated desktop cloud networks
help tenants implement differentiated Service Level
Agreements (SLAs) based on hierarchical storage
functionality.

• OceanStor S5600T Series mid-range and
high-end storage systems, and E6000 Series midrange and high-end servers — E6000 blade servers
support routine enterprise applications organized
in converged resource pools, including Microsoft
Exchange, Structured Query Language (SQL) databases, and desktop cloud networks.
• USG6000 Series mid-range firewalls —
Firewalls isolate internal-external traffic and guarantee secure, reliable IT services.
For redundancy, the Huawei Cloud Fabric Solution has implemented a number of device-stacking
technologies that protect routine device failures from
affecting overall system performance, including
Intelligent Stacking (iStack) and the Cluster Switch
System (CSS). Additionally, Equal-Cost MultiPath Routing (ECMP) has been integrated for load
balancing and multiple link backup of Transparent
Interconnection of Lots of Links (TRILL) and IP
networks.
Using tunneling technologies such as Ethernet
Virtual Network (EVN) and Virtual Private LAN
Service (VPLS), the cloud fabric solution enables
Layer 2 Data Center Interconnect (DCI) between
data centers — allowing seamless switching across
data centers, maximum application transparency, and
ever-ready disaster recovery contingencies.
The Huawei Cloud Fabric Solution has brought
a sustaining vitality to iCITA’s current and future
cloud computing services.▲

“Huawei’s end-to-end
product portfolio, industryleading solutions, and highquality services are the
basis for our continuing
partnership. I expect that
iCITA will continue to team
with Huawei to carry out
further cooperation in the
market for highly secure
and reliable public cloud
services.”
— Damien Stephens, CEO,
iCITA
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Building
a New Cloud Ecosystem
Fueled by the momentum of our contributions to building a healthy, next-generation Internet,
Huawei is committed to helping every single ISP customer to dramatically transform themselves
to meet the challenges of a new Internet era.

